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Abstract
In this dissertation, the implementation of the right to be forgotten in the context of search engines throughout Europe was analysed, notably considering the CJEU case-law. The whole examination examined the balancing test which must be present when controllers of personal data deal with removal requests. In such an assessment, the contrasting rights and interests of data subjects and the general public must be weighed up in order for search engine operators, data protection authorities or judicial authorities to reach a decision regarding the suppression of information from the Internet. The CJEU recognition of search engine operators as controllers of personal data in Google Spain gave rise to some criticism regarding the public role such private companies would be playing, as opposed to what the neutrality principle proposes. Nevertheless, theses private entities possess more financial resources and availability of staff to handle such cases, which renders the Court’s decision comprehensible. Following this judgment, the right to be forgotten was codified in the General Data Protection Regulation, although some points remained undiscussed. In this sense, GC and Others addressed the general prohibition of processing sensitive data, in which the Court decided that search engine operators must act only after receiving a de-referencing request involving such types of data, not in a systematic manner. Additionally, Google v CNIL highlighted the debate concerning the extraterritorial application of EU data protection laws worldwide. In a cautious approach, the Court decided that the erasure of personal data must take place inside the European Union, however it still recognised the rare possibility of requiring a global de-indexation, although it cannot be easily foreseeable once such requirement would create endangering and unnecessary tensions between the Union and third states.
Despite the impossibility of completely removing content from the digital space, some measures may suffice to prevent the access of information. In this sense, some solutions were proposed to make the application of the erasure of personal data on the Internet more effective. Accordingly, it includes expiration dates, segmentation, pseudonymisation and public-private partnerships, which, in essence, would help to minimise the current administrative burden of search engine operators, while providing more protection of personal data for Internet users as well as greater public oversight of the measures taken by private entities in implementing such right. 

2

1. Introduction
The rapidity of data-flows, resulting from the omnipresence of the Internet and the rise of social networking services (SNS), has undermined the individuals’ control over the dissemination of personal data and has profoundly impacted their privacy. The Digital 2022 April Global Statshot Report has revealed that contemporarily 5 billion people use the Internet, which implies that 63 percent of the world’s population is now virtually connected.[footnoteRef:1] In fact, the Internet has substantially transformed the way in which the modern society acquires knowledge, and the digital world is gradually evolving into a powerful source of information. Progressively, digital connectivity has permeated almost every instance of individuals’ personal lives, increasing the interdependence between the physical and virtual environments. It is evident that the online behaviour impacts the material reality – if it is still reasonable to consider both areas as distinct. [1:  Simon Kemp, ‘Digital 2022: April Global Statshot Report’ (DataReportal, 21 April 2022) <https://datareportal.com/reports/digital-2022-april-global-statshot> accessed 03 June 2022] 

The human brain lacks the capacity to retain every information received, as opposed to the immensurable storage space of the digital environment, characterised for a persistent digital memory, which has led to an exaggerate amount of trivial information available online, making it difficult to separate relevant content from unnecessary or obsolete information. On these grounds, it is clear the hindrance to the power of individuals to be detached from their past when information is perpetually accessible.
Within this framework, the overarching informational role of search engines has converted them into holders of truth and history. Additionally, the surveillance technologies allow the constant monitoring of data subjects. Despite efforts to avoid disclosure of personal information, web users may find facts concerning themselves, whether truthful or not, placed on the Internet by third parties, from close friends to unknown sources. Indeed, regardless of the location, anyone can upload content on the digital platforms, including personal data related to other persons or even false allegations. The outcome of such easiness is the display of material that lack context, selected by the secret algorithms of search engines, which may present a misleading idea of a person. 
Digital profiles are structured without transparency, although capable of interfering with employment, insurance and loan. In this sense, control over personal is not in the hands of data subjects, but corporations, governments and extraneous recipients. The potential adverse consequences become even more threatening when the processing involves sensitive data. In such cases, individuals identified by these conditions can be perpetually stigmatised both in the digital and the material environments.
In fact, personal data are the components which, gathered, form our digital personality and are able to uniquely identify individuals. It is nearly impossible for data subjects to acknowledge how they are pictured on their digital profiles as a consequence of the implementation of secret algorithms. In fact, the apparent free access to information comes at the expense of the provision of personal data, which has translated into the currency of the digital economy. Indeed, it has originated substantial asymmetries of power between Internet service providers, webmasters, data subjects, and consumers of digital content. 
Internet allows access to information disregarding territorial boundaries. The coalition between digitalisation, affordable storage, easy retrieval and globalisation results in the eternity of information, perpetually available.[footnoteRef:2] As the capacity of storage and rapidity of web servers have been perfected, the need to delete obsolete information is no longer present. Hence, the information lasts online indefinitely, where misdeeds or shameful incidents could be fixed by time, the same past events cannot be easily forgotten or forgiven.  [2:  Viktor Mayer-Schönberger, Delete: the Virtue of Forgetting in the Digital Age (Princeton University Press 2009) 45.] 

Against this background, a fundamental purpose for EU law has become to provide data subjects with means to control personal information related to them, as well as individual self-determination and autonomy over such data. Nevertheless, the progressive regulation of online information throughout the European Union raises many economic, political and moral questions. In fact, if overly implemented, restraints on the online space may discourage technological innovation. Nevertheless, despite the fact that the Internet and search engines may represent an obstacle to the protection of privacy and personal data, it is undeniable that they equally benefit the modern society as regards the freedom of expression. Indeed, accessing information and acquiring knowledge has never been so straightforward.
In this connection, the colloquial right to be forgotten - more correctly called the right to erasure, but also referred to as the right to de-referencing, the right to de-indexing or the right to de-listing in the context of search engines – highly impacts search engine providers, once such right represents the first obstacle to the limitless availability of online content, which gives prominence to popular news, whether truthful or not, without consideration to the negative consequences for individuals. 
Considering the diversity of results that emerge from a balancing test in respect to the cases involving the right to be forgotten exercised by the national courts, data protection authorities and search engine operators, this paper will focus on the cases before the Court of Justice of the European Union (CJEU) in the context of search engines. Chapter 2 introduces the debate as to the contrasting rights that will be considered under the balancing test when granting a removal request: the right to privacy of data subjects and the right of freedom of expression and information of the public. It includes the corresponding legislation and discussions regarding the positive and negative points of each right. Chapter 3 examines the origins and references of the right to be forgotten under European law, notably the Data Protection Directive (DPD)[footnoteRef:3] and the General Data Protection Regulation (GDPR).[footnoteRef:4] Chapter 4 addresses the Google Spain[footnoteRef:5] case, which represented the judicial recognition by the CJEU of the de-referencing right. In this chapter the material and territorial scope of the DPD are discussed, as well as the implicit existence of a right to be forgotten in the European legal framework. Chapter 5 considers GC and Others,[footnoteRef:6] analysing the processing of sensitive personal data, which is more likely to cause harm to individuals if improperly processed or, in this instance, remains in the online search results. Similarly, chapter 6 addresses another matter not sufficiently examined under Google Spain: the territoriality of the de-referencing right, which was later addressed in Google v CNIL.[footnoteRef:7] Lastly, this dissertation proposes some solutions to minimise the current deficiencies concerning the protection of personal data on the Internet, i.e. expiration dates for online content, segmentation and pseudonymisation of data, as well as a public-private partnership between search engine operators and public authorities. These recommendations represent a way to integrate the right to be forgotten to a society which increasingly becomes more connected through digital means, providing for a more effective protection of personal information regarding data subjects, while enabling a more stringent oversight over the adoption of the de-referencing right exercised by private companies. [3:  Council Directive (EC) 95/46 on the protection of individuals with regard to the processing of personal data and on the free movement of such data [1995] OJ L281/31 (Data Protection Directive).]  [4:  Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data [2016] OJ L199/1 (General Data Protection Regulation).]  [5:  Case C-131/12 Google Spain v AEPD [2014] OJ C212/4]  [6:  Case C-136/17 GC and Others v CNIL [2019] ECLI:EU:C:2019:773]  [7:  Case C-507/17 Google LLC v CNIL [2019] ECLI:EU:C:2019:772] 

Accordingly, this paper will employ, in particular, a doctrinal analysis of the European legal framework regarding the right to erasure and, more generally, data protection, as well as the corresponding judicial approach in relation to the matter. It contemplates the development of the right to be forgotten within the European Union and the case-law that follows the technological progress. A social-legal consideration will also be provided in order to understand the factual limitations that technologies present to sufficiently remove digital data, in addition to political obstacles which may impede a complete implementation of such right worldwide.














2. Right to privacy versus right of freedom of expression 
The application of the right to be forgotten on the Internet evinces the antagonistic viewpoints of those who advocate for privacy and data protection, on the one hand, and those who defend the right of freedom of expression and information, on the other. This dichotomy will permeate all cases regarding the de-referencing right and thus deserves a more meticulously consideration. For instance, to achieve a fair balance between such rights, the proportionality test must take place prior to the removal of personal data. Nevertheless, as it is apparent from the jurisprudence of the Court of Justice of the European Union (CJEU), the European approach tends to favour privacy over freedom of expression, once the former is highly protected as an important value amongst the Member States. 
Under the rubric of privacy, the Charter of Fundamental Rights of the European Union (the Charter), in Article 7,[footnoteRef:8] establishes that the individuals’ family life, home and communications must be respected, while Article 8[footnoteRef:9] addresses the protection of personal data, which must be fairly processed, for specific purposes and pursuant to any legitimate basis provided for by law.  [8:  Charter of Fundamental Rights of the European Union [2000] OJ C364/1, art 7.]  [9:  ibid, art 8.] 

Similarly, Article 8(1) of the European Convention of Human Rights (ECHR) provides individuals with the right to be respected in their private and family life, as well as in their home and correspondence.[footnoteRef:10] Nevertheless, Article 8(2) of the ECHR accentuates that the right to privacy can be overridden in some circumstances, including ‘for the protection of the rights and freedoms of others’,[footnoteRef:11] which clearly indicates that such right is not absolute.  [10:  European Convention for the Protection of Human Rights and Fundamental Freedoms, as amended by Protocols Nos. 11, 14 and 15 [1950] ETS 5/1, art 8(1).]  [11:  ibid, art 8(2).] 

Furthermore, Article 12 of the Universal Declaration of Human Rights (UDHR) assures individuals of the preservation of their privacy, family, home or correspondence, as well as their honour and reputation.[footnoteRef:12] In addition, Article 19 of the Declaration stresses that privacy must be counterbalanced with freedom of opinion and expression, which grasps freedom to hold opinions and ‘receive and impart information and ideas through any media and regardless of frontiers’.[footnoteRef:13]  [12:  Universal Declaration of Human Rights [1948] 217 A (III), art 12.]  [13:  ibid, art 19.] 

More recently, the General Data Protection Regulation (GDPR)[footnoteRef:14] has enshrined, in Article 1(2), as one of its basilar objectives, the safeguard of the fundamental rights and freedoms of natural persons, notably their right to the protection of personal data.[footnoteRef:15] As to the right to be forgotten, in particular, Article 17(3)(a) of the Regulation expressly states that such right will not apply where the processing is justified by the right of freedom of expression and information,[footnoteRef:16] which clearly demonstrates that other fundamental rights may override data subjects’ interests.   [14:  GDPR (n 4).]  [15:  ibid, art 1(2).]  [16:  ibid, art 17(3)(a).] 

Nevertheless, the right to privacy and the right to be forgotten, when factually claimed by data subjects, may lead to an antagonistic result, opposed to the original intent: the Streisand effect. This reaction is manifested when the disputed information receives greater public attention as an unexpected outcome to the attempt to supress or censor it. In other words, the public becomes more interested in accessing the content to understand the reasons why it needed to be hidden. Even after deletion by the search engine operator or the publisher, web users might have downloaded the content and reposted it, which hampers the purpose of the erasure. Accordingly, the removal request, whose original aim was to preserve privacy, results in attracting more public scrutiny. The term ‘Streisand effect’ arose in 2009 from the filling of a lawsuit by the actress and singer Barbra Streisand against the photographer Kenneth Adelman, claiming that her privacy was breached by the publication on the defendant’s website of pictures of his authorship where her house could be seen and identified by the public.[footnoteRef:17] In the aftermath of the litigation, the website in question received 420,000 views per month, in contrast to the only six downloads prior to the dispute, certainly an unpredicted consequence for the artist, representing a consequence capable of obstructing the satisfactory removal of online content.  [17:  Justin Parkinson, ‘The Perils of Streisand Effect’ BBC News (London, 31 July 2014) <https://www.bbc.com/news/magazine-28562156> accessed 19 May 2022] 

On the other hand, contrary to the right to privacy, there is the right of freedom of expression, catalogued in Article 11 of the Charter, which comprises the ‘freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers’,[footnoteRef:18] which corresponds to Article 10 of the ECHR.[footnoteRef:19] Freedom of expression represents the opposing side against which the right to privacy must be balanced, in conformity with the proportionality test, when assessing an erasure request.  [18:  Charter of Fundamental Rights of the European Union (n 8), art 11. ]  [19:  ibid, art 11(1).] 

Notwithstanding, similarly to the right to privacy and right to erasure, freedom of expression does not allow individuals to exercise such right without limits, endangering, for instance, ‘national security, public safety, for the prevention of disorder or crime, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence’.[footnoteRef:20] Undeniably, freedom of expression firmly characterises democratic societies. However, for being restrained by conditions and penalties, it is also clear that such right is not absolute, despite regarded as universal.  [20:  Explanations Relating to the Charter of Fundamental Rights [2007] OJ C303/17 (Charter of Fundamental Rights of the European Union 2000) 20] 

Some non-governmental organisations (NGOs),[footnoteRef:21] supporting both democracy and the right of freedom of expression, have advocated for the protection of free speech also in the context of the Internet, highlighting the advantages it brings, such as the possibility of confronting the information conveyed to the population through the traditional media, promoting debate and knowledge, as well as improving the lives of individuals, notably in the developing world, despite economic, political or domestic legal constraints imposed by the local media. In this sense, guaranteeing online free speech would facilitate the access of information which otherwise would be scholarly unavailable.[footnoteRef:22] Restrictions on the freedom of expression are observed in authoritarian regimes, which suppress truthful information, through stringent control over their media and by preventing citizens from accessing online information on specific websites which address some historical events, for example. The same information, banned therein, under the European approach would be unlikely to attract the right to privacy or the right to erasure, due to the prevalence of the public interest. [21:  Voluntary Submission in support of Motion no. 399.922 [2017] French Council of State. <https://www.apc.org/sites/default/files/Google_France_Intervention_English.pdf> accessed 3 July 2022]  [22:  ibid 13.] 

It is undeniable that the Internet provides for access to information made available by both official bodies and the mainstream media. In the same manner, it provides for the transmission of multiple and divergent information from organisations, independent local media and journalists. Accordingly, the social and political interaction that the World Wide Web promotes cannot be disregarded in modern society. 
Additionally, one of the risks that the right to be forgotten may pose is the discredit of online content which leads the public to mistrust information available on the Internet. For instance, the case of the German actor Walter Sedlmayr’s death in 1990 illustrates the fact. Because of Sedlmayr’s fame, the conviction of the two offenders, aside from being a matter of public record, was also described on the Wikipedia’s website. Ten years after the crime, having served his sentence, one of the former convicts claimed the removal of his name from the web page, resorting to the German ‘right of rehabilitation’, which ‘protects the name and likeness of a private person from unwanted publicity’.[footnoteRef:23] While the German version of the online encyclopaedia complied with the decision, the American one refused to remove the information, as a result of the well-known liberal perspective of freedom of expression adopted by the U.S. Regarding the case, for example, under Rustad and Kulevska’s proposal, such erasure request would be rejected because the public’s right to know would prevail. In this sense, the authors go on by stating that the murderers would be considered ‘limited public figures’ once they have committed a crime against a famous actor, which would also lead them into the public spotlight.[footnoteRef:24] It follows from the foregoing that the European right to be forgotten may threaten journalism when not properly balanced against the freedom of expression and information.  [23:  Meg Leta Ambrose and Jef Ausloos, ‘The Right to Be Forgotten Across the Pond’ [2013] 3(1) Journal of Information Policy, 3 <https://www.jstor.org/stable/10.5325/jinfopoli.3.2013.0001> accessed 10 July 2022]  [24:  Michael L. Rustad and Sanna Kulevska, ‘Reconceptualizing the Right to be Forgotten to Enable Transatlantic Data Flow’ [2015] 28(2) Harvard Journal of Law & Technology, 411 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2627383> accessed 10 July 2022] 

Indeed, concerns as to the possibility of censorship of truthful and lawfully published information permeate debates amongst activists. De-referencing of online content may represent the overlapping of a single individual’s appeal over the societal interest as a whole. As the world population has been consuming more information through online sources rather than printed newspapers, the successive erasure of online reports and news may endanger collective memory and history, undermining both access to information and democracy itself. 
On the other side, the significance of the right to privacy and the right to be forgotten must also be highlighted, in particular against the risks of journalistic bias. Although many journalists are committed to sharing reliable news, journalistic bias exists and influences search results. Sensationalist or even untruthful news may achieve more clicks and receive more visibility. Powles explains that, as long as a shocking case does not attract great public attention - which compel people to follow up the definite outcome - the articles informing the posterior acquittal of an individual will not receive the same number of readers as the initial publication, or the exculpation may not even be mentioned by the press.[footnoteRef:25] Considering that judgment records are usually not easily available, the only information relating to such individual would be associated with the commitment of a crime, fact that is able to harm his reputation and undermine his capacity to make a fresh start. Further, the damage can be even more substantial where the individual is well-known or where the information is false.  [25:  Julia Powles, 'The Case That Won't Be Forgotten' [2015] 47(2) Loyola University Chicago Law Journal, 610 <https://lawecommons.luc.edu/luclj/vol47/iss2/8/> accessed 10 July 2022] 

It is noteworthy that public interest and what the public is keen to consume differ. The distinction may be narrow but essential to apply the right to be forgotten with accuracy. The former favours freedom of expression rather than privacy and permits that certain relevant information remains available for the public’s benefit, while the latter may involve trivial content placed on the Internet, for example. Undoubtedly, public figures are less likely to be granted a de-referencing request, although it does not imply that the mere fact of being a public figure justifies all types of information concerning them to be circulating online, but only the ones indispensable for societal interests.  
Nevertheless, applying the right to be forgotten for the deletion of truthful information regarding ordinary people, that are neither of public interest nor defamatory, however embarrassing, consists of a complex decision when balancing privacy against freedom of expression.[footnoteRef:26] Another burdensome point is to determine when the public interest that was present in the past, at the time of the publication of certain content, no longer exists. In this sense, there is no sufficient guidance as regards the matter, which depends on an assessment on a case-by-case basis. [26:  David Lindsay, The ‘right to be forgotten’ in European data protection law. Emerging Challenges in Privacy Law: Comparative Perspectives (Cambridge University Press, 2014), 300] 

In fact, personal data is of different degrees of sensitivity and gravity. Likewise, there are degrees of public interest in particular types of personal data. Against this background, it is manifest that both the right to privacy and the right of freedom of expression, as well as the novel right to be forgotten, are not absolute rights and thus need to be individually considered, taking into consideration all particularities that the case at hand presents, following the proportionality test. Such an assessment must be exercised and demonstrated by the data controller, as more meticulously examined in the following chapter.


















3. Right to be forgotten in Europe
The concept of the right to be forgotten has its roots in the right to oblivion (or droit à l’oubli), a right recognised in many European civil law jurisdictions in the 1970s, part of their jurisprudential application of personality rights to impede reference made by the media in relation to previous crimes committed by an ex-convict who has served his or her sentence.[footnoteRef:27] Despite not being expressly codified in the European law, the concept has solidified as a legal construct in customary law. The droit à l’oubli, thus, aims to avoid exaggerated media scrutiny, which has the potential to perpetually associate a person to past misdeeds, by bringing the same events to attention after a long lapse of time, characterising disproportionate publicity, especially when such crimes have already received the corresponding redress. Nonetheless, it is noteworthy that such right only implies that allusion to certain past criminal facts must be obviated, preventing the media from recalling such events, which differs from factual erasure.  [27:  Hans Graux, Jef Ausloos and Peggy Valcke, ‘The Right to Be Forgotten in the Internet Era’ (2012) ICRI Research Paper No. 11 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2174896> accessed 15 July 2022] 

Accordingly, the right to oblivion can be more accurately classified as a policy goal, rather than a right in a narrow sense, once its main objective to limit unreasonable media attention towards a past crime can equally be pursued through multiple areas of law, such as general tort law, defamation law, as well as personality rights, privacy and data protection law.[footnoteRef:28]  [28:  Jef Ausloos, The Right to Erasure in EU Data Protection Law: From Individual Rights to Effective Protection (Oxford Data Protection & Privacy Law, 2020) 111.] 

Despite limitations imposed on the media resulting from the application of the right to oblivion, recent European data protection law, more broadly, has generally allowed the processing of personal data performed by the media for journalistic purposes.[footnoteRef:29] Notwithstanding, within the European data protection law, a separate concept of a right to erasure of personally identifiable data has progressively evolved. In this connection, two statutes enacted in the 1980s are the cornerstone of the EU data protection laws: the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (the ‘Privacy Guidelines’) and the Council of Europe’s Convention on Data Protection (the CoE Convention). [29:  DPD (n 3), art 9; GDPR (n 4), art 85.] 

Article 13 of the Privacy Guidelines guarantees to data subjects a right ‘to challenge data relating to them and, if the challenge is successful to have the data erased, rectified, completed or amended’.[footnoteRef:30] Additionally, another sparse and brief reference of the right to erasure is found in the Explanatory Memorandum, regarding the purpose specification principle: ‘When data no longer serve a purpose, and if it is practicable, it may be necessary to have them destroyed (erased) or given an anonymous form’.[footnoteRef:31] Despite not expressly recognising a right to be forgotten to data subjects, the Privacy Guidelines represent the first international compilation of agreed privacy principles.  [30:  OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980), art. 13(d).]  [31:  ibid, Explanatory Memorandum 54. ] 

The CoE Convention went further by establishing the data quality principle in Article 5(e), which states that automatic processing of personal data must be ‘preserved in a form which permits the identification of the data subjects for no longer than is required for the purpose for which those data are stored’.[footnoteRef:32] Moreover, additional safeguards are enshrined in Article 8(c), which provides data subjects with the right to obtain rectification or erasure of personal data that have been processed contrary to the data quality principle enshrined in the domestic legislation.[footnoteRef:33]  [32:  Council Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data [1981] CETS no. 108, art 5(e).]  [33:  Ibid, art 8(c).] 

More recently, the Data Protection Directive and the General Data Protection Regulation were enacted and have represented greater implementation of data protection rules within the European Union. It should be borne in mind that the codification of the right to be forgotten is fundamental to ensure the protection of personal data on the Internet, where information may be perpetually accessible on digital indexes. Within this framework, both statutes will be discussed in more detail in the subsequent topics.


3.1. Data Protection Directive (Directive 95/46)
The adoption of the Data Protection Directive (DPD) in 1995 represented the first attempt by the European Union to formally regulate data protection within its borders. Its preamble enunciates that the purpose of national data protection laws is to protect fundamental rights and freedoms, notably the right to privacy.[footnoteRef:34] Nevertheless, some inconsistency was found due to the fact that it was implemented when the World Wide Web was not yet accessed on a large scale. As a Directive, its purpose was to present common legal principles to be adopted by the domestic legislations of the Member States. [34:  DPD (n 3), preamble 10.] 

The DPD presented the right to erasure in three different scenarios. First, in accordance with Article 6(1)(e), personal data must be ‘kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the data were collected or for which they are further processed’.[footnoteRef:35] Nonetheless, the objective of such statement could also be achieved through the anonymisation process, thus not only being restricted to the deletion of personal data. In this sense, it cannot be said that there is a clear establishment of a right to erasure in this provision.  [35:  ibid, art 6(1)(e).] 

Second, Article 12(b) DPD provides data subjects with the right to obtain from the controller ‘the rectification, erasure or blocking of data the processing of which does not comply with the provisions of this Directive, in particular because of the incomplete or inaccurate nature of the data’.[footnoteRef:36] Although this appears to give a right to apply for the erasure of data, it is subject to two conditions: the processing must infringe the provisions encompassed in the DPD, and the expression ‘in particular’ may indicate that the application of such right is conditional on processing where the personal data are incomplete or inaccurate.[footnoteRef:37]  [36:  ibid, art 12(b).]  [37:  Bert-Jaap Koops, ‘Forgetting Footprints, Shunning Shadows. A Critical Analysis Of The “Right To Be Forgotten” In Big Data Practice’ [2011] 8(3) SCRIPTed <https://script-ed.org/article/forgetting-footprints-shunning-shadows/> accessed 20 July 2022] 

Third, Article 14(a) DPD grants to data subjects the right to object based on ‘compelling legitimate grounds relating to his particular situation’.[footnoteRef:38] Despite the right to erasure being less apparent from the wording of Article 14, the interpretation of such article in conjunction with Articles (6)(1)(e) and 12(b) DPD supports the implicit existence of the first roots of the codification such right in Europe. In this sense, although the DPD did not explicitly designate a right to erasure, this could be achieved through an extensive interpretation of its provisions.  [38:  DPD (n 3), art 14(a).] 

Concerning the processing of personal data solely for journalistic purposes or the purpose of artistic or literary expression, Article 9 DPD,[footnoteRef:39] however, provides for exceptions or derogations from erasure, enabling Member States to legislate in respect to such subject matters.  [39:  DPD (n 3), art 9.] 

Despite the initial intention of regulating data protection, the right to be forgotten was not formally codified in the Directive. In the absence of robust guidance, a right to erasure was subject to uneven implementation within the Union. Despite having required Member States to implement national legislation in accordance with its guiding rules, the factual outcome did not turn out to be standardised data protection laws throughout the European Union, but dissonant national data protection statutes.[footnoteRef:40]  [40:  ibid, art 1(1).] 

Notwithstanding, by examining the few DPD provisions related to the potential applicability of a right to erasure, it can be inferred that such insufficient material still exceeded previous attempts to codify data protection law in Europe. Indeed, the DPD was the first European legislative act addressing data protection within the continent. Nevertheless, the hypotheses and the extent to which a possible right to erasure would apply remained dubious, consequently preventing the emerging right from being effectively enforceable. 
Perhaps the absence of provisions addressing the right to erasure in the DPD may result from the fact that, despite recognising the potential negative consequences of holding personal data, the greater benefits that such retention might provide to data subjects and other concerns about the costs that such requirement might demand from data controllers were regarded as more important.[footnoteRef:41] Nevertheless, through an extensive interpretation, the CJEU jurisprudence in Google Spain[footnoteRef:42] recognised an implied right to be forgotten in DPD that should be carried out by search engine operators as data controllers.[footnoteRef:43] In fact, such landmark case represented the first judicial recognition of the right to be forgotten, which will be analysed in more detail in Chapter 4.  [41:  Lindsay (n 25) 311.]  [42:  Google Spain (n 5).]  [43:  ibid, 72.] 


3.2. General Data Protection Regulation (Regulation 2016/679)
In January 2012, the European Commission presented the proposal for a General Data Protection Regulation. In elucidating the proposed EU reform package, Viviane Reding has clarified that, because of the vast capacity of digital memory, all personal information can have a huge impact on data subjects lives, even if publicised years later.[footnoteRef:44] The principal objective of the GDPR was to address uncovered data protection issues that had arisen following the rapid technological changes that had occurred since then.[footnoteRef:45] This initiative culminated in the adoption of the GDPR on 14 May 2016 and its entry into force in the Member States on 25 May 2018, when the DPD was repealed. [44:  Viviane Reding, ‘The EU Data Protection Reform 2012: Making Europe the Standard Setter for Modern Data Protection Rules in the Digital Age’ (Speech delivered at Innovation Conference Digital, Life, Design, Munich, 22 January 2012), 5 <http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/12/26&format=PDF> accessed 22 July 2022]  [45:  Explanatory Memorandum to the Proposal for a Regulation of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) 2012, para 1 ] 

In this sense, the GDPR represents the factual codification of the right to be forgotten, whose application is not only confined to search engines but also to webmasters, media outlets and other data controllers.[footnoteRef:46] The Regulation extends the data subjects’ control over personal data related to them, in addition to expanding the right to be forgotten posterior to its judicial recognition by the CJEU in the 2014 judgment in Google Spain. The right to be forgotten in the specific context of search engines is also termed the right to de-referencing, the right to de-indexing or even the right to de-listing. [46:  GDPR (n 4), art 4(7).] 

As a Regulation, it applies directly to the national laws of the EU Member States, resulting in a higher degree of uniformity in respect to data protection amongst the Union, contrasting to the applicability of the DPD, as a Directive.[footnoteRef:47] In this sense, the GDPR aimed to rectify the substantive disparity between the treatment of data protection in diverse national legal frameworks, representing a critical deficiency which could not be addressed by the previous DPD.  [47:  Eugenio Foco, ‘The Codification of the Right to be Forgotten in the Digital Era: From Directive 95/46/EC to the General Data Protection Regulation’ Media Laws (Italy, 16 November 2016) <https://www.medialaws.eu/the-codification-of-the-right-to-be-forgotten-in-the-digital-era-from-directive-9546ec-to-the-general-data-protection-regulation/> accessed 22 July 2022] 

The right to erasure, also named right to be forgotten in the GDPR, was enshrined in Article 17 of the Regulation, which, despite some remaining gaps, has portrayed a meaningful innovation, not merely a duplication of the DPD approach to data protection. 
Accordingly, the data subjects’ right to obtain from the controller the erasure of personal data relating to them arise when one of the six following grounds provided by Article 17(1) of the GDPR applies:  
(a) the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise processed; 
(b) the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the processing;
(c) the data subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate grounds for the processing, or the data subject objects to the processing pursuant to Article 21(2);
(d) the personal data have been unlawfully processed;
(e) the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which the controller is subject;
(f) the personal data have been collected in relation to the offer of information society services referred to in Article 8(1).[footnoteRef:48] [48:  GDPR (n 4), art 17(1).] 

The European Data Protection Board (the ‘Board’ or ‘EDPB’) was implemented by the GDPR[footnoteRef:49] and replaced the corresponding WP29, established by the DPD. In 2019, the EDPB issued the Guidelines 5/2019[footnoteRef:50] addressing the right to be forgotten in the context of search engines, providing some clarification as regards Article 17 GDPR. [49:  ibid, arts 68-76.]  [50:  European Data Protection Board Guidelines 5/2019 on the criteria of the Right to be Forgotten in the search engines cases under the GDPR (part 1) <https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-52019-criteria-right-be-forgotten-search-engines_en> accessed 22 July 2022] 

In relation to subparagraph (a) of Article 17(1) GDPR, the search engine operator must assess whether personal data have become outdated, whose result may vary according to the original purposes of processing. The EDPB exemplifies that it may occur when the information has been removed from the public register, when the data subject has his or her contact details displayed on a company’s website for which he or she no longer works and when certain information was published in accordance with a legal obligation but remained available longer than the time limit legally stipulated.[footnoteRef:51] [51:  ibid 7.] 

Article 17(1)(b) GDPR, regarding the withdrawal of consent, is unlikely to apply to search engines, once data subjects would rather give their consent to the original publisher. In any event, as the EDPB indicates, when such a situation occurs, the publisher should inform search engine operators pursuant to Article 17(2) GDPR.[footnoteRef:52] In this case, the data subject would be able to submit a removal request to the search engine operator, but under his or her right to object according to Article 17(1)(c) GDPR. [52:  Ibid 8.] 

As regards the right to object, it is essential to appreciate the connection between Articles 17(1)(c) and 21 GDPR. The latter places the onus to demonstrate compelling legitimate grounds to justify data processing on the data controller,[footnoteRef:53] as opposed to the DPD, which imposed such a burden of proof on data subjects.[footnoteRef:54] On the other hand, Article 17(1)(c) GDPR may grant a right to be forgotten where the data subject exercises the right to object, enshrined in Article 21 of the Regulation. In this sense, the search engine operator can invoke one of the exemptions of Article 17(3) GDPR as ‘overriding legitimate grounds’ to refuse the removal request. The ‘particular situation’ of data subjects, in their turn, which supports a de-referencing request, may be, as illustrated by the EDPB, related to information regarded as hate speech, slander, libel, as well as information merely reflecting personal opinions or minor criminal offences committed a long time ago.[footnoteRef:55] [53:  GDPR (n 4), art 21(1).]  [54:  DPD (n 3), art 14(a).]  [55:  Guidelines 5/2019 (n 50) 9.] 

Subparagraph (d) of Article 17(1) GDPR stresses the importance of processing personal data only under one of the lawful bases catalogued in Article 6 of the Regulation, otherwise the right to erasure applies. Furthermore, as the EDPB notes, such provision must be broadly interpreted, including the infringement of legislations other than the GDPR.[footnoteRef:56] [56:  ibid. ] 

Regarding Article 17(1)(e) GDPR, which establishes the erasure for compliance with a legal obligation, it can derive from an injunction, a requirement under Union or Member State law or the breach of the storage period by the search engine operator.[footnoteRef:57] [57:  ibid, 10.] 

Lastly, concerning Article 17(1)(f) GDPR, personal data can be deleted when collected in conjunction with the offer of information society services, such as online sales of goods, social networks and web hosting services, directly to a child. The EDPB points out that search engine operators do not distinguish whether the personal data it processes are related to a child, however they would have to delist such content and take into account, in particular, the date when the processing by the source website has started in relation to the date when the data subject has requested the removal of information. 
Furthermore, the Regulation imposes the obligation on the data controller who has made the personal data public, rather than on the data subject, to notify third-party controllers, such as websites that have been processing such information, that a removal request was received.[footnoteRef:58] In this sense, Article 17(2) could be understood as an attempt at implementing the droit à l’oubli into data protection law,[footnoteRef:59] namely in relation to information technologies and communication, such as the online environment. Nevertheless, the EDPB argues that such provision does not apply to search engines, but to original controllers.[footnoteRef:60] [58:  GDPR (n 4), art 17(2).]  [59:  Ausloos (n 28) 247.]  [60:  Guidelines 5/2019 (n 50) 5-6. ] 

As opposed to the DPD, by addressing the right to be forgotten in more detail, the GDPR stipulates exceptions to the application of such right. It must be emphasised, however, that the burden of proof that the proportionality test was made is on the side of the data controller.[footnoteRef:61] Accordingly, as enshrined in Article 17(3) GDPR, the right to erasure will not apply to personal data whose processing is necessary:  [61:  GDPR (n 4), art 24(1).] 

(a) for exercising the right of freedom of expression and information;
(b) for compliance with a legal obligation which requires processing by Union or Member State law to which the controller is subject or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
(c) for reasons of public interest in the area of public health in accordance with points (h) and (i) of Article 9(2) as well as Article 9(3);
(d) for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) in so far as the right referred to in paragraph 1 is likely to render impossible or seriously impair the achievement of the objectives of that processing; or
(e) for the establishment, exercise or defence of legal claims.[footnoteRef:62] [62:  GDPR (n 4), art 17(3).] 

The EDPB states that such exceptions, apart from the subparagraph (a) of Article 17(3) GDPR, do not appear to be suitable in the context of search engines, but can be invoked under the right to object pursuant to Article 17(1)(c) as ‘compelling legitimate grounds’ for refusing to grant a de-referencing request. 
As regards Article 17(3)(a), which stipulates that the personal data will not be deleted when the right of freedom of expression and information justifies the processing by the controller, the previous chapter of this paper discusses this point in more detail. Furthermore, Article 85 GDPR establishes that Member State law legislate as to reconcile the right to the protection of personal data with the right of freedom of expression and information, stipulating exemptions and derogations, notably in relation to the processing performed solely for journalistic purposes or for the purpose of artistic or literary expression.[footnoteRef:63]  [63:  ibid, art 85.] 

The remaining hypotheses are very unlikely to apply in the context of search engines and thus will not be discussed in depth. In this sense, a search engine operator cannot, in general, deny a removal request on those grounds. Nevertheless, in case one of those hypotheses is present, they may invoke the corresponding exception in order to maintain the disputed links in the online list of results.



4. [bookmark: _Hlk111704998]Google Spain v AEPD (C-131/12): the landmark decision
Google Spain was the milestone Court of Justice of the European Union (hereinafter, the ‘CJEU’ or the ‘Court’) case which represented the judicial recognition of the right to be forgotten. It is noteworthy to recall that by the time of the decision, on 13 May 2014, the DPD did not expressly provide for a right to be forgotten and a corresponding duty for search engine operators to decouple links containing personal information that violates individuals’ data protection and privacy.
Opportunely, however, the Court found itself qualified to apply the DPD to a novel scenario. On this occasion, the CJEU drew upon Article 12(b) DPD to recognise a right to be forgotten. It was established that search engine providers are controllers of personal data and consequently responsible for assessing the removal request at hand and, when appropriate, de-referencing links containing information published by third-party websites, even if the original publisher has not removed the content and the personal data is truthful or otherwise lawful. As a general rule, the data subjects’ right to privacy and data protection override both the search engine operators’ economic interest and the Internet users’ right to information. Nevertheless, the result of the balancing act may vary when the data subject in question is a public figure and the display of information concerning him or her can be justified. 


4.1. Facts 
In March 2010, Mario Costeja González, a Spanish lawyer, lodged a complaint with the Spanish data protection authority, Agencia Española de Protección de Datos (‘AEPD’), against the newspaper La Vanguardia and against Google Spain and Google Inc. on the ground that when an Internet user typed his name on Google Search, it would return articles originally published on the newspaper’s printed version of 1998 and that were later digitised and published on its corresponding website. The articles were related to his past social security debts which culminated in a real-estate auction upon order of the Ministry of Labour and Social Affairs. González argued that the debts had been fully resolved for many years and connecting his name to it was now irrelevant. He demanded that the newspaper either removed or altered the pages for his name to be hidden or used available tools to protect such data. In relation to Google Spain and Google Inc., he requested that the personal data relating to him were removed or concealed by delisting links following online searches. 
The AEPD, in July 2010, rejected the complaint regarding La Vanguardia on the basis that such publication was legally justified. Nevertheless, it upheld the complaint against Google Spain and Google Inc., reasoning that, as intermediaries of information society, search engine operators are responsible for the data they process and are subject to data protection law. Therefore, data subjects have a right to have information relating to them removed from search engines, even if such information remains available on the source website. Google Spain and Google Inc. brought two appeals against that decision before the Audiencia Nacional (National High Court, Spain), which referred the following questions to the CJEU for a preliminary ruling.  


4.2. Material scope of the DPD 
The Court started by answering the second group of questions, which involved the material scope of the DPD, in particular by asking whether the activities exercised by Google amounted to processing of personal data within the meaning of article 2(b) and whether article 2(d) could be interpreted as regarding such undertaking as a controller in relation to personal data it processes. Additionally, in case of an affirmative response, whether the AEPD could impose on Google a requirement that it withdrew from its search results information contained on third-party websites, without contacting the source page in advance or simultaneously, and if such requirement would be excluded where the information was lawfully published and remained accessible on the source website. 
Both the Advocate General Niilo Jääskinen and the Court recognised that search engine activities engage personal data processing, regardless of the fact that the search engine makes no distinction between personal and regular data, since the processing of information occurs without any human intervention. Similarly, processing of personal data is manifest on such occasions despite its publication being made by webmasters, rather than by search engine operators, and even when the latter are not able to alter such information.[footnoteRef:64]  [64:  Google Spain (n 5), paras 27-29.] 

[bookmark: _Hlk111715943]Nonetheless, despite understanding that search engine operators process personal data, the AG did not consider them as controllers.[footnoteRef:65] Jääskinen based his finding on his interpretation of the Directive, stating that the controller, to be regarded as such, must be aware of the existence of personal data as a distinct category of information and process it accordingly. In this sense, a search engine operator would only be considered a controller in relation to data it controls, which only represent a small part of its processing. Further, if the search engine provider was considered the controller, responsible for personal data on third-party websites, it would have to put itself in the position of the latter to analyse whether the publication of personal data would be compatible with the Directive.[footnoteRef:66] Similarly, Google argued that a removal request should be addressed to the publisher, following the proportionality principle, as the latter publishes the information and assesses the legality of such content.[footnoteRef:67]  [65:  Case C-131/12 Google Spain v AEPD [2014] OJ C212/4, Opinion of AG Jääskinen, para 77.]  [66:  ibid, para 109.]  [67:  Google Spain (n 5), para 63.] 

Search engine providers, as explained by the AG, control the manner online indexes are structured and may block specific search results by not displaying URL addresses to certain countries or domains. For example, in most States, Google suppresses search results that infringe intellectual property rights. In some countries Google also filters results that threatens democracy. Website publishers, in their turn, may make use of exclusion codes, which indicate that they do not want certain information to be available in the online indexes of search engines. Nevertheless, the latter decide whether to comply with such exclusion codes or not.[footnoteRef:68] This attitude translates into control over personal data. As regards its cache memory, however, once it only involves completely technical and automated processing, the search engine operator does not control it in general.[footnoteRef:69] Accordingly, the AG argued that search engine operators should not be regarded as controllers, save when they decide not to comply with exclusion codes or do not update the display of a website in the cache when requested. Thus, a data protection authority could only require a search engine provider to remove information from its index in these cases.  [68:  Opinion of AG Jääskinen (n 65), para 91.]  [69:  ibid, paras 92-93.] 

Notwithstanding, the Court highlighted the power of search engines to disseminate information, allowing web users to form a more or less accurate profile of data subjects that, without search engines, would not be possible, or would be possible with great difficulty. Moreover, the potential to interfere into data subjects’ rights is greater due to the role the Internet and search engines play,[footnoteRef:70] being more adequate to consider the latter as controllers in accordance with Article 2(d) DPD, as they determine the purposes and means of processing personal data. It would be antagonistic to the objective of the Directive if they were not recognised as such for not exercising control over information located on third-party websites.[footnoteRef:71]  [70:  Google Spain (n 5), para 80.]  [71:  ibid, paras 33-34.] 

In this sense, Google, as a controller, must comply with the requirements of the Directive, in accordance with its responsibilities, powers and capabilities.[footnoteRef:72] This solution was able to maintain a broad scope of application of the Directive and ensure the responsibilities of controllers at the same time. Additionally, according to the Court, even if publishers do not resort to exclusion codes, the search engine operator remains responsible for the processing of personal data that it carries out in the context of its activities.[footnoteRef:73] The Court did not discuss, however, whether Google should also take proactive measures to comply with data protection law. [72:  ibid, para 38.]  [73:  ibid, para 39.] 

Nevertheless, this solution was regarded by some scholars[footnoteRef:74] as appropriate. On most occasions it may be enough to minimise the prominence of information, without excluding it at source - which is translated into the idea of ‘obscurity’[footnoteRef:75] or ‘good enough privacy’ - rather than being necessary to completely remove it from the Internet, especially due to the fact that such proposal may be impossible to achieve.  [74:  Luciano Floridi, ‘Right to Be Forgotten: Who May Exercise Power, Over Which Kind of Information?’ The Guardian (London, 21 October 2014) <https://www.theguardian.com/technology/2014/oct/21/right-to-be-forgotten-who-may-exercise-power-information> accessed 19 July 2022]  [75:  Alexandra Rengel, ‘Privacy as an International Human Right and the Right to Obscurity in Cyberspace’ [2014] 2(2) Groningen Journal of International Law, 51 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2599271> accessed 23 July 2022] 

The CJEU also asserted that the processing of personal data in the context of the activities of search engine providers is distinct from and additional to the processing in the context of the activities of website publishers.[footnoteRef:76] For instance, in M.L. and W.W. v Germany, the ECHR noted that, depending on whether the removal request is addressed to the original publisher or the search engine operator, the outcome may differ.[footnoteRef:77]  [76:  Google Spain (n 5), para 35.]  [77:  M.L. and W.W. v Germany Apps nos 60798/10 and 65599/10 (ECHR, 28 June 2018), para 97.] 

On these grounds, the erasure, blocking and objection requests should be addressed directly to the controller or, in this instance, the search engine operator. In the event it denies the removal, the data subject may lodge a complaint with the supervisory authority or the judicial authority.[footnoteRef:78] Such procedure is critiqued to some extent since the controller, a private entity, plays a factual judicial role by deciding the matter prior to the judicial authority itself. It may be against the neutrality principle the fact that search engine operators are not committed with impartiality, as Google's founders Sergey Brin and Larry Page have admitted that ‘advertising funded search engines will be inherently biased towards the advertisers and away from the needs of the consumers.’[footnoteRef:79] Floridi advocates that, in such cases, publishers should be consulted first, rather than search engine operators.[footnoteRef:80] Nevertheless, as held by the Court, the power of search engines in disseminating information is greater than the original publishers’. Accordingly, it is more coherent and effective to hide the information displayed on the online indexes in order to protect the privacy of data subjects. [78:  Google Spain (n 5), para 77.]  [79:  Sergey Brin and Lawrence Page, ‘The Anatomy of a Large-Scale Hypertextual Web Search Engine’ (1998) <http://infolab.stanford.edu/~backrub/google.html> accessed 24 July 2022]  [80:  Floridi (n 74) ] 

Further, the Court stated that the obligation to delete imposed on the search engine operator, stemming from an order of the supervisory authority or the judicial authority, does not presuppose the previous or simultaneous removal from the source web page,[footnoteRef:81] especially because the persons responsible for its publication may not be subject to European jurisdiction.[footnoteRef:82] Hence, if data subjects had to obtain before or simultaneously the deletion of information concerning them from publishers, their effective protection could not be reached. However, it is important to stress that such ruling may result in an economic incentive towards removal, as it already occurs with ‘the copyright infringement notices,[footnoteRef:83] once it becomes safer for controllers to delete information rather than being subject to stringent penalties.  [81:  Google Spain (n 5), para 82.]  [82:  ibid, para 84.]  [83:  Samuel Gibbs. ‘Larry Page: 'Right to be Forgotten' Could Empower Government Repression’ The Guardian (London, 30 May 2014) <https://www.theguardian.com/technology/2014/may/30/larry-page-right-to-be-forgotten-government-repression> accessed 23 July 2022] 

In this sense, it was established that, as a general rule, the rights of data subjects overcome the economic interest of the search engine operator as well as the right of access to information of users. Nevertheless, in certain circumstances such balancing may vary according to the nature of information, its sensitivity to the private life of data subjects and the public’s interest in accessing such content, which may prevail depending on the relevance of the data subject in public life.[footnoteRef:84]  [84:  Google Spain (n 5), para 81.] 

Regarding processing of personal data solely for journalistic purposes,[footnoteRef:85] this hypothesis does not seem to be part of the processing executed by search engines but may occur when a publisher imparts information comprising a data subject on his web page, as reported by the Court. Notwithstanding, this does not mean that an individual can only exercise his rights against the search engine provider, since the journalistic exemption does not apply to it, but not against the website publisher.[footnoteRef:86] According to Wrigley and Klinefelter, the CJEU only considered the search engines’ ‘economic interests in displaying search results, rather than its journalistic role’.[footnoteRef:87] In any event, however, data subjects may request both source websites and search engine operators to erase the information concerning themselves.  [85:  DPD (n 3), art 9.]  [86:  Google Spain (n 5), para 85.]  [87:  Sam Wrigley and Anne Klinefelter, ‘Google LLC. v. CNIL: The Location-Based Limits of the EU Right to Erasure and Lessons for U.S. Privacy Law’ [2021] 22(4) North Carolina Journal of Law & Technology, 713 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3844968> accessed 24 July 2022] 

On the basis of this reasoning, the Court held that where the right to erasure is recognised, search engine providers are obliged to supress links from their index, even if such information has been lawfully published by the source pages and when it has not been beforehand or simultaneously removed from those pages.[footnoteRef:88] The information object to erasure is merely deleted from online indexes but remains available to Internet users that directly access the website where such information has been originally published.  [88:  Google Spain (n 5), para 88.] 

In other words, the right to be forgotten is not about deleting or forgetting information but making it more laborious to be found.[footnoteRef:89] However, it can be accessed under alternative search queries, through the search of a partial or modified name, or when users know other facts connected to it, for example.[footnoteRef:90] Another issue is that the deleted link could still remain in the search engine operator’s backup files. For this reasons, transparency and stringent checks and balances are crucial to prevent deviation of purposes.  [89:  Peter Fleischer, ‘“The Right To Be Forgotten”, Seen from Spain’ (Peter Fleischer: Privacy…?, 5 September 2011). <http://peterfleischer.blogspot.com/2011/09/right-to-be-forgotten-seen-from-spain.html> accessed 22 July 2022]  [90:  Google Spain (n 5), paras 82-88.] 

In light of the fact that surveillance is fluid nowadays, in a post-panoptic world,[footnoteRef:91] if the aim of the right to be forgotten is to protect the privacy of data subjects, conversely there is some contradiction where private companies, which are considered controllers with the objective to effect data protection rights, may have more access to information than Internet users, once data continue stored in their databases, as well as the government itself. The outcome may be greater private and public surveillance regarding personal information, a consequence hardly intended by data subjects.  [91:  Zygmunt Bauman and David Lyon, Liquid Surveillance: A Conversation (Polity Press, 2013) 13.] 



4.3.  Territorial scope of the DPD 
Having decided that Google processes personal data and is the controller of such processing, the CJEU returned to consider the first set of questions, divided in four sub-questions, forwarded by the Spanish court, regarding the territorial scope of the DPD. The delimitation of the jurisdiction was fundamental to establish whether the Directive could be applicable to Google Spain. 
By the first sub-question, regarding the concept of ‘establishment’ within the meaning of Article 4(1)(a) DPD, it was asked whether it encompassed any one or more of the three following circumstances: when an undertaking that offers online search establishes a branch or subsidiary in one Member State for the purposes of promoting and selling advertising spaces on that search engine, or when that subsidiary is designated as the parent company’s representative and controller for filing systems which relate to data of customers in that State, or when such branch or subsidiary receives requests and requirements from data subjects and data protection authorities and forwards them to the parent company located outside Europe. 
Primarily, it was essential to distinguish the activities of each Google Inc. and Google Spain in order to define the application of the Directive to the case at stake, as it depended on where the processing of personal data took place. It is noteworthy to mention that in 2017 Google Inc. changed to Google LLC, a subsidiary of the holding company Alphabet Inc. Therefore, the decisions related to Google Inc. apply to Google LLC at present.
Google Search offers its services around the world, having established many subsidiaries in Europe. In various countries there is an adapted version of its search engine, with a national domain, such as ‘google.es’, ‘google.fr’ and ‘google.de’, and corresponding language. Google Search was operated by Google Inc. (now Google LLC), which was headquartered in the United States, and not only concedes access to content published in the websites that it indexes, but also includes paid targeted advertisements associated with the search terms entered by users. Nevertheless, it does not inform the exact geographic location where online information indexed by it is temporarily archived, for reasons of competition, but claims that there is no processing of personal data related to its search engine in Spain.[footnoteRef:92]  [92:  Google Spain (n 5), para 43.] 

Google Spain, as its subsidiary, has separate legal personality and was designated by Google Inc. as a controller, in Spain, regarding two filing systems that process personal data of Spanish customers who concluded advertising services with Google Inc. On this basis, Google Spain acts as a commercial agent in that State, responsible for the sale and marketing of online advertising.[footnoteRef:93]  [93:  ibid] 

Even if it had not been established that Google Spain carried out activities in that State directly linked to the indexing or storage of data contained in third-party websites, the Court held that its activity of promoting and selling advertising space constitutes the main part of the commercial activities of the Google group and could be considered closely linked to Google Search.[footnoteRef:94] The AG also clarified that the profit of search engine providers does not derive from the users who make a free search, but from the advertisers who pay for their publicity to be displayed in connection with certain keywords on the search results.[footnoteRef:95]  [94:  ibid, para 46.]  [95:  Opinion of AG Jääskinen (n 65), para 49.] 

The Court contemplated Recital 19 of the Directive and concluded that Google Spain fulfilled the requirements to be considered an establishment, since it carried out effective and real activity through stable arrangements. In relation to the provision of Article 4(1)(a) DPD that the data processing should also occur 'in the context of the activities' of an establishment of the controller in a Member State, Google argued that the data processing was performed exclusively by Google Inc., which operated Google Search without any intervention of Google Spain, the latter's activity being restricted to promoting the advertising services, which was separate from its search service.[footnoteRef:96]  [96:  Google Spain (n 5), para 51.] 

Nonetheless, the CJEU pointed out that the objective of the Directive could not be interpreted restrictively in order to safeguard data protection rights in an effective manner. Hence, by interpreting the purpose of the DPD in conjunction with its Article 4(1)(a), the Court found that the processing of personal data by search engine operators is carried out ‘in the context of the activities’ of an establishment that promotes and sells keyword advertising offered by the search engine in the Member State where the establishment is situated.[footnoteRef:97] Later, in Weltimmo, the Court also interpreted the concept of ‘establishment’ broadly, including a minimal real and effective activity ‘exercised through stable arrangements’.[footnoteRef:98] In this connection, the goals of EU data protection law[footnoteRef:99] would not have been preserved in Google Spain if the CJEU had not adopted an extensive interpretation, once the Directive did not offer any other suitable guidance to regulate its applicability.  [97:  ibid, paras 53-55.]  [98: Case C-230/14 Weltimmo s. r. o. v Nemzeti Adatvédelmi és Információszabadság Hatóság [2015] OJ C245/1, para 31.]  [99:  DPD (n 3), Recital 10; GDPR (n 4), Recital 10.] 

On the basis of this reasoning, the Court affirmed that the activities related to advertising spaces, performed by the establishment, are considered as inextricably linked to the activities of the search engine provider, once the latter enables advertising activities to be performed whereas the former renders the search engine economically profitable.[footnoteRef:100] Furthermore, the very display of personal data as online search results constitutes data processing and, as they are accompanied by advertisements corresponding to the keywords used, it is patently clear that the processing of such data was carried out in the context of the commercial and advertising activities of Google Spain.[footnoteRef:101] The AG added that irrespective of individual activities an economic operator must be considered a single unit.[footnoteRef:102] In this capacity, the processing of personal data also takes place in the context of the controller’s establishment, even if the very technical data processing operations occur in other Member States or third countries.[footnoteRef:103]  [100:  Google Spain (n 5), para 56.]  [101:  Google Spain (n 5), para 57.]  [102:  Opinion of AG Jääskinen (n 65), para 66.]  [103:  ibid, para 67.] 

In relation to the second sub-question, making reference to Article 4(1)(c) DPD, which applies to situations where the controller is located outside the European Union, but makes use of equipment placed in its territory, the referring court inquired whether ‘use of equipment’ includes the employment of crawlers or robots to locate and index information found on third-party web pages of that Member State, or when the search engine uses a domain name pertaining to a Member State and adjust it to the corresponding language. Further, by the third sub-question, it was asked whether the temporary storage of information was also considered ‘use of equipment’ by the search engine, in particular because article 4(1)(c) DPD excludes from its applicability the equipment used ‘only for purposes of transit’ through the European Union. In case of an affirmative answer, the national court also inquired whether a connecting factor could be presumed when the undertaking does not reveal the location where information is stored. The fourth and last sub-question asked whether the Directive should be applied, in the light of Article 8 of the Charter, in the Member State where the centre of gravity of the dispute was situated and where a higher level of protection of the rights of European Union citizens was possible.
The Court considered the foregoing explanations regarding the first sub-question to be sufficient to answer the following ones. Accordingly, ‘use of equipment’ encompassed the use of crawlers or robots as well as the use of a national domain of a Member State. Similarly, even the temporary storage of information amounted to ‘use of equipment’, including when the undertaking did not inform where it was located, and, according to the extensive interpretation adopted by the Court, the DPD should be applied in the centre of gravity of the dispute, that is to say, in the Spanish territory. Such outcome was crucial to provide for more protection regarding personal data of European citizens, otherwise the matter could have been subject to U.S. law, where the First Amendment favours freedom of expression over privacy and data protection.
Unfortunately, however, the Court did not examine in depth the geographical scope of the implementation of de-indexing and the possibility that a European citizen could resort to the data protection authority of his or her Member State to require that an undertaking headquartered outside the Union complies with a de-indexing obligation based on the European law. Article 29 Data Protection Working Party (‘WP29’), on the other hand, has expressly proposed that, for the decision to be effective, de-indexing should take place in all domains,[footnoteRef:104] recommendation which has resulted in more uncertainty as regards democratic legitimacy beyond the European Union.  [104:  WP225 Guidelines on the implementation of the Court of Justice of the European Union Judgment on “Google Spain and Inc v. AEPD and Mario Costeja González” C-131/12 (2020) 9. ] 



4.4. An implicit right to be forgotten in the DPD 
By the third group of questions the referring court inquired, summarily, whether Articles 12(b) and 14(a) DPD were to be interpreted as including an implicit right to be forgotten against search engine operators even when personal data were published lawfully by third parties on web pages and contained true information, on the ground that such information could be prejudicial to the data subject or in case he or she wished that it sinks into oblivion after a certain time. 
The AG pointed out that the right to rectification, erasure and blocking enshrined in Article 12(b) DPD only arose when the processing of personal data did not occur in conformity with the Directive, notably when data were incomplete or incorrect, which was not observed in González case neither concerning the publication on La Vanguardia’s website nor in relation to the indexing or cache content on Google’s part.[footnoteRef:105] Similarly, the right to object granted by Article 14(a) DPD emerged when there were compelling legitimate grounds on part of the data subject. Accordingly, Jääskinen did not recognise that a subjective preference alone, when the data subject understands that the diffusion of personal information may be prejudicial or contrary to his or her interests, translated into compelling legitimate grounds[footnoteRef:106] which would grant him or her a right to erasure.  [105:  Opinion of AG Jääskinen (n 65), paras 104-105.]  [106:  ibid, paras 106-108.] 

Diversely, the Court interpreted Article 12(b) in conjunction with Article 6(1)(c) to (e) DPD and declared that even information published lawfully by third parties and containing true information may be inadequate, irrelevant or no longer relevant, or excessive, and consequently must be deleted.[footnoteRef:107] Additionally, it stressed that it is not necessary in order to apply the right to be forgotten that the indexing of the information effectively causes prejudice to the data subject.[footnoteRef:108] In this sense, the position of the Court clearly prioritised data protection rights, once the application of the right to be forgotten did not demand factual harm to the data subject, the mere irrelevance of information being sufficient to attract it.   [107:  Google Spain (n 5), para 94.]  [108:  ibid, para 96.] 

The CJEU’s reasoning was contrasting to the position of the AG in relation to the balancing test. The Court gave much importance to the right of protection of private life and right of protection of personal data. The AG, differently, also included in the balancing test other fundamental rights, notably freedom of expression of the publishers and freedom of information of Internet users, as well as freedom to conduct a business, enshrined in Articles 11 and 16 of the Charter, respectively. In this sense, he argued that a newspaper had the right to digitally republish its printed journals on the Internet with the original content, otherwise it would amount to falsification of history. Similarly, the users would have the right to receive information regarding determined data subject from public sources.[footnoteRef:109] Moreover, Jääskinen advocated that the balancing test should not be made on a case by case basis by the search engine provider, once ‘notice and take down procedures’ were likely to result in the automatic removal of links containing any objected information or lead to an exacerbate number of erasure requests that they would not be able to manage. Further, the process would only involve the search engine operator and data subjects, excluding publishers from any decision, which would culminate in private censorship of content placed online by them.[footnoteRef:110] In addition to the impossibility of accessing the basis used by search engines to grant or not the removal request, there might be a loss of freedom of expression due to the impossibility of publishers to contest the request, which requires little argumentative burden from the data subject. [109:  Opinion of AG Jääskinen (n 65), paras 106-131.]  [110:  ibid, paras 133-134.] 

In the specific case of González, rejecting the AG’s view, the Court held that, considering the sensitivity of the information relating to a real-estate auction connected with attachment proceedings for the recovery of social security debts for his private life, and contemplating the fact that its initial publication on the printed version of the newspaper had occurred 16 years earlier, González had the right to erase links to such information from online search engines. In this sense, there did not seem to exist a preponderant interest of the public in accessing that information, thus a data subject’s right to be forgotten could be inferred from Articles 12(b) and 14(a) DPD, requiring Google to delete links from its list of results.[footnoteRef:111] The professional role of González as a lawyer did not seem entail public interest to influence the decision but rather the lapse of time that had passed since the article was originally published prevailed. [111:  Google Spain (n 5), para 98.] 

Indeed, such right is particularly addressed to ordinary people whose information is perhaps mentioned in a notorious news article, or in links indexed on top of search results, and it continues to impact their privacy. As regards the erasure of true information contained in videos, postings, pictures, comments and the like, such ruling is controversial once it allows the removal of content that may be of interest to the public.[footnoteRef:112] In the words of Mitchell, emphasising the importance of true information, ‘I wouldn’t think less of someone because his house was repossessed 16 years ago. But I would if he turned out to be a liar’.[footnoteRef:113] In this sense, insolvency may be considered of public interest for potential business partners and investors. The possibility of rewriting the past may become even more disquieting considering that it is the search engine operator that has the power to decide that certain content is of public interest or not in most cases. [112:  Alexei Oreskovic, ‘“Right To Be Forgotten”: Google Hit with Takedown Requests After European Court Ruling’ Reuters (San Francisco, 14 May 2014), <https://www.rawstory.com/2014/05/right-to-be-forgotten-google-hit-with-takedown-requests-after-european-court-ruling/> accessed 29 July 2022]  [113:  David Mitchell, ‘The Right To Be Forgotten Will Turn the Internet into a Work of Fiction’ The Guardian (London, 5 July 2014) <https://www.theguardian.com/commentisfree/2014/jul/06/right-to-be-forgotten-internet-work-of-fiction-david-mitchell-eu-google> accessed 29 July 2022] 

In fact, the CJEU did not comment on the general prohibition on processing special categories of personal data, such as data concerning religious beliefs, political opinion and sex life, which are characterised by a high level of sensitivity, nor on the territorial scope of the right to be forgotten. It has left some uncertainty on the matter, which was posteriorly addressed in GC and Others[footnoteRef:114] and Google v CNIL.[footnoteRef:115] In any event, following the recognition of a right to be forgotten by the Court, the necessity for its regulation was brought to attention and such right was codified two years after the CJEU judgment in Regulation 2016/679, the General Data Protection Regulation.  [114:  GC and Others (n 6)]  [115:  Google v CNIL (n 7)] 



4.5. [bookmark: _Hlk111705186]The aftermath: measures implemented by Google 
Since the aforementioned decision, Google has created a Personal Information Removal Request Form[footnoteRef:116] destined to individuals who wish to de-index personal information regarding them and constituted the Advisory Council,[footnoteRef:117] which is composed of several experts on the subject, whose task is to issue reports on its findings and recommendations as to the right to be forgotten. Additionally, it has instituted the Transparency Report[footnoteRef:118] which publishes samples of requests to delist personal information and the corresponding actions taken by the company.  [116:  Google Personal Information Removal Request Form <https://www.google.com/webmasters/tools/legal-removal-request?complaint_type=rtbf> accessed 30 July 2022]  [117:  The Advisory Council to Google on the Right to be Forgotten <https://archive.google.com/advisorycouncil/> accessed 30 July 2022]  [118:  Google Transparency Report <https://transparencyreport.google.com/?hl=en> accessed 30 July 2022] 

As regards the Removal Request Form, Google exemplifies that it ‘may decline to remove certain information about financial scams, professional malpractice, criminal convictions, or public conduct of government officials.’[footnoteRef:119] Confronting the criticism that Google, as a private entity, should not be responsible for deciding which cases are eligible for erasure from its index, when the number of removal requests received by it - up to 5 million by January 2022[footnoteRef:120] - is analysed, it is hard to imagine that the Courts or the data protection authorities themselves would be able to handle all these petitions in a timely manner. In this sense, considering Google’s financial resources, as well as the number of its employees, the Court’s decision of making the undertaking responsible for handling removal requests is quite plausible.   [119:  Personal Information Removal Request Form <https://www.google.com/webmasters/tools/legal-removal-request?complaint_type=rtbf&visit_id=637909907348896979-2535998864&rd=1> accessed 30 July 2022]  [120:  Google Transparency Report, ‘Requests to Delist Content Under European Privacy Law’ <https://transparencyreport.google.com/eu-privacy/overview> accessed 30 July 2022] 

Nevertheless, Google has adopted the CJEU’s ruling as only requiring a post hoc notification procedure, that is to say, responding after the request is received, rather than taking proactive measures in order to prevent or rectify processing incompatible with data protection law in advance, which would be more compatible with its role as a controller.[footnoteRef:121] However, Google’s approach cannot be deemed to contradict the Court’s position, since there was no mention as regards the preventive measures that should be taken in relation to removal of content.  [121:  Powles (n 25), 595-596.] 

Additionally, the notification to webmasters only occurs after Google has decided to delist links from its index, with no participation of publishers in the decision-making. Undoubtedly, media outlets advocate for freedom of expression and tend to be against the implementation of the right to be forgotten once it may represent an economic loss for them. In a militant reaction, some English newspapers have even published new articles indicating the news links that would have been the subject of deindexation requests.[footnoteRef:122] Similarly, the Google’s grant of a removal request to supress information regarding the Irish former billionaire Seán Quinn, who was jailed for preventing the seizure of international assets after being adjudicated as bankrupt, resulted in the republication of online articles related to him.[footnoteRef:123] Such responses by the media illustrate how burdensome it is to effectively erase online content.  [122:  James Balls, ‘Articles Have Been Hidden by Google’ The Guardian (London, 2 July 2014) <https://www.theguardian.com/commentisfree/2014/jul/02/eu-right-to-be-forgotten-guardian-google> accessed 28 July 2022]  [123:  Shane Phelan. ‘From €100k Wedding Cake, Christmas in Jail and Trips to Russia – 11 Stories Seán Quinn’s Family Wants us to Forget’ Irish Independent (Dublin, 6 November 2021) <https://www.independent.ie/irish-news/from-100k-wedding-cake-christmas-in-jail-and-trips-to-russia-11-stories-sean-quinns-family-wants-us-to-forget-41023066.html> accessed 10 August 2022] 

The Advisory Council can be understood as a private version of the European Data Protection Board, issuing guidelines establishing the criteria for assessing delisting requests and explaining the meaning of related concepts, for example. Some of these points have now been defined by regulators, while others have been accepted as practice. 
Regarding the Transparency Report, in 2015 Google accidentally disclosed the source code it used to grant the removal requests and it showed that actually less than five percent of the overall content deleted represented the ones publicly reported by the company.[footnoteRef:124] By 2022, eight years after the decision, and when the number of erasure requests has exponentially increased, [footnoteRef:125] the samples provided still represent the most polemical ones and fall short of the overall number of applications. Further, there is no means to assess the factual applicability of the ruling. The WP29 declares that it ‘strongly encourages the search engines to publish their own de-listing criteria, and make more detailed statistics available’,[footnoteRef:126] however there is no ruling stipulating any type of external oversight of such activities, which must be promptly provided by regulators, considering the public role a private company plays and the consequences it may entail. [124:  Sylvia Tippmann and Julia Powles, ‘Google Accidentally Reveals Data on 'Right to be Forgotten' Requests’ The Guardian (London, 14 July 2015) <https://www.theguardian.com/technology/2015/jul/14/google-accidentally-reveals-right-to-be-forgotten-requests> accessed 10 July 2022]  [125:  Google Transparency Report (n 119).]  [126:  WP225 Guidelines (n 104) 10. ] 















5. [bookmark: _Hlk111705228]GC and Others (C-136/17)
Since Google Spain, the processing of sensitive data had remained undiscussed by the CJEU, as such case only concerned the right to be forgotten in relation to ‘regular’ personal data. The DPD generally prohibited the processing of special categories of personal data which reveal ‘racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data concerning health or sex life’.[footnoteRef:127] In 2018, the GDPR has repealed the DPD, reproducing this provision and also adding genetic and biometric data[footnoteRef:128] to such list. Similarly, personal data relating to criminal convictions and offences can only be processed under exceptional circumstances, as enshrined in Article 8(5) DPD and Article 10 GDPR.  [127:  DPD (n 3), art. 8(1). ]  [128:  GDPR (n 4), art 9(1). ] 

On 24 September 2019, the CJEU decided in GC and Others, considering the DPD, in force at the time of the questions referred by the national court, while also taking the GDPR into account, in force at the time of the judgment. Accordingly, despite the fact that GC and Others referred to the previous data protection statute, the findings of the case were also appropriate in the context of the GDPR. It was established that the grant of de-referencing requests addressed by the data subject to the search engine operator in order to remove links to websites containing sensitive data relating to him or her depends on a balancing test exercised by the search engine operator as the controller, as previously resolved in Google Spain, which occurs only after such request is received, in an ex post facto assessment on a case-by-case basis. 

5.1. Facts
Four applicants independently required Google to de-list links containing sensitive data published by third-party websites from its list of results. A satirical photomontage of G.C. was posted on YouTube portraying her and a mayor of a municipality, with whom she had an intimate relationship. An online newspaper article reporting the suicide of a member of the Church of Scientology has also mentioned comments on the event made by A.F. in his capacity of the public relations officer of the institution at the time. B.H. was cited in articles concerning a judicial investigation involving him, from which he was later acquitted, but no mention regarding the outcome appeared in the search results. E.D., a convicted for sexual assaults on children, had intimate details revealed at the hearing published on newspaper articles. 
Following the denial of Google, the applicants lodged complaints before the French Data Protection Authority, the Commission Nationale de l’Informatique et des Libertés (CNIL), aiming to order Google to de-reference such links, which did not succeed. Therefore, the applicants resorted to the Counsel d’État (Council of State, France), which stayed the proceedings and referred the matter for a preliminary ruling to the CJEU. 


5.2. [bookmark: _Hlk111705282]The general prohibition of processing sensitive data and its corresponding exceptions
By the first set of questions, the French court asked whether the prohibition of processing sensitive data enshrined in Article 8(1) and (5) DPD, and in the corresponding Articles 9(1) and 10 GDPR, subject to the exceptions outlined therein, equally applies to search engine operators, in the context of their specific responsibilities, powers and capabilities. 
In his Advisory Opinion, the Advocate General Maciej Szpunar rightly that the fact that Google Spain did not expressly refer to sensitive data within the meaning of Article 8(1) DPD does not exclude search engine operators from the provision’s realm,[footnoteRef:129] and nothing indicates that a strict interpretation should be adopted.[footnoteRef:130] The Court reinforced such position by reasoning that, if the activity of a search engine provider was not covered by the provisions regarding sensitive data, this would run counter to the intended objective of the aforementioned articles, that aim to protect the processing of sensitive data and which, because of the peculiar gravity of such information, is likely to result in a serious interference with the fundamental rights to privacy and the protection of personal data,[footnoteRef:131] enshrined in Articles 7 and 8 of the Charter which are to be respected throughout the European Union. Indeed, it is also logical that the more accessed a determined search engine is, the greater the risks to the privacy of the individuals are.  [129:  Case C-136/17 GC and Others v CNIL [2019] ECLI:EU:C:2019:773, Opinion of AG Szpunar, para 42.]  [130:  ibid, para 47.]  [131:  GC and Others (n 6), para 44.] 

In fact, according to the AG, if the articles were interpreted in a literal manner, the operator would have to certify that its online index did not include any links to websites containing sensitive data, not requiring a de-referencing request from data subjects, in an ex ante and systematic fashion.[footnoteRef:132] In this sense, according to Szpunar, ‘an ex ante systematic control is neither possible nor desirable’.[footnoteRef:133] He continues by stating that every controller must comply with the DPD and the GDPR provisions, including the general prohibitions and the corresponding exceptions related to sensitive data provided for by them.[footnoteRef:134] Nevertheless, such compliance must be adequate to the specific responsibilities, powers and capabilities of each controller, as similarly supported by the Court.[footnoteRef:135] In this connection, a search engine operator may be incapable of meeting all requirements of the legislations, precisely because of the particular limitations it presents.[footnoteRef:136] Furthermore, Szpunar also held that controlling web pages which appear in the online search results is not part of the search engine providers’ functions, once they do not encompass the monitoring or censuring of content on the Internet.[footnoteRef:137]  [132:  Opinion of AG Szpunar (n 129), para 48.]  [133:  ibid, para 49.]  [134:  ibid, para 51.]  [135:  GC and Others (n 6), para 43.]  [136:  Opinion of AG Szpunar (n 129), para 52.]  [137:  ibid, para 54.] 

Therefore, once the activities of a search engine operator are secondary to the ones of the website publishers, its intervention only occurs after such special categories of data have been published on the Internet.[footnoteRef:138] In this sense, the AG seemed to require ex ante obligations from search engine operators only in accordance with their primary activities, such as ‘finding information published or placed on the internet by third parties, indexing it automatically, storing it temporarily and, finally, making it available to internet users according to a particular order of preference’,[footnoteRef:139] as has already been illustrated in Google Spain.  [138:  ibid, para 55]  [139:  Google Spain (n 5), para 21.] 

In fact, both the AG and the Court agreed that the prohibitions and restrictions enshrined in Article 8(1) and (5) DPD, and the corresponding Articles 9(1) and 10 GDPR, imply an ex post facto assessment, depending on a de-listing request by data subjects.[footnoteRef:140] Globocnik argues that the decision allowing for an ex post assessment regarding the legality of the processing of sensitive data has created an exception only applicable to search engine operators.[footnoteRef:141] The Court also stipulated that such verification must happen under the supervision of the competent national authorities.[footnoteRef:142] [140:  Opinion of AG Szpunar (n 129), para 56; GC and Others (n 6), para 47.]  [141:  Jure Globocnik, ‘The Right to Be Forgotten is Taking Shape: CJEU Judgments in GC and Others (C-136/17) and Google v CNIL (C-507/17)’ [2020] 69(4) 380-388, 383 GRUR International <https://doi.org/10.1093/grurint/ikaa002> accessed 18 July 2022]  [142:  GC and Others (n 6), para 47.] 

As has been mentioned in the previous chapter, the Court has not discussed in Google Spain what proactive measures search engine providers should adopt in order to impede the processing of personal data that violates data protection laws. Nevertheless, it can be assumed that the proactive measures must also take account of the responsibilities, powers and capabilities of the search engine operator as controllers. 
The Court was prudent not to unduly create a general ban on the processing of sensitive data, which could lead to the hampering of the freedom of expression and information. As a result, such processing will be regularly authorised, even if none of the exceptions provided for by the legislation apply, unless the data subject takes active measures to address a removal request regarding links to web pages which contain these special categories of personal data before search engine operators. 


5.3. [bookmark: _Hlk111705323]The grant of a de-referencing request involving sensitive data: mandatory or discretionary?
Through the second and third groups of questions the referring court sought to understand, in essence, whether de-referencing requests involving sensitive data should be granted systematically or after the balancing of interests on a case-by-case basis. Further, whether search engine operators could refuse a de-referencing request if they establish that the sensitive data on the source website were lawfully published in accordance with one of the exceptions in Article 8(2) DPD – in particular explicit consent and data manifestly made public by the data subject, enshrined in points (a) and (e) of this Article - as well as concerning sensitive data published solely for journalistic purposes or for the purposes of artistic or literary expression, which comprise the exceptions of Article 9 DPD. Such provisions were reproduced in Article 9(2)(a) and (e) and Article 85 GDPR, respectively.
The AG advocated for the systematic grant of the request,[footnoteRef:143] once he saw no room for such a balancing test under the auspices of Article 8 DPD. According to him, as long as there exists the processing of sensitive data, a de-referencing request should be granted to the benefit of the data subject.[footnoteRef:144] He also based his opinion on the fact that the GDPR has even extended the hypotheses for the prohibition of the processing of sensitive data[footnoteRef:145] by including genetic data and biometric data to such list.  [143:  Opinion of AG Szpunar (n 129), paras 64-65.]  [144:  ibid, para 69.]  [145:  ibid, para 73.] 

On those grounds, because the Directive generally considers the processing of sensitive data unlawful, the purpose of Article 8(1) and (5) DPD aims to prevent the dissemination of these special categories of data by search engines. Hence, in consonance with the AG’s reasoning, when the latter process such data, it would also be regarded as unlawful, ‘at least from the time when that operator has not granted a request for de-referencing’.[footnoteRef:146] By contrast, the Court reasoned that Article 17(3)(a) GDPR expressly stipulates a requirement to resort to a balancing test,[footnoteRef:147] in which the search engine operator must assess each specificity on a case-by-case basis, that is to say, not in a systematic manner. In this sense, if the requests were systematically granted, as it was advocated by the AG, despite leading to some legal certainty, it would have curtailed the discretion of search engine operators and neglected the cautious assessment of the diverging interests in each case.  [146:  ibid, para 72 .]  [147:  GC and Others (n 6), para 59.] 

In so far as the AG recognised that the prohibitions of processing apply, he considered that, in principle, the exceptions also apply.[footnoteRef:148] Nevertheless, he did not discuss in depth the two exceptions brought by the referring court, i.e. explicit consent and data made public. The Court agreed with such understanding,[footnoteRef:149] and argued that in the context of a search engine it is hardly plausible that its operator will obtain the express consent of individuals before processing sensitive data which relate to them. Notwithstanding, a de-referencing request made by data subjects may indicate, in principle, that they withdrew their consent.[footnoteRef:150] On the other hand, the exemption related to data manifestly made public by the very data subject can be claimed by both the original publisher and the search engine operator[footnoteRef:151] in order to continue with the processing. However, in the same way, this exemption does not occur frequently, once it is unlikely that the data subject will publish sensitive information about himself. It is more usual, as it has occurred in Lindqvist,[footnoteRef:152] that other people, such as colleagues or journalists, reveal such type of content on social networks or in the press, for example. Nevertheless, in the specific case of A.F., one of the plaintiffs in GC and Others, he commented on the facts with a journalist, as the Court mentioned.[footnoteRef:153] In this regard, neither the AG nor the Court has sufficiently discussed the topic. In any event, despite the processing of sensitive data being prohibited, as a general rule, when one of the exceptions is satisfied, the processing by a search engine operator will be lawful, provided that the other requirements of lawfulness laid down by the GDPR are also met.  [148:  Opinion of AG Szpunar (n 129), para 77.]  [149:  GC and Others (n 6), para 61.]  [150:  ibid, para 62.]  [151:  ibid, para 63.]  [152:  Case C-101/01 Bodil Lindqvist v Åklagarkammaren i Jönköping [2002] ECLI:EU:C:2002:513, para 13.]  [153:  GC and Others (n 6), para 26.] 

Regarding the journalistic exemption, the AG recalled that in Google Spain it was declared that a de-referencing request may succeed against the search engine provider but not against the original publisher in case the such exemption applies,[footnoteRef:154] and that there is a tendency to interpret it as meaning that such exemption cannot be argued in favour of the search engine operator, however this does not hold true.[footnoteRef:155] For the AG, the CJEU must have meant that Article 9 DPD does not apply directly to search engine operators. In any event, for the AG, the removal request should be addressed in the first place to the publisher but can indirectly be submitted to the search engine operator and, once the journalistic exception applies to the source website, the search engine operator may refuse the request,[footnoteRef:156] following the balancing of divergent interests of data subjects, on the one hand, and Internet users, on the other.  [154:  Google Spain (n 5), para 85.]  [155:  Opinion of AG Szpunar (n 129), paras 82-83.]  [156:  ibid, paras 86-87.] 

Apart from the two exemptions in relation to which the referring court sought clarification, the CJEU also drew upon Article 9(2)(g) GDPR, which in essence replicates Article 8(4) DPD, and that permits the processing of special categories of data where it is necessary for reasons of substantial public interest, where provided by European Union or Member State law.[footnoteRef:157] Arguably, the Court could have reasoned the matter under Article 17(3)(a) GDPR, once it specifically refers to the right to erasure, which does not apply to the processing, whether lawful or not, of personal data when it is necessary for exercising the right of freedom of expression and information, rather than under Article 9(2)(g) GDPR, which merely addresses the processing of sensitive data. For instance, in M.L. and W.W. v Germany, it was held by the ECHR that the freedom of information outweighed the right to privacy of two convicted murderers who sought for the anonymisation of online content regarding their convictions.[footnoteRef:158] [157:  GC and Others (n 6), para 61.]  [158:  M.L. and W.W. v Germany Apps nos 60798/10 and 65599/10 (ECHR, 28 June 2018), para 115.] 

Nevertheless, the search engine operator must ascertain, taking into account the substantial public interest and the compliance requirements referred to in these articles, whether the indexing of the link to the web page is essential for protecting the freedom of information of Internet users, according with Article 11 of the Charter, or whether the general rule of prohibiting the processing of sensitive data is more adequate to the specific case at hand, after exercising a balancing test.[footnoteRef:159] Despite not expressly referring to the journalistic exemption, the Court seemed to have answered such question through the considerations regarding substantial public interest and freedom of expression. Perhaps the CJEU preferred to abstain from considering Article 9 DPD and Article 85 GDPR, concerning the journalistic exemption, since they are not addressed to controllers, but to Member States, which must legislate on the matter, in particular because its interpretation may vary from one Member State to another. In any event, an express explanation would have been welcomed.  [159:  GC and Others (n 6), para 66.] 

In this sense, it was decided that the grant of the removal request is not systematic, but must follow a fair balancing,[footnoteRef:160] which becomes crucial as the processing of such delicate type of data may impose a higher risk on the privacy of individuals, such as identity fraud and discrimination,[footnoteRef:161] and consequently an irrecoverable damage if improperly handled.  [160:  ibid, para 68.]  [161:  Orla Lynskey, The Foundations of EU Data Protection Law (Oxford University Press, 2015) 194.] 

Notwithstanding, even where one of the exceptions applies, and the processing of sensitive data by the search engine operator is, thus, lawful, the data subject may exercise his right to object to such processing, according to Article 14(a) DPD or Article 17(1)(c) and 21(1) GDPR,[footnoteRef:162] when the controller must end the processing on grounds relating to the data subject’s particular case.  [162:  GC and Others (n 6), para 65.] 

In summary, the search engine operator is in principle required to accede to de-referencing requests involving sensitive data, but may refuse to do so when it establishes that the processing is covered by one of the applicable exceptions, notably when data is made public by the data subject, provided that the processing satisfies all the other conditions of lawfulness, and as long as the data subject does not exercise his right to object to such processing, in connection to his or her particular compelling legitimate grounds. Moreover, the provisions of the DPD and the GDPR must be interpreted as meaning that the operator must resort to a balancing test, taking into account all aspects above related. 

5.4. [bookmark: _Hlk111705369] Personal data relating to criminal convictions and offences
Lastly, the referring court asked whether the search engine operator must accede to a de-referencing request when the data subject establishes that the information has become incomplete or inaccurate, or are no longer up to date, notably in relation to legal proceedings. Further, if information relating to legal proceedings and to ensuing convictions, whether lawfully published or not, are data relating to ‘criminal convictions’ and ‘offences’ within the meaning of Article 8(5) DPD and Article 10 GDPR. 
This set of questions related to the principle of data accuracy found in Article 5(1)(d) GDPR and was particularly important in the case of B.H., which was discharged from the proceedings for not committing any criminal offence, according to the corresponding judgment. The case of E.D. also required clarification as regards whether the information relating to the sexual assault he committed was considered data related to criminal convictions and offences, whose inclusion in the list of results of search engines would be allowed or prohibited depending on the CJEU decision. 
The AG held that, even if the defendant is acquitted, the correlated information is data relating to an offence.[footnoteRef:163] Particularly regarding press articles which report an earlier stage of legal proceedings that becomes outdated, it would require a nuanced approach, once it refers to personal data reported solely for journalistic purposes.[footnoteRef:164] The balancing test would be more likely to favour the data subject when data concerned minor offences committed a long time ago in comparison with serious crimes that happened more recently.[footnoteRef:165]  [163:  Opinion of AG Szpunar (n 129), para 100.]  [164:  ibid, para 102.]  [165:  Opinion of AG Szpunar (n 129), para 103.] 

The Court agreed with the AG in that information concerning legal proceedings, such as information relating to the judicial investigation and the trial and an eventual conviction is data relating to criminal convictions and offences, even if the accused has been acquitted.[footnoteRef:166] Accordingly, when search engine operators include those data in their index, the processing of personal data relating to criminal convictions and offences occurs.  [166:  GC and Others (n 6), para 72.] 

A noteworthy point discussed by the Court relates to the processing of such data which does not fulfil the requirements of lawfulness. Even in such cases, the search engine operator must still ascertain, taking into account the substantial public interest, whether the inclusion of the link is necessary for exercising the freedom of information of internet users.[footnoteRef:167] When assessing the grounds for granting a de-referencing request, the operator must consider some aspects, such as: [167:  ibid, para 75.] 

the nature and seriousness of the offence in question, the progress and the outcome of the proceedings, the time elapsed, the part played by the data subject in public life and his past conduct, the public’s interest at the time of the request, the content and form of the publication and the consequences of publication for the data subject[footnoteRef:168] [168:  ibid, para 77.] 

In this connection, information relating to criminal convictions and offences may be of public interest, hinging on the outcome of the balancing test. Evidently, each case demands a particular balancing, once there are different degrees of interest on the matter. Nevertheless, as O’Donnell and McIntyre note, it may be more beneficial for ex-convicts to resort to the right to be forgotten rather than to criminal legislation.[footnoteRef:169] [169:  T. J. McIntyre and Ian O'Donnell, ‘Criminals, Data Protection, and the Right to a Second Chance’ [2017] 58(1) Irish Jurist, 27–55, 53 <https://heinonline.org/HOL/Page?public=true&handle=hein.journals/irishjur58&div=5&start_page=27&collection=journals&set_as_cursor=0&men_tab=srchresults> accessed 02 August 2022] 

Moreover, even if the search engine operator refuses to grant the de-referencing request, it must adjust the display of results in order to ensure that the overall picture corresponds to the current legal situation, by placing links to web pages containing the most recent information at the top, at the latest on the occasion of the request made by the data subject.[footnoteRef:170] This requirement was relevant to respect the accuracy principle, once, even if the controller wrongly assesses the case and decides not to remove the disputed links, the prejudice to the data subject is likely to be minimised due to the presentation of accurate information to Internet users. In this sense, by requiring an ex post assessment on a case-by-case basis, the CJEU, considering the daunting application of the right to be forgotten in the context of the Internet, has rightly decided for a balancing test to cases involving sensitive data, even exercised by a private entity, which may allow a deeper consideration of the particular circumstances.  [170:  GC and Others (n 6), para 78.] 

















6. [bookmark: _Hlk111705408]Google v CNIL (C-507/17)
On 24 September 2019, the same date of the GC and Others judgment, the CJEU further ruled on the territorial scope of the GDPR in the context of the right to de-referencing. Google Spain only dealt with the geographic application of the DPD and, despite having recognised a right to be forgotten under the statute, the Court did not satisfactorily discuss the territorial scope of such right. In this sense, Google v CNIL was requested to resolve the issue of the jurisdiction of right to be forgotten posterior to its codification. 
The CJEU maintained the same approach used in GC and Others to render the judgment: deciding the matter under the DPD, which was applicable at the time when a preliminary ruling was requested, while also taking the GDPR into account, in force at the judgment’s date.[footnoteRef:171] In the fallout of the dispute, it was established that the search engine operator is not required to de-reference links from its online index at worldwide level, but only on the versions corresponding to the European Union, implementing technological measures, where adequate, to impede or, at the very least, seriously discourage the access to such links.  [171: Google v CNIL (n 7), paras 40-41.] 



6.1. Facts 
In 2015, the French data protection authority, Commission Nationale de l’Informatique et des Libertés (CNIL), served formal notice on Google to remove links on all versions of its search engine when granting a removal request. Google confined itself to carry out such a requirement only on the domain names corresponding to European States but, after the expiry of the date to comply with the notice, suggested to complement it with geo-blocking techniques, which would be capable of preventing users located inside the Union to access the disputed links, regardless of the domain name they used. 
CNIL considered Google’s proposal insufficient and in 2016 imposed on the company a penalty of EUR 100,000. Thereupon, Google lodged an application with the Conseil d’État (Council of State, France), pleading for the annulment of that adjudication. The latter stayed the proceedings and referred the matter to the Court for a preliminary ruling. 
6.2. [bookmark: _Hlk111705503]The establishment of worldwide de-referencing on the basis of EU law 
The first category of preliminary questions regarded, in sum, whether the search engine operator was required to execute the de-referencing obligation on all the domain names of its search engine. Such debate was pivotal for the examination of the legitimacy of worldwide de-referencing in the context of search engines.[footnoteRef:172]  [172:  ibid, para 39.] 

The Advocate General Maciej Szpunar argued that such a broad conjecture would run counter to both EU law and public international law and could result in authoritarian regimes reproducing identical resolution to their benefit, requiring the application of censorship verdicts beyond their territories in the same manner,[footnoteRef:173] consequence which would endanger the freedom of expression and information at a global scale. Such a solution is indeed effective, but only considers the data subject’s position, according to him.[footnoteRef:174] Szpunar also contended that Google Spain, when discussing the search results included in online indexes, did not analyse ‘the context in which, by whom and from where that search was carried out’.[footnoteRef:175] In this sense, the decision only concentrated on data subjects, not on Internet users who make a search on their name.  [173:  Case C-507/17 Google LLC v CNIL [2019] ECLI:EU:C:2019:772, Opinion of AG Szpunar, para 35.]  [174:  ibid, para 36.]  [175:  ibid, para 44.] 

Accordingly, he continued by stating that there is no clarification either by the legislation or by Google Spain as to what distinguishes a search made from a Member State or from a third country.[footnoteRef:176] In the same manner, such decision only drew attention to the protection of the data subject but did not sufficiently discuss the territoriality of de-referencing requests on the basis of the implementation of the right to be forgotten.  [176:  ibid, para 45.] 

Correctly, in the view of the writer, the AG supported the need to establish a distinction according to the location from where the search is performed. In this sense, he argued that any search made beyond the European Union frontiers should not be subject to a de-referencing obligation.[footnoteRef:177]  [177:  ibid, para 46.] 

Regarding the territorial application of the Directive, unsatisfactorily debated in Google Spain, the AG drew upon the EU law and recalled that, according to Article 52(1) TEU, the Treaties are to be implemented throughout the European Union. Hence, in principle, beyond such borders the EU law cannot apply or impose rights and obligations.[footnoteRef:178] Similarly, the DPD could not be interpreted as meaning that it could apply outside the European Union, even for exceptional reasons, in accordance with Szpunar’s reasoning.[footnoteRef:179]  [178:  ibid, para 47.]  [179:  ibid, paras 48-49.] 

Nevertheless, the AG recognised that there are specific situations in which extraterritorial effects are authorised by the EU legal framework.[footnoteRef:180] According to settled case-law in competition matters, for example, the EU rules on competition, pursuant to Articles 101 and 102 TFEU, can apply to an undertaking, even located in a third country, which is party to such an agreement, provided that that agreement or practice is employed within the European Union.[footnoteRef:181] Moreover, in trade mark law, as he paraphrased L’Oréal and Others,[footnoteRef:182] the rules still apply even when the third party behind an offer or advertisement, the server of the internet site used by him or the product that is the subject of the offer or the advertisement are situated in a third state.[footnoteRef:183]  [180:  ibid, para 50.]  [181:  ibid, para 51.]  [182:  Case C-324/09 L’Oréal and Others v eBay International AG and Others [2011] ECR I-6011, para 63.]  [183:  Opinion of AG Szpunar (n 173) para 52.] 

In any event, Szpunar observed that both examples are exceptional and consider the internal market, which is geographically delimitated by the Treaties. Diversely, the Internet operates worldwide, which makes the use of analogies or comparisons burdensome.[footnoteRef:184] In the same manner, he argued that it is not possible to allude to the case-law of the European Court of Human Rights regarding death penalty or prohibition of torture, that are able to prevent the extradition of an individual to a third country and result in the application of extraterritorial effects of the corresponding rules.[footnoteRef:185]  [184:  ibid, para 53.]  [185:  ibid, paras 54-56.] 

In fact, in Glawischnig-Piesczek v Facebook the Court decided that Directive 2000/31 (E-Commerce Directive)[footnoteRef:186] can produce effects worldwide,[footnoteRef:187] and that its Article 15(1), specifically, ‘does not preclude a court of a Member State from ordering a host provider to remove information covered by the injunction or to block access to that information worldwide within the framework of the relevant international law’.[footnoteRef:188] In this sense, extraterritorial effects concerning the removal or blocking of illegal online content has been judicially recognised.  [186:  Council Directive (EC) 2000/31 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market [2000] OJ L178/1 ('Directive on electronic commerce').]  [187:  Case C-18/18 Eva Glawischnig-Piesczek v Facebook Ireland Limited [2019] OJ C413/5, para 50]  [188:  ibid, para 53.] 

By contrast, in consonance with the AG’s reasoning in Google v CNIL, the right to be forgotten would not entail such an extraterritorial application used in distinct areas of law, but should be balanced against other fundamental rights, as Google Spain also establish. Hence, the main argument against a worldwide de-referencing would be the requirement of a classic balancing test. As regards the right to freedom of information enshrined in Article 11 of the Charter, which amounts to one of the points to be considered in such assessment, the public to which that right is granted is not the worldwide public but, accordingly, the European public. Considering that such a public interest in receiving information varies within the European Union, a worldwide de-referencing would be even more challenging.[footnoteRef:189] The Court reiterated the AG’s position and also pointed out that many non-European countries do not recognise the right to be forgotten or understand it in a divergent way.[footnoteRef:190] It reminded one more time that the right to erasure is not an absolute right, but must be considered in conjunction with other fundamental rights, respecting the principle of proportionality.[footnoteRef:191]  [189:  Opinion of AG Szpunar (n 173), paras 57-60.]  [190:  Google v CNIL (n 7), para 59.]  [191:  Opinion of AG Szpunar (n 173), para 60.] 

Nevertheless, the AG stressed that his reasoning does not mean that EU law can never require a search engine operator to comply with an order beyond the European borders, but the case at dispute regarding the de-referencing right would not demand the application of the DPD at a worldwide level.[footnoteRef:192] Hence, for the AG, the right to de-referencing should be interpreted as meaning that the search engine operator would not be required to remove links on all the domain names[footnoteRef:193] but only at the EU level.  [192:  ibid, para 62.]  [193:  ibid, para 63.] 

The Court concluded that it could not be inferred from the provisions of the DPD and the GDPR that the EU law would have determined the territorial scope on the right to erasure to be applied outside the European Union or that it would have intended to impose on a search engine operator a requirement for de-referencing links to web pages containing personal information which encompasses the versions of its search engine that do not pertain to the Member States.[footnoteRef:194] It also mentioned that the GDPR provides for cooperation instruments and mechanisms available to the national data protection authorities that enable them, where appropriate, to reach a joint decision applicable within the Union, but similar provisions in the context of the scope of a de-referencing right beyond the Union borders do not exist.[footnoteRef:195] Controversially, this statement did not seem to have contemplated Article 3(2)(b) GDPR, which extended the jurisdiction of the GDPR, in comparison to the territorial scope of the DPD, to situations where the controller is located outside the EU but monitors the behaviour of data subjects situated within the Union, that usually encompasses the use of cookies, which culminates in a global application of EU law.  [194:  Google v CNIL (n 7), para 62.]  [195:  ibid, para 63.] 

Nevertheless, in the light of all foregoing considerations, the Court made it clear that there is no obligation in the realm of EU law for a search engine operator, even following a de-referencing order from a judicial authority or a data protection authority of a Member State, to remove links at a worldwide scale.[footnoteRef:196]  [196:  ibid, para 64.] 

In fact, despite the Internet’s omnipresence, the worldwide application of EU law is heavily criticised and even classified as ‘data privacy imperialism’.[footnoteRef:197] The imposition of European standards around the globe may represent a violation of the territoriality principle[footnoteRef:198] and the reciprocity principle, in addition to being contrary to public international law and State sovereignty.[footnoteRef:199] Accordingly, in Lindqvist, the Court has previously ruled out that if a third State was not deemed to reach adequate protection of personal data, ‘the Member States would be obliged to prevent any personal data from being placed on the internet’.[footnoteRef:200] Similarly, in Schrems, it was decided that the national supervisory authorities do not have powers under the DPD regarding the processing of personal data outside the Union.[footnoteRef:201] That being so, the DPD could not be applied worldwide. Within this framework, it seems that the Court did not want to create unnecessary tensions with non-European countries. In any event, restricting de-referencing to EU borders only emphasises the factual impossibility of completely removing content from the Internet, making the right to be forgotten a right arduous to be accomplished.  [197:  Dan Svantesson, ‘A "layered approach" to the extraterritoriality of data privacy laws’ [2013] 3(4) International Data Privacy Law, 279 <https://doi.org/10.1093/idpl/ipt027> accessed 13 August 2022]  [198:  Michèle Finck, ‘Google v CNIL: Defining the Territorial Scope of European Data Protection Law’ (University of Oxford, 16 November 2018) <https://www.law.ox.ac.uk/business-law-blog/blog/2018/11/google-v-cnil-defining-territorial-scope-european-data-protection-law> accessed 13 August 2022]  [199:  Yann Padova, ‘Is the right to be forgotten a universal, regional, or ‘glocal’ right?’ [2019] 9(1) International Data Privacy Law, 9 <https://doi.org/10.1093/idpl/ipy025> accessed 28 July 2022]  [200:  Lindqvist case (n 152), para 69.]  [201:  Case C-362/14 Maximillian Schrems v Data Protection Commissioner [2015] OJ C398/5, para 44.] 



6.3. [bookmark: _Hlk111705537]De-referencing at national level or at EU level
Having endorsed that there is no requirement for the de-listing to be performed on all the versions of a search engine, an analysis of the second and third questions and the corresponding decision issued by the CJEU must be provided. 
The second question forwarded by the French court sought to ascertain, in essence, whether the search engine operator was required only to de-reference the links in dispute from the results displayed on the domain name corresponding to the Member State in which the removal request by the data subject was deemed to have been made or, more generally, on the domain names that correspond to the national versions for all the Member States of the European Union.[footnoteRef:202]  [202:  Google v CNIL (n 7), para 39.] 

Lastly, the third question aimed to establish whether the operator was required to de-reference, through the geo-blocking technique, links from an IP address deemed to be located in the State where the data subject resides or, more generally, from an IP address deemed to be located in one of the Member States, regardless of the domain name used by the Internet user conducting the search.[footnoteRef:203]  [203:  ibid, para 39.] 

It was surely of relevance to decide if removing links only from the place where the data subject resides would suffice, because the publication of personal content regarding an individual is undoubtedly more likely to be accessed by his close contacts, such as relatives, friends and colleagues, and consequently more likely to negatively affect him, as opposed to the display of such information in a distant country, even within the European Union, where the repercussion of it would arguably not be as prejudicial to the data subject. 
The AG advocated for a de-referencing at EU level. He reasoned that, according to its Recital 10, the purpose of the DPD was to guarantee a high level of protection in the European Union and, thus, its system of data protection was applicable beyond the Member States. Accordingly, restricting the applicability of the de-referencing right to the national borders would be against the harmonisation targeted by the Directive. Further, Szpunar argued that under the GDPR, however, this question would not have been relevant, once such legislation expressly stipulates that it shall be ‘directly applicable in all Member States’.[footnoteRef:204] In its turn, the Court stressed that the fact that the European choice to codify data protection law through the Regulation, which, as mentioned by the AG, is directly applicable in the territory of the Union, it follows that such de-referencing request is, in principle, to be complied with within all the Member States. As regards the balancing test, emphasised throughout the whole judgment, the Court recalled that its outcome may not be the same for all the Member States,[footnoteRef:205] demonstrating that even within the European Union a consensus in the context of the de-referencing right is not always straightforward to be reached.  [204:  Opinion of AG Szpunar (n 173), paras 75-77.]  [205:  Google v CNIL (n 7), paras 66-67.] 

Indeed, ‘in principle’ does not mean that it represents an obligation. Furthermore, there also exist critiques regarding a single decision binding on all Member States since, as exposed, there are divergent standards for each of them. In any event, the need for consensus between EU data protection authorities prior to apply an imposition to de-reference at the Union level, they should a fortiori agree to reach a similar decision worldwide.[footnoteRef:206] In this sense, a de-referencing obligation must be applied within the European Union or at a global level only under specific circumstances, following an individual assessment on a case-by-case basis.  [206:  Globocnik (n 141) 387. ] 

Under some circumstances, EU legislation provides the possibility of a Member State to issue decisions to be implemented in other Member States. Directive 2017/541[footnoteRef:207] on combatting terrorism, for example, establishes that regarding online content comprising a public provocation to commit a terrorist offence the European States shall ensure the prompt removal of such material, where it is hosted in their territory, in addition to endeavour to reach the same objective where the content is hosted outside their territory,[footnoteRef:208] permitting extraterritorial effects.  [207:  Council Directive (EU) 2017/541 on combating terrorism [2017] OJ L88/6]  [208:  ibid, art. 21(1). ] 

The GDPR lays down some provisions connected with the harmonisation of data protection within the Union, namely the cooperation and consistency mechanisms enshrined in its Chapter VII, such as the requirement that the supervisory authorities concerned must cooperate to reach consensus and a single decision which is binding on all those authorities, as well as the stipulation that the authorities must provide each other with relevant information and mutual assistance in order to apply the Regulation in a consistent manner throughout the Union. In this sense, the Court held, the national supervisory authorities are equipped to balance interests and, therefore, to reach, where appropriate, a de-referencing decision encompassing all online searches that occur within the European Union.[footnoteRef:209]  [209:  Google v CNIL (n 7), paras 68-69.] 

Nevertheless, as the AG had previously mentioned, the Court also stressed that, despite the fact that there is no obligation stemming from EU law to de-reference on all versions of the search engine at stake, there is no prohibition on such a practice either. As pertinently noted by Wrigley and Klinefelter, the Court’s insufficient clarification as to the possibility of imposing a de-referencing obligation globally seems to indicate that it currently holds that the GDPR does not apply outside the EU but ‘but it may do so in the future’.[footnoteRef:210] In this sense, a supervisory or judicial authority of a Member State has the competence to balance fundamental rights and eventually impose on the search engine operator the duty to proceed to the removal of links from its list of results on all versions of that search engine.[footnoteRef:211] Again, the term ‘competence’ merely represents the possibility that such authorities hold to demand the removal of content worldwide in exceptional cases, not a general rule to do so.  [210:  Sam Wrigley and Anne Klinefelter (n 87) 712. ]  [211:  Google v CNIL (n 7), para 72.] 

Szpunar correctly noted that in both questions the referring court created an association between the domain name of a search engine and the location from which an online search is conducted.[footnoteRef:212] In this sense, it should be pointed out that ‘IP’ stands for Internet Protocol and an IP address is a unique string of characters which identifies a device on the Internet or a local network. On the other hand, a domain name is a wording choice easier to be remembered by humans which is connected to an IP address, handily readable by machines. For example, one of the IP addresses used by Google is ‘216.58.223.255’. An Internet user can type such a number on the address bar to access the Google page. Nevertheless, he can effortlessly enter the same website through a domain name, such as ‘google.fr’ or ‘google.ie’.  [212:  Opinion of AG Szpunar (n 173), para 67.] 

In fact, a person can make a search on any domain name of a search engine.[footnoteRef:213] For instance, an individual located in France may access ‘google.ie’, despite not being in the Irish territory, or even a domain name pertaining to a third State, such as ‘google.cl’, which corresponds to its Chilean version. Nevertheless, the geo-blocking technology may impede such possibility.[footnoteRef:214] The AG explained that geo-blocking is a technique that limits access to online information in accordance with the location where the person making a search is found. Such a system is able to identify the geographic location of the user by verifying his IP address, for example.[footnoteRef:215] In this connection, if the geo-blocking is accepted, the domain name is irrelevant,[footnoteRef:216] once the user will be prevented from accessing the information erased following a de-referencing request on a different domain name where the same information is still lawfully displayed.  [213:  ibid, para 69.]  [214:  ibid, para 70.]  [215:  ibid, para 71.]  [216:  ibid, para 72.] 

In this connection, the AG stated that the search engine operator must take all measures technically available to him to ensure effective and complete de-referencing, which may include the geo-blocking technique.[footnoteRef:217] The Court reiterated the AG’s position and allowed the usage of measures by search engine operators that, besides meeting the lawfulness requirements, are capable of ‘preventing or, at the very least, seriously discouraging internet users in the Member States from gaining access to the links in question’.[footnoteRef:218] In reality, geo-blocking and similar technologies may not be sufficient to limit the access of online content. Indeed, there exist ways to circumvent the right to be forgotten by using a virtual private network (VPN), proxy servers or anonymous networks, which do not reveal the real location of the user. However, as the Court indicated, the measures adopted by search engine operators must at least make the information more laborious to be found, if not totally unavailable. It may seem a lenient approach, but it rightly considers the fact that it is unconceivable that technologies are impossible to be circumvented.  [217:  ibid, para 74.]  [218:  Google v CNIL (n 173), para 70.] 

The CJEU held that the national court or, in this instance, the French court, must determine whether the techniques employed or suggested by Google, such as geo-blocking, meet the legal requirements[footnoteRef:219] and, thus, can be adopted in order to make the de-referencing obligation effectively implemented.  For instance, the technology-neutral approach adopted by the Court in Google v CNIL allowed the use of geo-blocking, but also other measures. Hence, despite some deficiencies, geo-blocking itself was deemed to be sufficiently effective by the Court. In any event, it is for data protection authorities and national courts to make individual assessments.  [219:  ibid, para 71.] 

In this connection, the Court concluded that Articles 12(b) and 14(a) DPD and Article 17(1) GDPR must be interpreted as meaning that the search engine operator is not required to perform the de-referencing on all versions of its search engine, but only on the domains corresponding to the European Union. To achieve this, the search engine operator must implement, where appropriate, measures which comply with the law and effectively hamper or, at least, makes the links difficult to be accessed by Internet users within the European Union.[footnoteRef:220] Undoubtedly, the Court aimed to reach the most effective and beneficial result, considering the limitations that technologies offer. Indeed, every time a tech company creates a new instrument to overhaul eventual inconsistencies in past systems, innovative ways to circumvent it will also be developed, similarly to what occurs with Law, which evolves as novel situations emerge.  [220:  ibid, para 73.] 








7. [bookmark: _Hlk111705586]Proposed solutions to enhance the implementation of the de-referencing right
Given the ease with which personal information is distributed online, as a consequence of the Internet ubiquity and the role of search engines, even with the recognition of a right to be forgotten by the European highest Court and its subsequent codification in the GDPR, difficulties in effectively being disassociated from past events still occur. Hence, proposing faultless measures to completely remove information from the digital environment may seem unrealistic, although improvements on the implementation of the right to erasure must be sought.


7.1. [bookmark: _Hlk111705614]Expiration dates 
Expiration dates associated with online publications may represent an important mechanism to make effective the right to erasure on the Internet. This alternative was notably advocated by Mayer-Schönberger,[footnoteRef:221] who explained that web users would be able to stipulate expiration dates for documents in digital storage devices, which would be automatically deleted at the end of such period. Within this framework, retention dates would observe the storage limitation principle, enshrined in Article 5(1)(e) GDPR. [221:  Mayer-Schönberger (n 2) 169-195.] 

On the online environment, expiration dates would result in postings, comments and other digital content being removed without requiring data subjects to take posterior additional measures. In this sense, after the indicated period, third parties would be prevented from saving the content. Nevertheless, in case where users have downloaded the material before the expiration date, there will be the risk of re-publishing it. Some social media networks allow the data subject to obtain a notification when other users save the content published, consisting of a means of acknowledging which persons have saved the material. On the other hand, alternatives that permit anonymous access to online content are also constantly evolving.[footnoteRef:222] Similarly, there are digital archives, such as The Wayback Machine,[footnoteRef:223] which present Internet users with the possibility to examine defunct web pages. Indeed, all these options pose risks to the effectiveness of the de-referencing right. Furthermore, expiration dates would not be able to supress all personal information, notably where the freedom of expression and information surpass the right to be forgotten, leading to the permanence of the contested content on the Internet.  [222:  Jamie Harris, ‘How to watch Instagram Stories anonymously’ (New York Post, 31 March 2022) <https://nypost.com/2022/03/31/how-to-watch-instagram-stories-anonymously/> accessed 12 August 2022]  [223:  Wayback Machine <web.archive.org> accessed 12 August 2022] 

The expiration date proposal would be able to minimise the administrative burden in implementing the right to erasure. Accordingly, following the Google Spain’s ruling that search engine operators are data controllers, these companies had to adapt their method of operating to the novel obligations stemming from their role as such. Google, the most accessed search engine, has economic capacity to assign part of its employees to handle removal requests, which demand human review of the claims on a case-by-case basis, as opposed to the petitions regarding copyright, which may be automatically dealt with by machines, rendering such task more cost-effective. Nevertheless, the same resources may not be a reality for smaller search engines.
Nonetheless, a point to be discussed is who would establish the expiration dates. Undoubtedly, it seems appropriate that Internet users who publish personal information regarding themselves can do so. Indeed, the European Union generally favours data subjects. For instance, some social media platforms already apply such a temporary display of content, where posts are automatically erased after a specific period. Blockchains may also utilise expiration dates which allow that nodes ‘need not save all of the history and information’.[footnoteRef:224] Hence, it can be inferred that contents associated with time limits are a reality on the Internet. [224:  Anette Alén-Savikko, ‘Finland: The Right to Be Forgotten’ in Franz Werro (ed), The Right To Be Forgotten: A Comparative Study of the Emergent Right’s Evolution and Application in Europe, the Americas, and Asia (Springer Cham 2020) 121.] 

For online content published by third parties, however, the retention limit would be established by the publishers. In relation to material mentioning criminal convictions and offences, for example, the expiration date could correspond to the length of time of the sentence. In the cases where the public interest justifies the online availability of information, the personal data could be removed as soon as the public interest disappears. 


7.2. Segmentation
Separating removal requests into categories may represent an efficient solution to consider the most appropriate legal response to each of them. In fact, the most diverse subject-matters all labelled as personal data may be counterproductive. Indeed, when data subjects fill in the Google’s removal request form,[footnoteRef:225] they must indicate the personal information they claim to be deleted. Such a description suggests that the search engine operator already separates different types of data into categories and may give prominence to the topics that are more likely to cause harm to the data subject. Nevertheless, as previously discussed, the lack of transparency regarding the companies’ internal procedures and decisions, accentuated by the fact that there is no external oversight, may represent a pitfall of the current implementation of the de-referencing right. [225:  Google Personal Information Removal Request Form (n 116) ] 

Regarding the issue of the extraterritorial application of the right to be forgotten, Google already removes certain materials at a global scale. For instance, it affirms that once ‘the mere presence of child sex abuse material is illegal in most jurisdictions’, it automatically identifies and impedes such content from being indexed in the list of results.[footnoteRef:226] Further, it follows the same approach in relation to ‘revenge porn’.[footnoteRef:227] In this sense, it can be inferred that search engines operators are in fact able to distinguish between the various categories of data, which contrasts with the Opinion of the AG Jääskinen in Google Spain.[footnoteRef:228] On these grounds, so far as concerns the deletion of intimate images or copyrighted material, the extraterritorial application of the de-referencing right seems to be conceivable according to the search engines’ policies. Van Alsenoy and Koekkoek based the debate regarding jurisdiction on public international law but depending on the facts of individual cases.[footnoteRef:229] Additionally, associating expiration dates with separate categories of personal data could also address the issue regarding the territorial scope of data protection laws. In this connection, the regional removal of some categories of online content would suffice, while for other types of personal data a global erasure would be more appropriate.  [226:  Danny Sullivan, ‘When (and why) we remove content from Google search results’ (Google Blog, 19 April 2021) <https://blog.google/products/search/when-and-why-we-remove-content-google-search-results/> accessed 14 August 2022]  [227:  Amit Singhal, ‘“Revenge porn” and Search’ (Google Public Policy Blog, 19 June 2015) <https://publicpolicy.googleblog.com/2015/06/revenge-porn-and-search.html> accessed 14 August 2022]  [228:  Opinion of AG Jääskinen (n 65), para 86.]  [229:  Brendan Van Alsenoy and Marieke Koekkoek, ‘Internet and jurisdiction after Google Spain: the extraterritorial reach of the 'right to be delisted'’ [2015] 5(2) International Data Privacy Law, 21-25. <https://www.researchgate.net/publication/275227288_Internet_and_jurisdiction_after_Google_Spain_the_extraterritorial_reach_of_the_'right_to_be_delisted'> accessed 29 July 2022] 


7.3. Pseudonymisation
Pseudonymisation techniques would be suitable for masking third parties’ personal information in cases where the maintenance of the content on the Internet is based on the prevailing public interest. Pseudonymisation is recognised as a way to minimise the privacy risks to data subjects and help controllers to comply with data protection requirements.[footnoteRef:230] In relation to the security of processing personal data, the GDPR also emphasises that the controller must ‘ensure a level of security appropriate to the risk’, which may include the pseudonymisation of such data.[footnoteRef:231] In this sense, pseudonymisation techniques in the context of search engines would be particularly pertinent in the cases of sensitive data, notably regarding criminal convictions and offences.  [230:  GDPR (n 4), Recital 28.]  [231:  ibid, art 32(1).] 

When the outcome of the balancing exercise results in the prevalence of the public interest over the data subject’s rights, the processing of personal data by the controller is regarded as lawful. Nevertheless, despite information concerning a certain criminal conviction or offence can remain in the search results when the freedom of expression and information prevails, the privacy rights of the victims should be preserved in those cases. Accordingly, the display of the content in tandem with the pseudonymisation of personal information concerning the victims would represent a reasonable solution. As all technological measures, there is always the possibility of circumvention. In fact, reversal of pseudonymisation represents a risk of re-identification, capable of disclosing data in relation to the victims. Notwithstanding, it does not exclude the beneficial effects that such alternative would present to the injured parties in many cases. 

7.4. [bookmark: _Hlk111705689]Public-private partnership
The idea of a hybrid administrative agency would assist with the provision of a greater oversight on the grant of de-referencing requests by search engine operators, allowing the review of such decisions in order to develop the right to be forgotten on the Internet in a consistent manner between distinct search engines. In fact, the outcome of removal claims to various search engines may not correspond, once each operator has its own criteria, fact which may run counter to the purpose of the right to erasure, once it is more burdensome for users to reach each operator separately. Google’s Advisory Council has already received governmental contributions to discuss the controversial topics.[footnoteRef:232] Accordingly, a public-private partnership would be able to address the issue of private companies exercising the role of public officials, and the lack of transparency and neutrality that it may entail.  [232:  The Advisory Council to Google on the Right to be Forgotten (n 117) ] 

Accordingly, a public-private partnership would be implemented to deal with highly quarrelsome cases, where search engine operators do not have experience or where it involves jurisdictions not subject to the GDPR, for example. Within the current structure of the European Union, national data protection authorities, courts and search engine operators decide upon data protection claims separately. A hybrid agency would enable an interchange of perceptions regarding a single dispute. 
The model proposed by Lee would provide for an alternative forum in which data subjects could seek an initial appeal in cases where there was no consistency between the decisions issued by search engines. Nevertheless, the agency’s resolutions would not be binding on courts or data protection authorities and would not prevent claimants from appealing to such institutions. Furthermore, the agency would not interfere with the criteria internally established by search engines to deal with de-referencing requests.[footnoteRef:233] Similarly, Hoffman and others[footnoteRef:234] have advocated for a global solution through the establishment of a centralised co-regulatory body with the voluntary participation of search engine companies, overseen by worldwide regulators. This proposal would rely on a global perspective by instituting a forum for a transparent international discussion, not restricted to the European Union, regarding the right to be forgotten. Accordingly, by observing the guidance provided for by such an international body, search engines would be prevented from being held liable.[footnoteRef:235]  [233:  Edward Lee, ‘Recognizing Rights in Real Time: The Role of Google in the EU Right to Be Forgotten’ [2015] UC Davis Law Review, Forthcoming, Chicago-Kent College of Law Research Paper No. 2015-13. 1090-1091 <https://ssrn.com/abstract=2636856> accessed 13 August 2022]  [234:  David Hoffman, Paula Bruening and Sophia Carter, ‘The Right to Obscurity: How We Can Implement the Google Spain Decision’ [2016] 17(3) North Carolina Journal of Law & Technology <https://scholarship.law.unc.edu/cgi/viewcontent.cgi?article=1302&context=ncjolt> accessed 13 August 2022]  [235:  Ibid, 478-479.] 

In this capacity, the proposal for a hybrid administrative agency would potentially be able to address the current issue that there is no harmonisation or consistency in relation to the criteria employed by different search engine operators when deciding upon the same request from a data subject. On these grounds, the implementation of the de-referencing right may run counter to the objective of protecting data subjects, once the denial of a removal request by one search engine operator may compel Internet users to access the same content on other search engines, prejudicing both the privacy rights of the data subject in question and the economic interests of the search engine operator which granted the request. Additionally, a public-private partnership would result in greater transparency regarding the factual operation of the right to be forgotten already exercised by private entities, which has the potential to supress fundamental rights and freedoms when the process is not overseen by public authorities. Lastly, such proposal would be advantageous for data subjects’ rights inasmuch as these multinational corporations have greater human and financial resources in comparison to the data protection authorities and national courts, which would lead to a more accurate and consistent implementation of the right to be forgotten on the Internet. Additionally, it would promote the curtailing of some of the private power over the matter and the reduction of the burden on private entities of deciding upon fundamental rights, alongside with governmental oversight on such processes. 







8. Conclusion 
The de-referencing right was judicially recognised by the Court of Justice of the European Union (CJEU) in 2014 in the Google Spain case, and is now codified in the General Data Protection Regulation (GDPR). Google Spain culminated in debates between privacy and freedom of expression. Much of the criticism, notably from media outlets and Internet companies, related to narratives regarding censorship, European imperialism or private power to modify history. Notwithstanding, it should also be emphasised that it has represented an attempt to require these corporations to comply with data protection.
Accordingly, data subjects can submit a removal request to the search engine operator in order to de-reference links to web pages containing personal data related to him or her, notably on the ground that the information is inaccurate, inadequate, irrelevant or no longer relevant, or excessive, provided that there is no overriding public interest. On these grounds, the right to be forgotten represents the possibility that individuals can require controllers to end the processing of personal data related to them and, in the case of a search engine operator, to supress links from its online index. It does not imply, however, that the right to be forgotten is an absolute right, but the grant of a removal request must follow a balancing act between the data subjects’ right to privacy and data protection, on the one hand, and the Internet users’ freedom of expression and information, on the other. 
Nevertheless, despite its judicial recognition in Google Spain and subsequent codification in the GDPR, some relevant points regarding the right to erasure remained unresolved. Thus, in 2019, the CJEU ruled on two cases, which were additional to Google Spain on the de-referencing right applied to search engines: GC and Others, regarding the processing of sensitive data, which established that the de-referencing right in such cases must occur after the submission of a removal request and following a balancing test on a case-by-case basis, and Google v CNIL,  defining the territorial scope of such right, confined to the European Union, in conjunction with measures implemented by search engine operators to prevent or at least seriously discourage access to information displayed on domains outside the Union.
The right to erasure has been criticised given the technical obstacles to effectively remove content from the Internet or prevent access to online information once it has been published. Notwithstanding, despite the difficulties in completely erasing personal data, it is feasible to limit access to the disputed data by preventing its display in search engine results, for example. The CJEU’s decisions illustrate how the Court is constantly required to interpret the innovative but still incomplete European legal framework, resulting from the inability of the law to predict the technological advances. 
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