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Abstract

Globalisation and technological advancements have improved every aspect of human
life and advancements in trade and business environments have been improved
exponentially. However, the development and advancement which has completely
changed the method of business and trade is its financial transaction of the economic
exchange process and the most significant development in this field is virtual currency
or cryptocurrencies. Bitcoin was created by Satoshi Nakamoto and it was approved for
operation in economic transactions in 2009 and hence, it became the first kind of
cryptocurrency the 215t century observed and established as the replacement for
tedious economic transactions. However, there are multiple situations that observe a
sudden drop of faith and belief in the cryptocurrency transactional process and
multiple rampant scams and corruptions contributed to developing this notion about
the cryptocurrency and its association with financial terrorism and other illicit
activities. Hence, with this research process, an outline has been selected so that all
the loopholes and limitations of the anti-money-laundering policies could be identified
with investigating the lack of central authorities in mind. This is the reason; a mixed
method analytical (quantitative-qualitative) study has been conducted with the
inclusion of experts from the UK and Ireland as research participants and the data
collected from their interview and survey responses have been used to identify the
answers this research finds through its comprehensive analysis.
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1 Introduction

1.1 Overview

Global economic and finance sector is transforming drastically in the 215t century as
multiple innovative transactional means have been introduced that present safe and
timely transfer of assets around the world (Caytas, 2018). These new paradigms are
inclusive of digital assets, instrumental credits, system and financial channels as well as
foreign capital conduits that have initiated and promoted this financial change
throughout the world (De Vido, 2019). With the increasing competition and the
requirement for innovation within organisational processes, the majority of the
organisations are implementing Cryptocurrencies (Forgang, 2019). Cryptocurrencies
are considered as a digital asset that functions as a digital medium of financial and
economic exchange and this transformation started with the creation of Bitcoins

(Fraser and Bouridane, 2017).

Bitcoin was created by Satoshi Nakamoto and it was approved for operation in
economic transactions in 2009 and hence, it became the first kind of cryptocurrency
the 215t century observed and established as the replacement for tedious economic
transactions (Sokolenko et al., 2019). After this, multiple Cryptocurrencies namely the
Namecoin, Altcoins, and several others have been developed and used in digital
transaction processes. This transaction technology is different from the traditional
economic exchange processes due to the blockchain public ledger (Hardy, 2020). This
process uses a blockchain ledger which is shared between two parties and then the
digital money is transferred between the two participants without any filter and
governing authority (central authorities in case of cryptocurrency regulation)

(Hrudnytskyi et al., 2019).

Bitcoin has emerged as the largest used cryptocurrency around the world and with
multiple beneficial parameters, such as different set of block times, issuance schemes
and currency supply abilities, this cryptocurrency has improved the transactional
strategies around the world (Howell et al., 2018). However, with multiple benefits, in

recent years, the number of organisations that primarily used cryptocurrency as their



primary transactional means, are turning up from these transactional processes. In the
report of Szmigiera (2020), while in 2017 the cryptocurrency achieved in $566.26
billion market share, decreased their market share up to $128.78 billion and $237.1
billion in 2018 and 2019 respectively. Hence, a major drop in the usage of
cryptocurrency in the contemporary organisation has been observed and hence, it is
important that proper discussion about Cryptocurrencies and their current state in the

internationalised world (Mbiyavanga, 2019).

1.2 Research Purpose

As discussed in the previous section, majority of the organisations that previously dealt
in Cryptocurrencies as their primary source of economic transactions were eliminating
this transactional process and were returning to their traditional financial transaction
methods (Matyushonok et al., 2018). This change was due to the sudden drop of faith
and belief in the cryptocurrency transactional process and multiple rampant scams and
corruptions that contributed to developing this notion about the cryptocurrency
(Mekpor, 2019). Multiple events such as increasing fake cryptocurrency associated
events in South Korea in 2017, Ponzi Schemes scam and other fake transactional
events increased fear in organisations about using this digital transactional method for
their organisational financial transactions. Besides this, it was also found in the report
of (Naheem, 2020) that the majority of the organisations that dealt with
cryptocurrency transactional methods were hacked by multiple malware that
corrupted their transactions. Further, it was also identified that ‘Cryptocurrency
Clipboard Hijackers’ was one such malware that managed to hijack more than $2.3
billion from such peer to peer transactions (Nakano, 2018). Upon identifying the
leading source of this, it was found that lack of the central authority for the transaction
processes and development of private peer to peer room of transaction was
contributing to the increasing events of fraud and corruption in the usage of

Cryptocurrencies (Oleiwi, 2019).

1.3 Significance of the Study

The current world is suffering more from financial and economic terrorism than war

and other defensive processes. This situation has been considered as far more



dangerous situation than war as it is affecting the world governments, their economies
and associated peoples’ livelihood within hours (Paraskevopoulos, 2017). In the
research of (PHAT, 2018), it was mentioned that more than 5% of the world's GDP is
depending upon Cryptocurrencies which could be calculated as 2 trillion dollars.
Hence, it is of primal importance for the organisations and government authorities to
identify the conditions and reasons that could create complication in the transaction
processes using cryptocurrency digital transaction (Reynolds and Irwin, 2017). Though
implementation of anti-money laundering policies and guidelines is a revolutionary
step, examples of multiple corruption and fraud cases have been observed in this
transactional process and therefore, it is important to conduct a study which is
contemporary and significant in this situation (RODIMA-TAYLOR and Grimes, 2019).
Hence, with this research process, an outline has been selected so that all the
loopholes and limitations of the anti-money-laundering policies could be identified by
investigating the lack of central authorities in mind (Yeoh, 2019). Therefore, through
these discussions, a significant and relevant research paper with a deeper
understanding of the cryptocurrencies and the associated complications in

transactional methods would be developed.

1.4 Research Objective

The research question that was finalised to comply with this research is as follows:

Is the implementation of virtual Cryptocurrencies and lack of central authorities in
the majority of the organisations, the primary reason for the money laundering

policy associated complications and threats faced by the world governments?

The research objectives that were formulated as the primary roadmap to achieve the
research aim and identifying strategies to collect answers to the research question are

as follows:

e In compliance with the research aim, the primary objective of this dissertation
would be to understand the anti-money laundering policies and their effect in
controlling cryptocurrency associated scams financial terrorism and other

illegitimate work.



e Concerning the involvement of Cryptocurrencies in the money laundering
process, the second objective would be identifying the loopholes such as lack of
central authorities as well as the inclusion of virtual Cryptocurrencies in money
laundering processes due to which threats upon transitory regulations are

increasing.

1.5 Structure of the Study

As the majority of the organisations are speculating about increasing risk of
cryptocurrency associated transactional processes, the market capitalisation of this
transactional method is decreasing every year. Hence, there are multiple anti-money
laundering policies and regulations that are being implemented so that the destroyed
reputation of this digital transaction process could be maintained. However, despite
these policies and frameworks, the number of fraud and corruption incidents
associated with cryptocurrencies increased. The primary aim of this research paper
would be to understand the loopholes present in the anti-money laundering policies
and identify the role of the absence of a central authority in this transaction process.
The structure of this research process will include a literature review conducted in a
systematic process, and then with an accurate and appropriate methodology, this

research will focus upon developing results and analysis.



2 Literature Review

2.1 Overview

Before conducting any primary or secondary research, multiple research articles could
be followed and used to develop a theoretical basis of the research and develop
relevancy to the chosen research topic (Moritz and Block, 2016). This process is named
as conducting a literature review in which, primarily all the relevant and accurate
research papers that are similar to the chosen research question are included in
developing theoretical basis (Van Mieghem et al., 2020). The literature review is
inclusive of discussion of research papers, surveys, books, peer-reviewed research
papers and other appropriate journals that are relevant to the chosen research topic
(Dumay et al., 2016). In the development of findings, these literature review papers,
their purposeful evaluation, summarization and description helps to develop a
research framework and depending upon this theoretical framework the primary or
secondary research is conducted (Wang et al., 2018). Hence, with the literature review
process, it is possible to develop a relatable discussion through the research data and
findings of the previously conducted research which then helps to develop a discussion
of the current research as well. As this research aims to identify and conduct primary
research process with the conduction of semi-structured surveys and interview, with
literature review and its secondary data, it will be easier to develop the purpose and

objectives of the research associated with practical data identified in this section.

2.2 Systematic search strategy for literature search

Before identifying the research papers that are relatable to this chosen research
guestion and topic, it is important that one strategy is identified which could be used
for the search and identification of the relevant research papers (Thompson et al.,
2018). This planned and defined strategy or process is the systematic search strategy
which is important for identifying defined and relevant sources. As per Goossen et al.
(2018), the systematic search process is a defined and programmed strategy in which
using a systematic process, a framework is developed which will help to sieve accurate

and relevant research papers from the pool of research papers. The first step in



conducting a systematic research process is identifying keywords and phrases related
to the research objectives and questions that will help in the identification of
comprehensive and critical research papers (Booth, 2016). It is an important process as
Durach et al. (2017) identified that with identification and implementation of accurate
keywords and phrases, it will be easier for identifying accurate and relevant research
papers. Further, the application of Boolean Operators in these phrases and keywords
will help to implement probability in the process so that the array of accurate research
papers could be increased. These phrases and keyword combinations are then
searched in multiple scientific databases that will help to identify accurate and

relevant research papers (Dumay et al., 2016).

In this research process as well, a set of keywords have been developed in compliance
with the research questions and research aims, objectives as identification of keywords
from these sections will increase the relevancy of the search strategy. The set of
keywords and the research objectives it complies with has been provided in Table 1

below.

Table 1: Development of search terms for systematic search strategy

Keyword 1 Boole | Keyword 2 | Bool | keyword 3 | The Key | Research

an ean phrase objective it
Opera Ope aligns with
tor rato

Anti-money AND Their effect | AND | Financial Anti-money | Research

laundering in terrorism | laundering | objective 1:
policies controlling and other | policies In

cryptocurre illegitimat | AND Their | compliance

ncy e work effect in | with the

associated controlling | research aim,

scams cryptocurre | the primary

ncy objective of




associated

this

scams AND | dissertation
Financial would be to
terrorism understand
and other | the anti-
illegitimate | money
work laundering
policies and
their effect in
controlling
cryptocurren
cy associated
scams,
financial
terrorism,
and other
illegitimate
work.
Loopholes in | AND Lack of | AND | Increased | Loopholes Research
the Anti- central threat in the Anti- | Objective 2:
money authorities upon money identifying
laundering transitory | laundering | the loopholes
policies regulation | policies such as lack
s AND Lack of | of central
central authorities in
authorities | money
AND laundering
Increased processes

threat upon

transitory

due to which
threat upon

transitory




regulations | regulations
are
increasing
Involvement | AND In the | AND | Implemen | Involvemen | Research
of money tation of |t of | objective 2:
Cryptocurren laundering virtual Cryptocurre | identifying
cies process Cryptocurr | ncies AND | the loopholes
encies in|In  money | such as the
the laundering | inclusion of
majority process virtual
of the | AND Cryptocurren
organisati | Implementa | cies in money
ons tion of | laundering
virtual processes
Cryptocurre | due to which
ncies in a | threat upon
majority of | transitory
the regulations
organisatio | are
ns increasing
The AND In money | AND | Threat The Research
loopholes laundering | /OR | upon loopholes objective 2:
such as lack processes transitory | such as lack | identifying
of central regulation | of central | the loopholes
authorities s are | authorities | such as lack
increasing | AND In | of central
money authorities in
laundering | money
processes laundering
AND/OR processes




Threat upon | due to which
transitory threat upon
regulations | transitory

are regulations is

increasing increasing.

These developed keywords and phrases were used for conducting a search process in
scientific databases such as Pro Quest and EBSCO as these databases have thousands
of accurate and reliable research papers that could be used for conducting primary and
secondary research process. At first, implementation of these keywords and phrases
will help to collect a pool of relevant and irrelevant papers and hence it is important to
identify the inclusion and exclusion criteria that will help to identify the relevant and
appropriate papers that are important to develop a theoretical basis of this research.
Hence, with inclusion and exclusion criteria and all the filters included within this

strategy accuracy and reliability within the systematic search process will be restored.

The inclusion criteria which have been used for identification of accurate papers would
only be included within this research paper and those that do not comply with the
inclusion criteria would be eliminated from this search strategy. All the research
papers, that are published within 2014 to 2020, are published in English language and
conducted with authentic primary or secondary research methods would be included
within this research search strategy and will be termed as the inclusion criteria.
Similarly, papers that were published before 2014, published in languages other than
English and are abstract or descriptive papers would be eliminated from this research
process. A detailed PRISMA flow diagram has been included in this section so that a

complete search strategy could be described using this flow chart.
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Screening
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database
(n=674)

Research papers collected through the
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through EBSCO database searching (n=
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(n=300)
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A
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Descriptive study (n=21)
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No IL-6 Measure (n=15)

No Controls (n=17)

Figure 1: PRISMA diagram for systematic search strategy (developed by the author)
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2.3 Theme 1: Involvement of Cryptocurrencies in money laundering processes

In this theme, all the research processes that confirm and analyse the involvement of
Cryptocurrencies in different money laundering processes, as well as financing
terrorism, has been analysed. As mentioned in the reports of the Financial Action Task
Force or FATF, digital currencies have been given a status of the medium of exchange;
however, it limited their legal tender status. Therefore, from this decision of FATF, it
could be analysed that there are multiple complications associated with
cryptocurrency associated processes due to which, central authorities have not been
assigned to control the transactional processes involved within this system (Houben

and Snyers, 2018).

The first research that would be discussed to establish the presence of
Cryptocurrencies in money laundering processes is from researchers (Dyntu and Dykyi,
2018). The researchers focused upon the point that despite having a huge
representation around the world for several transactions and purchasing,
Cryptocurrencies have not been given legal status and hence, it is important to analyse
the possibilities or limitations of money laundering processes involved with it. Hence,
this entire research focuses upon anonymity, decentralisation, and possibility of the
involvement of Cryptocurrencies in illegal money laundering events. For this research,
researchers included legal and case study discussions of money laundering events with
Cryptocurrencies in mind, and included all cases with criminal charges or press charges
from Ukraine, so that the role of Cryptocurrencies and the lack of legal framework
against its controlled transactions could be identified. Through extensive analysis and
research, it was identified that even for an unlimited transaction between two parties,
none of the parties is required to provide their complete identification details, if the
transaction is conducted through Cryptocurrencies and hence, anonymity and lack of
identification of the parties are considered as the primary loopholes of the process.
Further, it was also identified that any transaction that is conducted with
Cryptocurrencies, are not under any governmental or third-party scrutiny. Therefore, a
central author that can verify each transaction for its authenticity is found to be

missing in transaction methods using cryptocurrency. Therefore, due to the lack of
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central authorities (both governmental and non-governmental authorities) for
conducting verification of the transaction, it was identified through this research that
cryptocurrency plays a crucial role in increasing money laundering possibility within

anonymous financial transactions.

In the research of (Brenig and Miiller, 2015) as well, discussion about the unintended
consequences of the implementation of Cryptocurrencies as a primary transactional
method was discussed to identify the economic impact of it upon the system. With the
discussion about the role of criminal-minded activities upon decreasing the accuracy
and reliability of the process, this paper identifies that the structure, anonymity and
lack of governing bodies within the system as the primary incentives that are utilised
by criminals. Therefore, with the inclusion of practitioners and experts from economic
industry in a discussion session, this research was able to bring out the factors such as
anonymity, lack of governing body and lack of tracing and tracking of the money
transaction making cryptocurrency transactional methods prone to be utilized in illegal

money laundering processes.

Researchers (Albrecht et al., 2019) also supported the findings of these two previously
mentioned research papers and aimed to understand the way government agencies
are responding to the implementation of Cryptocurrencies in multiple money
laundering incidences around the world. With the thematic and theoretical analysis of
the research papers included in the discussion, it was identified that lack of
intermediate financial institutions (that governs the transaction process) and peer to
peer transaction allowed multiple money-laundering channels to act within the
process. Blockchain involving darknet or other criminal channels maintained the
anonymity of the process and hence, the transaction between two peers was
successful without being tracked by any central authority. Hence, through this finding,
the connection between money laundering incidences and the involvement of multiple

illegal websites of channels were identified in the process.

With all these research papers and their crucial findings in identifying the role of
Cryptocurrencies in money laundering processes, the official report of the European

Parliament about the association between Cryptocurrencies and its impact upon
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blockchain technologies should be discussed. In this report of the European
parliament, it was discussed that with increasing usage of Cryptocurrencies for
transactional purposes within the provinces of European Union (EU), activities such as
financial terrorism, tax evasions and money laundering have increased (Houben and
Snyers, 2018). As per the report of the Policy Department of EU, the total money
laundered within the EU borders and spread worldwide could be estimated up to EUR
7 billion. Therefore, it was found that 5 limitations within the EU regulatory framework
are responsible for increasing the risk of money laundering or criminal activities within
EU territories (Houben and Snyers, 2018). These are persistent anonymity, cross
border nature of the cryptocurrency transactions, lack of central intermediates within
the transaction process, presence of loopholes or cracks within the transactional
regulation and improper implementation of data protection, cybersecurity and
privacy-related rights. Hence, discussion about these factors provided an insight that
Cryptocurrencies are associated with money laundering complications and lacking
proper tracking and tracing facilities due to its widespread and inevitable anonymity
creates complications for the governmental authorities that lead to its deep and
crucial association with money laundering complications (Houben and Snyers, 2018).
Hence, with all these abovementioned research papers and a government report from
the European Union parliament helped to develop a connection between the
cryptocurrency transaction method and money laundering, tax evasion or financial

terrorism associated activities.

With the establishment of the fact that Cryptocurrencies are associated with money
laundering activities, the next valid question that arises is about the role of multiple
anti-money laundering policies and guidelines that are developed by governments all
around the world to contain the events of money laundering. Besides this, the
guestion would also arise regarding the impact of these policies on managing or
controlling scams or financial terrorism all around the world. Hence, this has been
selected as the new theme for discussion in this literature review section so that the
role or efficiency of the anti-money laundering policies in preventing the usage of

Cryptocurrencies in money laundering or other illegal activities could be identified.
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2.4 Theme 2: Anti-money laundering policies and their impact upon managing
cryptocurrency associated scams

In the previous section, discussion about the way Cryptocurrencies are being utilised
for money laundering, tax evasion as well as financial terrorist associated situations is
conducted. In this situation, it is important to understand the way policies and
guidelines developed by countries all around the world help to contain these illegal
transactional methods. Multiple countries, such as the United Kingdom, the United
States, even the European Union and others have developed multiple strategies and
regulations so that widespread money laundering associated events could be
controlled. Hence, in this situation, research papers that discuss the benefit or

efficiency of these regulations should be included in this literature review section.

The first research that would be included in this section is conducted by (Vandezande,
2017) in which, the foremost objective of the researchers was to understand the way
these virtual Cryptocurrencies are controlled or regulated within European Union with
financial and economic laws. In this paper, it was found that within the last decade,
with the development and inclusion of Cryptocurrencies and Bitcoins, the EU has
developed multiple legal frameworks, incorporated governing strategies through
payment methods. However, to what degree or extent these aspects help to control
the money laundering conditions, are unknown or have been not included in the public
domain. As this paper was based upon the national legislation and its efficiency in
containing illegal cryptocurrency transactions, a legal theoretical study was
implemented as a methodology in this paper. Through the findings of this research, it
was identified that besides developing the legislation, it is important that government
implements regulation exchanges and custodian wallets for every transaction method
for the verification and identification of the transaction process. Therefore, it was
identified that the lack of proper identification and effective monitoring was the main
reason for the increasing risk of money laundering processes and lack of decisive
governance regarding controlling money laundering through cryptocurrency with the
effective application of guidelines was also identified as the complication that

increased the risk of money laundering using cryptocurrency.
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In another research paper carried out by Haffke et al. (2019), researchers studied ways
of identifying anti-money laundering policies and their shortcomings of its directive
2018/843 (the fifth anti-money laundering Directive), so that its impact in regulation of
illegal money laundering activities could be identified. The complete focus of this
research paper was upon the regular forms of Cryptocurrencies, the services upon
which it is implemented and the intermediaries in the process. It was found through
effective discussion that government directives are not being followed in states of EU
and it limits their ability to counter the activities of money laundering processes.
Further, it was also identified that the majority of the legislations or policies that have
been developed by the government authorities are recommendations of the national
consultations of Member States of the EU. Therefore, in this condition, certain
loopholes in the policies and legislations were found to be the key reason for the

increasing risk of utilizing Cryptocurrencies for the money laundering processes.

The finding of these aforementioned theoretical discussion papers of EU legislation
was supported by the research paper by Kethineni and Cao (2019) in which the
primary objective of the research was to understand the way Cryptocurrencies such as
Bitcoin and Ethereum increased illegal; activities such as money laundering, drug
dealing and tax evasions. For this process, this research implemented systematic
review as the research strategy and analysed all the regulations, reform documents,
news articles, court cases as well as scholarly articles so that effective answers to the
research questions could be obtained. Through the implementation of this research
process, it was identified that due to continuous development and improvement of the
Cryptocurrencies, government regulatory agencies are unable to control the illegal
activities. Therefore, continuous technological advancement and new features of the
Cryptocurrencies are causing a slow progress in bringing forward robust regulations to

counter the existing threat thus making it difficult to be regulated by the system.

Besides this, with the research of Bebris and Mukkamala (2018), the focus of the
research was to understand the impact of anti-money laundering and counter-terrorist
financing associated policies and guidelines that could be used for the regulation and
control of the cryptocurrency associated situations. However, while discussing the

anti-money laundering and counter-terrorist financing regulations of EU and its
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associated states, it was identified that there is no registration process that has been
made mandatory for the implementation of the transaction process and thus, in this
condition legislations failed to control or regulate the illegal activities associated with

this technological advancement.

The final research that is crucial to be included under this theme discusses the cyber
world and increasing tendency of Cryptocurrencies as with increasing technological
advancements and up-gradation of the system, legislations are becoming unable to
control or regulate the system (Ngai, 2014). This research identifies that with the
increasing popularity of the cryptocurrency associated transactional methods, there
are multiple key concerns such as enhanced anonymity and improper regulatory
facilities. The governing abilities of the economic strategies were found to be weak.
Further, it was also mentioned by experts included in this research that majority of the
governments are neglecting this critical situation and therefore, their inability to
control economic terrorism is increasing the use of Cryptocurrencies in the illegal

transaction or other illegitimate activities.

With effective discussion including all these papers and reports, one factor that was
found to be the reason for the inability of cryptocurrency associated laws and
regulations to cope with the increased illegal activities was the continuous
development occurring within the cryptocurrency technologies. As per Vandezande
(2017), government regulations and legislations are not being modified at a speed in
which Cryptocurrencies are being upgraded by the information technology
organisations, due to which their privacy and anonymity associated conditions are
being improved with each up-gradation. Therefore, it was identified that governments
are unable to implement effective efforts for the control or regulation of the money
laundering, tax evasion and financial terrorism associated situations caused by the
cryptocurrencies. Hence, it is important to understand the impact of the appointment
of central authorities for eliminating the loopholes present within regulatory

authorities. This would be discussed in the following theme.
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2.5 Theme 3: Lack of central authority and loophole in the anti-money laundering
policies with threats upon transitory regulations

While the above-mentioned two themes helped to develop a base to the chosen
research question that Cryptocurrencies are involved in the money laundering
processes and the legislation/regulations are unable to control this system, this theme
would discuss the reason due to which the governments are failing to control the
money laundering events caused by the usage of Cryptocurrencies. This is an
important section as multiple pieces of research are constantly pointing towards the
lack of central authorities as the primary reason for increasing money laundering, tax
evasions and other illicit activities. Hence, in this theme of literature review, discussion
about the lack of central authorities, and loopholes in anti-money laundering policies

are increasing threats in such transitory regulations would be discussed in this paper.

The first paper that would be included in this discussion is research by Peters et al.
(2015), in which the primary aim of the researchers was to establish the role of
technological advancements, rapid up-gradation and peer to peer online transactional
methods with increased risk of illegal activities. In this research paper, researchers
established through their conducted study that with increased implementation of
online transactions, limitless peer to peer financial or non-financial transactions, the
requirement of governing authorities and regulatory bodies have become secondary.
These digital technologies have developed or created as well as backed by legislations
due to which it is difficult to regulate or control them through other governing bodies.
In such condition, lack of central authorities is increasing the risk of illegal transactions
as no government body would be able to track or trace the presence of tax evasion,
money laundering or other complications. Hence, through the discussion of findings of
this research, it was identified that governmental bodies are unable to develop a
system, which should be implemented for the regulation or control of usage of

Cryptocurrencies in situations associated with illegal activities.

Similar results were found in the research of Foley et al. (2019), as this research also
included that majority of the transactions that are done through the channel of

Cryptocurrencies can overcome the regulatory bodies without any complication.
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However, one finding of this paper contradicts the finding of Peters et al. (2015). More
than 76% of the illegal transaction that is done through the cryptocurrency associated
channel is not conducted through the implementation of normal Cryptocurrencies. In
this situation, a different Cryptocurrency is used for the money laundering process and
these 'opaque currencies' are developed with added advantages to bypassing the
surveillance methods. Therefore, more than lack of central authorities, this paper
helped to identify the technological advancements that are upgrading the
Cryptocurrencies for their ability to overcome the governing regulations. Thereby, this
paper identified a different issue associated with the reason, due to which the central
authorities are failing to control money laundering issues. Another research by Richter
et al. (2015) was conducted to understand the way Cryptocurrencies are becoming a
revolution in the transaction processes and their contribution in increasing events of
financial terrorism, tax evasions and money laundering processes, all over the world.
As more than 10,000 leading organisations in the world accept money through
Cryptocurrencies, it was difficult to analyse the channels in which money laundering
was conducted. Findings of this paper identified that there are multiple strategies
associated cryptocurrency associated money laundering have not been implemented
in the economic or financial regulatory agencies as this transactional method is
electronic and regulation could create ethical complication with user privacy and
anonymity. Hence, in this situation, the regulatory body is unable to work in their full

potential due to ethical consideration associated facilities.

Therefore, with the discussion of findings collected from these research papers, it
could be identified that central authority's absence is the foremost reason due to
which, majority of the transactions can overcome the regular surveillance mechanisms
for any transaction process. It was also identified that with technological
advancements, a different type of Cryptocurrency has been developed by illegal
organisations due to which it becomes difficult to identify the illegitimate transactions.
These newly upgraded Cryptocurrencies can overcome the regulatory process with
their anonymous and privacy associated ethical considerations and in the lack of new

and developed legislations or regulations, the primitive economic or financial
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regulatory bodies are failing to control or contain the cryptocurrency associated

crimes.

2.6 Conceptual Framework

A conceptual framework is considered as the blueprint of the complete research
process in which all the important aspects of the research are presented through
pictorial representations so that a compact knowledge of the complete research could
be provided to the readers (Adom et al., 2018). This chronological plan includes details
about the methodology and with simultaneous strategies, positions the steps that with
details about the field and the current research development about it. Therefore, with
a detailed analysis and representation of the conceptual framework within the
research, it would be easier to identify the variables that are important for the

research process (Ravitch and Riggan, 2016).

In this research paper, the primary variables that are Cryptocurrencies and money
laundering events, in which, moderator variables (variables, presence of which alters
the outcome) are lack of central authorities as well as the failure of governmental
policies in containing the illegal activities. Hence, the blueprint included these variables
along with the methodological processes, implementation of which increased the
attainment of research findings. The conceptual framework developed for this

research is as follows:
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Cryptocurrencies > Increased events of money laundering

Lack of central authorities and the
inability of the policies to regulate the

process

Government’s failure to regulate the processes

(Developed by the author)
Figure 2: Conceptual framework of research

2.7 Selected hypothesis for this study

After completion of the above-mentioned discussion, and developing the conceptual
framework of this study, it is crucial that multiple hypotheses could be developed so
that by testifying this hypothesis, the research questions could be answered. The first

hypothesis for this research would be:

H1: Anti-money laundering policies and their complications are the primary reason

for financial terrorism

Null H1: Anti-money laundering policies and their complications are not associated

with financing terrorism.

If H1 is proven significant, it will ensure that anti-money laundering policies and their

failures are the reason for increasing financial crimes.
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H2: Central authorities are crucial for controlling money laundering through

Cryptocurrencies

Null H2: Central authorities are crucial, but they cannot control money laundering

through Cryptocurrencies

Proven significance of H2 would identify the crucial role of central authorities in

controlling money laundering incidences.

H3: There is a connection between outdated governmental policies and lack of

central authorities and associated involvement of Cryptocurrencies

Null H3: There is no connection between outdated governmental policies and lack of

central authorities and associated involvement of Cryptocurrencies

If this hypothesis is proven to be significant through research, then the role of
outdated governmental policies upon the Cryptocurrencies associated anti-money

laundering incidences would be justified.

2.8 Conclusion

While concluding this literature review chapter, it is mandatory to summarise the main
points of the complete chapter. In this literature review, it was important to develop a
theoretical basis regarding the chosen research topic and hence, the systematic
literature search strategy was implemented. In this systematic literature search
strategy, keywords were developed with the help of research objectives and these
were included in the search process in reliable scientific databases. In this situation, all
the papers that complied with the inclusion and exclusion criteria were included in the
discussion and three themes were developed for the discussion. In such situation,
through the discussion of these themes, it was established that due to electronic
nature and its ability to skip the surveillance strategies, illegal channels are
implementing these channels for their money laundering activities. Further, this
literature review also established that due to lack of policies and frameworks for the
regulation or control of the money laundering activities, governments are finding it
difficult to identify the channels through which these processes are commenced.

Finally, it was also established that with the absence of central authorities,
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transactional processes skip the governing and regulatory processes due to which,
these transactions remain unidentified. Therefore, these findings of the literature
studies helped to develop a theoretical base for the complete research paper,
depending upon which, the conceptual model for the ongoing research paper was

developed.
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3 Methodology and Research Design

3.1 Overview

The methodology section that has been developed for completion of this research is
based upon the Research Onion Model propounded by (Saunders et al., 2016). As
mentioned within the Research Onion Model, all the layers or sections of it help to
implement a general and/or a more specific approach to it (Melnikovas, 2018). There
are six steps of this research model, the application of which helps the researcher to
implement a primary research process. Therefore, with the implementation of this
methodological approach, this chapter will develop a detailed discussion about the
research strategies and research approaches implemented within this research paper
(Omotayo and Kulatunga, 2015). The research onion developed for this research is as

follows:

Research approach: Inductive and deductive

boundary

Philosophy: Positivism/constructivism

Research design: exploratory study

Data collection: survey and

interview

Data  analysis:  survey
testing and hypothesis
testing  with  thematic

analysis

Figure 3: Research Onion model for this research
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3.2 Research Philosophy and Approach

Research philosophy is considered as the belief of the researcher that helps them to
conduct the entire process from its conception to data collection and data analysis
process and also allows them to draw inferences from the entire process while
identifying findings of the research (Rahi, 2017). As per (Ormston et al., 2014), there
are four main research philosophies around which the majority of the research
approaches revolve and these are Interpretivism, Realism, Positivism, and Pragmatism.
In this research, positivism has been chosen as the research philosophy for data
collection and analysis from the quantitative survey. As per (Kivunja and Kuyini, 2017),
a positivist approach helps researchers to analyse the research data from an objective
viewpoint. More specifically, while collecting and analysing the data collected from
research participants, positivist research philosophy would help the researchers to
eliminate the personal opinion of the respondents and use an objective approach for
the study. Therefore, as per (Antwi and Hamza, 2015), the entire approach of positivist
research philosophy implements an objective approach to measuring data with the
help of data manipulation and the analysis developed from this approach becomes
free from personal opinions of the research participants. As the primary aim of this
research is to understand the connection of implementation of virtual
Cryptocurrencies and lack of central authority with complications of anti-money
laundering policies, an objective approach would help the research to focus more upon
the data than the opinions of the participants. Therefore, with Internal realism as the
research ontology, positivism was chosen as the epistemology for the research
philosophy (Schmidt, 2016). Similarly, for the interview process of this research,
relativism was chosen as the research ontology, while constructivism was selected as

epistemology so that a constructive and exploratory study could be conducted.

While conducting any research, it is important to visualise or conceptualise the
complete process so that while collecting and analysing data, and drawing inferences
for the complete research process, reliability and authenticity of the process could be
maintained (Khan, 2014b). The research approach is considered as the process that
helps researchers from the commencement of the research to completion of it, with its

ability to help in conceptualisation of theoretical and conceptual models (Ormston et
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al., 2014). However, before selecting the research approach appropriate for the
research process, it is important to align it with the research philosophy so that all the
theories, approaches and ideas could be used in the favour of the research. As
mentioned in (Saunders et al., 2016), two primary research approaches are used for
the majority of the research processes, inductive approach and deductive approach.
The inductive research approach is a research process, which is a novel approach and
no previously conducted research are being used for the development of research
findings, on the other hand, the deductive approach helps to develop research findings
from previous research processes and no new research data or collected or analysed
(Khan, 2014a). As this research developed its conceptual framework and has
conceptualised surveys and interviews with research participants to collect data and
analyse them to draw the inference, a mixture of both inductive and deductive
approach have been selected for this research process (Creswell and Creswell, 2017).
With the identification of new data and analysing them to find answers to the research
guestion, the inductive-deductive approach to this research would help to the current

understanding of the research process.

3.3 Research Strategy

As mentioned by (Avella, 2016), there are two kinds of research design that are
implemented within research papers, qualitative and quantitative research design.
These are primarily data collection techniques, however; these processes help to draw
the inference, influenced by the modalities through which the data collection
strategies are conducted within the research. While quantitative research design is
associated with the collection of numerical data, qualitative research design focuses
upon data that could help to understand the information, conceived through research
processes (Palinkas et al., 2015). As the primary aim of this research is to understand
the way absence of central authorities and presence of virtual Cryptocurrencies is
increasing risk to anti-money laundering policies, this research requires a valid
discussion, data collection and trends mentioned by the experts as research
participants. Hence, as per this justification, opinions of the research participants

would be eliminated from the data analysis and collection process.
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Research strategies, on the other hand, are categorical guidelines, which are identified
at the beginning of the research process and through effective data collection and data
analysis methods, help to achieve the research objective identified for the process
(Wohlin and Aurum, 2015). There are three primary types of research strategies that
could be implemented to comply with the chosen research philosophy, research
approach and research design, and these are qualitative survey or interview,
quantitative survey and case study analysis. As per (Roller and Lavrakas, 2015),
qualitative survey or interviews are conducted in research, when it is important to
collect data from the practical world or to analyse the opinions of the experts about a
specific topic, to increase reliability and accuracy of the process. On the other hand,
guantitative surveys are conducted to collect numeric data regarding any topic, as a
qualitative approach cannot justify the complete research approach (Creswell and
Creswell, 2017). Hence, with the implementation of the mixed method (quantitative-
qualitative) approach to the research process, a group of research participants would
be included in the paper so that with honest responses of the participants, research
findings could be developed. Therefore, with identification of this research strategy
and research design, researchers would include a group of honest and knowledgeable
participants to obtain data for the accuracy and reliability of the research process

(Khan, 2014a).

3.4 Collection Primary Data

3.4.1 Sources

Designing questionnaire

Research questionnaire is a type of research instrument, in which a series of pre-
identified research questions that comply with the chosen research topic is
accumulated so that identification and accumulation of the research data, important
for effective research process could be identified (Taherdoost, 2016). However, before
developing the research questions, there are multiple aspects which should be taken
care of. The first aspect would be identifying the need of the research objective and

then develop substantive research questionnaires so that accurate answers to the

26



questions could be obtained (Ponto, 2015). Further, appropriate sampling, collection
of data, rate of response should be analysed in the research. Before the development
of the research questionnaire, these two crucial aspects should be taken into
consideration so that while developing questionnaire and survey questions, reliability
and accuracy could be maintained and research objectives could be achieved (Rahi,
2017). Further, all these steps are also important while conducting the survey and
developing research data so that knowledge needs and attitudes, as well as
perceptions of the research participants, could be used for the development of
substantive results. For this research process, all the research questions that were
included in the research survey questionnaire were closed-ended, while questions
included in the interview process were open-ended so that perceptions of the experts
could be identified (Watson, 2015). The identification of planning and possibility to
honest replies from respondents were important for the development and
achievement of the research objectives and hence, the decision of implementing
closed-ended questionnaire and open-ended interviews was taken in this research

(Taherdoost, 2016).
Research population

As mentioned by (Thomas, 2017), the research population are research participants
that are included in the research process so that with their responses accurate
research data could be collected and analysed. However, before including research
participants, multiple inclusion criteria were selected such as in-depth knowledge
about Cryptocurrencies and the way central authorities could be used for identification
and implementation of anti-money laundering policies. Therefore, after identifying and
verifying the profiles of the participants for their acceptance in the process, research

participants were selected.

In this research process, total 30 research participants were selected for the survey
and 10 participants were identified for the research process and therefore, with all the
inclusion and exclusion criteria, all these aspects were important for identification. As
per (George et al., 2014), while identification of research participants for the research,

it is important that rather than intuition for their selection in the process, researchers
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use inclusion and exclusion criteria. This helps by supporting the research with ethics,
accuracy and reliability for future research prospects. Hence, to comply with this
finding of Newington and Metcalfe (2014), the aforementioned inclusion and exclusion

criteria were selected for the identification of the participants.

However, for identification of the primary pool of the participation sample, random
sampling was conducted within the United Kingdom as well as Ireland so that experts
from both these countries and their knowledge could be used for getting the answers
to the research questions (Rahi, 2017). With random sampling for the primary
selection of the pool of participants, it was ensured that all these participants could be
provided with equal opportunity to take part in the survey questionnaire (Ponto,
2015). However, inclusion criteria were crafted for the identification of accurate
participants. The first criteria were associated with professions that make them
experts of Cryptocurrencies and understanding all their positive and negative aspects.
Secondly, it was also ensured that these participants are aware of the legislations of
the United Kingdom as well as the Republic of Ireland so that they could comment on
the anti-money laundering policies and relevant statutory enactments. Therefore,
these are the strategies that were implemented for the identification of appropriate

research participants.

3.4.2 Access and Ethical Issues

Ethical considerations are a set of guidelines or rules that help researchers to
understand the limitations for conducting their researches. As per Roberts and Allen
(2015), while leading any research, multiple guidelines and set of moral principles must
be complied with so that the findings of the research could be implemented for the
benefit of the society. As ethics are a primary set of principles or guidelines for a
healthy and progressive society, all the researchers require complying with these
guidelines for a reliable research process (Nardi, 2015). For this research as well, all the
participants were provided detailed research information and they were asked to
provide their consent letters if they are willing to take part in the research (Ruel et al.,

2015). Further, no participant below the age of 18 years was included in the research
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process to maintain the reliability and applicability of this research in future research

papers (Rea and Parker, 2014).

3.5 Approach to Data Analysis

As the complete research process is dependent upon the mixed methods such as, a
guantitative survey questionnaire and qualitative semi structured interviews, the data
analysis also included a mixed method approach including a statistical analysis and
thematic analysis. In this multiple themes were identified in association with the
interview data results and questionnaires results (Castleberry and Nolen, 2018). These
themes were then used to analyse all the data that fall under that specific theme. As
per Terry et al. (2017), thematic analysis is considered as a prominent research data
analysis process in which, all the themes that are identified are developed with data
collected from the research participants and hence it eliminates the chances of bias on
the part of the researcher as well as participants. Further, with thematic analysis, a
statistical analysis of all the survey question responses would be provided in the
Findings sections so that the analysis of collected data could become holistic. Finally, a
hypothesis testing using the Pearson coefficient and p-value (significance) would be
conducted for the survey so that the hypothesis could be testified. In this way, all the
relevant inferences from the collected data would be collaborated and included within
the research data analysis section, so that with existing theoretical analysis in the
literature review, practical data and its thematic analysis could also be deducted from

this research (Nowell et al., 2017).

3.6 Conclusion

While summarising this chapter, the crucial contribution of this chapter in the
achievement of the research goals should be re-established. The methodology is the
pathway that leads researcher towards the answers to the research question and
through the implementation of research philosophy, research approach, research
design and strategy, this pathway becomes guided and strategic for the achievement
of its target. In this research, positivism research philosophy was implemented with an

inductive-deductive research approach as it aimed to identify a research topic, which
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is novel and has rarely been worked upon. Further, with quantitative as well as
qualitative research design (Mixed Data Analysis) and data collection strategies, it
decided to include research participants, the knowledge and opinion of those would
help to identify the impact of lack of central authorities in increasing money laundering

associated risks for organisations.
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4 Presentation and Discussion of the Findings

4.1 Overview

This chapter of this dissertation discusses the data collection as well as data analysis
process depending upon the quantitative survey conducted to understand the impact
of governmental policies and central authorities upon the anti-money laundering
incidences of cryptocurrencies. All 30 survey respondents were provided with the
survey questions (Attached in Appendix) for more than a month so that they can
respond to the questions as per their convenience. After analysing these survey
qguestions, the hypotheses identified in the literature review chapter would be
analysed so that while discussing these results in the next section, a detailed analysis

of the primary variables included in this research could be obtained.

4.2 Findings

4.2.1 The response rate of the survey

As per (Hardigan et al., 2016), conducting a survey is considered as the most significant
type of quantitative analysis depending upon which, it becomes easier for researchers
to infer findings of any research question. Inclusion of an effective questionnaire with
multiple options and Likert scales, numeric values about the questions are obtained
and through this, interpretation of quantitative results becomes easier (Saleh and
Bista, 2017). However, in this case, it is important that every respondent included in
the study responds to the research questions as depending upon their responses, the
obtained results are considered reliable to be generalised for the entire society
(Funkhouser et al., 2017). This concept is known as the ‘response rate of survey’ and it
is known as the percentage of a number of participants that actually responded in the
survey compared to a total number of participants included in the study (Wei et al.,
2020). As this research survey was responded by all 30 professionals included in the

survey, the response rate of this survey is 100%.
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4.2.2 Descriptive data of the participants

All the 30 survey respondents were asked about their demographic details such as
their gender, their age group, their educational qualification as well as their

professional experience of being associated with the finance sector of their country.

Table 2: Gender of the respondents

Gender Number Percentage Cumulative
Percentage

Male 18 60 60

Female 12 40 100

Total 30 100

The responses identified that a total number of male and female respondents
participated in this research were 18 and 12 respectively, representing 60% and 40% of
the total percentage of the number of respondents. The graphical representation is as

follows:

Gender of respondents
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Figure 4: Graph of Gender of Respondents'

32



Similarly, upon asking about their age group, they were provided with five options.

Their responses have been provided in the tabular format in the following section:

Table 3: Age group of respondents

Age groups Numbers Percentages Cumulative
percentage

21-30 years 6 20 20
31-40 years 7 23.4 43.4
41-50 years 7 23.3 66.7
51-60 years 7 23.3 90
61 and above 3 10 100
Total 30 100

From this data table, it could be identified that a maximum number of survey
responded were in the age group of 31 to 40 years, 41 to 50 years, 51 to 60 years (as
all three age groups were present in equal numbers, 7 individuals each). Similarly, 6
individuals were associated with the 21 to 30 years of age group and 10% of the
participants were associated with age group 61 and above. The graphical

interpretation is as follows:
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Figure 5: Graph of Age group of respondents

Another question was asked to these survey respondents related to their educational
qualification and they were asked to respond on four options given to them. The

responses of these respondents are as follows:

Table 4: Educational background of respondents

Education group Numbers Percentage Cumulative
percentage
High School 1 33 33
Bachelor’s degree 3 10 13.3
Master’s degree 11 36.7 50
Doctorate 15 50 100
Total 30 100

Responses collected from the respondents upon this data table identified that majority
of the respondents that took part in this survey were having a doctorate degree, while

36.7% of respondents had master’s degree for finance associated education. 10% of
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the respondents were also from a bachelor’s degree and 1 individual also belonged to

the high school education. The graphical representation of these responses is as

follows:
Education background of the
respondents
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Figure 6:Educational background of respondents

The final question in this demographic detail of survey was associated with their
experience of association with the financial sector of the country and it was identified
that they were provided with four options to respond to. The responses collected have

been provided in the following section:

Table 5: Professional experience of respondents

Years of | Number of | Percentage Cumulative
experience respondents percentage

2 years 5 16.7 16.7
5 years 10 33.3 50
10 years 9 30 80
More than 10 years 6 20 20
Total 30 100
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Analysing this data table identified that majority of the respondents had 5 years of
experience of being associated with the financial sector of their country, while 30%
had 10 years of experience in a similar field. It was also identified that a total of 20% of

participants were associated with their financial sector for more than 10 years.

Hence, from this demographical analysis, it could be mentioned that maximum survey
respondents were associated with their finance sector for 5 years and had a degree of
a doctorate degree. Therefore, it could be mentioned that their responses are

significant and could help to find out the answers to the chosen research questions.

4.2.3 Opinion regarding your agreement/disagreement to these following statements

Under this theme, there were multiple statements asked the survey respondents so
that their attitude and responses could be collected for development and analysis of
this research. Upon asking the survey respondents about the importance of
Cryptocurrencies in 21t century’s transaction process, it was identified that more than
50% of the respondents ‘strongly agreed’ to the fact that Cryptocurrencies are an
important transactional method in the 21% century, while only 3% ‘strongly disagreed’
to this statement. Thus, collectively 59% of the respondents agreed to the notion that
Cryptocurrencies can be termed as an integral part of the modern transactional

system. The graphical representation is as follows:

15 (50%)

9 (30%)

Figure 7: Importance of Cryptocurrencies in 21st century’s transaction process
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Similarly, upon asking the convenience associated with Cryptocurrencies in comparison
with the traditional transactional method, it was identified that total 53.3% of the
respondents of this survey ‘strongly agreed’ to this statement and only 10% ‘strongly
disagreed’ to this statement. Therefore, if the total number of agreements associated
with statement are collected, total 58.3% of the respondents agreed to the fact that
Cryptocurrencies are much more convenient than the traditional transactional

methods. Hence, the graphical representation of this dataset is as follows:

20

(53.3%)
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3(10%) 0(0%) 0(0%)

Figure 8: convenience associated with Cryptocurrencies in comparison with a

traditional transactional method

Another statement was put for their response and this statement aimed to obtain their
responses upon ‘Cryptocurrencies and their association with money-laundering
activities around the world’. Upon this statement, it was identified that a huge number
of respondents (43.3% respondents) ‘strongly agreed’ to this notion, while 33.3%
‘agreed’ to this fact. Hence, total cumulative agreement with this statement is 76.6%,
which is most 23 respondents from 30 individuals included in the survey. Similarly, it
was identified that only 1 survey respondents disagreed to this statement and hence, a
unanimous agreement on this statement was identified. the graphical interpretation of

this data set is as follows:
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Figure 9: Cryptocurrencies association with money-laundering activities

The fourth question under this theme was associated with money laundering
associated complication due to improper analysis and almost every survey respondent
such as 43.3% of the survey respondents identified this statement as ‘strongly agreed’,
while 30% of the respondents ‘agreed’ to this statement. However, the significant part
of this response is that no respondent ‘disagreed’ to this statement and a total
agreement could be calculated as 73.3%. Hence, unanimously, every respondent
agreed to the fact that the analysis of cryptocurrency within money laundering issues
is one of the primary complications in the current financial world. The graphical

representation is as follows:
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Figure 10: Money laundering associated complication due to improper analysis

The final question under this theme was associated with assessing the attitude of

respondents identifying ‘role of every kind of Cryptocurrencies in money laundering,
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tax evasion and other financial terrorism associated activities’. It was found that more
than 56.7% of the respondents ‘strongly agreed’ to this statement and 20% of the
respondents ‘agreed’ to this statement. it was also identified that no respondents
‘disagreed’ to this statement and hence, a unanimous viewpoint of survey respondents
identified the role of Cryptocurrencies in money laundering, tax evasion and other
financial terrorism associated activities. The representation of this dataset is as

follows:
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Figure 11: Role of every kind of Cryptocurrencies in money laundering, tax evasion

and other financial terrorism associated activities

Therefore, all the data set in this theme identified that all the respondents
unanimously identified the analysis method of Cryptocurrencies as the primary reason

that associated it with complications such as tax evasion and financial terrorism.

4.2.4 Opinion about lack of central authorities and policies for containment of money

laundering using cryptocurrencies

Under this theme, all the survey respondents were asked 8 questions directly about
their viewpoint so that the illegal transactional process and involvement of
cryptocurrency could be linked. They were also asked about their point upon inclusion
of central authorities to control such activities in transactional processes. Hence, the
first question under this theme was identifying the ‘role of central authorities in the

containment of money laundering through Cryptocurrencies’. On this statement, more
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than 53% of the respondents ‘strongly agreed’ to this fact, while 30% said they
‘agreed’ to this fact. One significant fact of this response was no one disagreed to this
statement and therefore, a total of 84% individuals showed their agreement to the fact
that it is important to have a central authority for containment of money laundering

through Cryptocurrencies. The graphical representation of this dataset is as follows:
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Figure 12: lllegal transactional process and involvement of cryptocurrency

After this, all the survey respondents were asked about their opinion of inclusion of
governmental or non-governmental agencies as central authorities and it was found
that 60% of the respondents identified their ‘strong agreement’ with this fact.
Similarly, 30% of respondents identified that they ‘agree’ to the fact that central
authorities could be of governmental and non-governmental agencies. However, in
this response as well, no respondent identified their ‘strong disagreement’ with this
process and hence, it could be mentioned that a huge 90% of respondents agreed to
this given statement and agreed upon including governmental or non-governmental
agencies as central authorities. The graphical representation of this data set is as

follows:
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Figure 13: Opinion of inclusion of governmental or non-governmental agencies as

central authorities

The third statement which was asked to these survey respondents were associated
with the identification of ‘central authorities ability to control the illegal process by
identifying the source of the transaction. On this statement, 60% of the respondents
showed their ‘strong agreement’ with this statement and it was identified that 23.3%
responded with ‘I agree’ option. Similar to the previous statement, no respondent
chose the option of ‘strongly disagree’ and hence, it could be mentioned that on a 7
Likert scale, more than 83% of the survey respondents agreed that central authorities
would be a great help for controlling the illegal processes by identifying their sources.

The graphical representation of this data set is as follows:
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Figure 14: Central authorities ability to control the illegal process by identifying the

source of transaction
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Another question under this theme was asked to identify the responses or attitudes of
the respondents about ‘identifying the role of central authorities’ in increasing the
chances of tracking and tracing of channels included in money laundering processes.
Upon this statement maximum respondents (66.7%) strongly agreed that central
authorities do have a higher chance to track and trace for channels for money
laundering. Similarly, 23.3% of respondents agreed to this statement and therefore, a
total of 90% of the agreement was shown by the respondents upon this statement.
Finally, not a single disagreement upon this statement was found and hence, a

unanimous agreement upon this statement was found. The graphical representation is

as follows:
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Figure 15: Identifying the role of central authorities’ in increasing the chances of

tracking and tracing

After this question, all the respondents were asked about the crucial role of central
authorities in identifying the donor or receiver's identity involved in the system. Upon
this question, 63.3% of respondents strongly agreed that central authorities play a
crucial role in identifying and donor as well as receiver’s identity involved within the
system and it was mentioned that central authorities should be used in the
identification of people involved in this system. Similarly, 23.3% of respondents also
agreed to the point and therefore, total agreement on this question was found to be
86.6%, which is almost every research participant included in this study. The graphical

representation of this dataset is as follows:
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Figure 16: Crucial role of central authorities in identifying the donor or receiver's

identity

After this, research participants were assessed for their agreement on the statement,
‘governmental policies are outdated in controlling money laundering processes’ and
every respondent provided their response upon this statement. It was identified that
60% of the survey respondents strongly agreed to this statement and 20% of them
responded as ‘they agree’. Hence, total agreement upon this statement was 80%,
which is 24 out of 30 research participants. Only 1 out of 30 respondents strongly
disagreed to this statement-making disagreement percentage of 3.3%. Therefore,
unanimously, every respondent identified outdated governmental policies as the
complication for Cryptocurrencies involvement in money laundering policies. The

graphical representation is as follows:
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Figure 17: Governmental policies are outdated in controlling money laundering

processes

Another question was asked to understand the response of survey respondents about
their response upon ‘Governmental policies and legislation are non-functional due to
ethical considerations, anonymity and privacy of the electronic transaction methods’
and upon this statement, 56.7% of respondents provided their ‘strong agreement’.
Similarly, 23.3% of the respondents mentioned their agreement to this statement and
hence, it could be mentioned that majority of the survey respondents (80%) were
agreed to the fact that ethical considerations, anonymity and privacy of the electronic
transaction methods are making the governmental policies ineffective and non-

functioning. The graphical representation of this dataset is as follows:
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Figure 18: Governmental policies and legislation are non-functional due to ethical

considerations, anonymity and privacy of the electronic transaction methods
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The final statement under this theme and this survey process were associated with
respondent’s response upon ‘Governmental policies are failed in strict surveillance of
the illegal transaction with cryptocurrency’s involvement’. It was identified that 73.3%
of survey respondents strongly agreed to the fact that policies are failed in strict
surveillance of the illegal transaction with cryptocurrency and 13.3% agreed to this
same statement. Hence, huge support was obtained upon this statement as 86.6% of
the survey respondents were agreed to the abovementioned statement and only 3.3%

of disagreement was obtained. The graphical representation of this survey data is as

follows:
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Figure 19: Governmental policies are failed in strict surveillance of the illegal

transaction with cryptocurrency’s involvement

4.2.5 Hypothesis testing

H1: Anti-money laundering policies and their complications are the primary reason

for financial terrorism

Null H1: Anti-money laundering policies and their complications are not associated

with financing terrorism.

This hypothesis discusses towing primary variables such as ‘presence of complication in
anti-money laundering policies’ and ‘increasing financial terrorism’. To establish a

connection between this two, it was important to correlate the responses of the
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survey participants given upon questions related to these. Therefore, question number

8 and question number 9 were correlated with each other.

Table 6: Pearson Coefficient of Hypothesis 1 analysis

Question 8 Question 9
Question 8 1 0.575495623
Question 9 0.575495623 1

This Correlation co-efficient table identifies that both the data provided by survey
respondents in question 8 and question 9 are positively correlated with each other and
there is a linear relationship between complications of Cryptocurrencies and their
involvement in illegal activities such as money laundering and financial terrorism.
Hence, it could be mentioned that the correlation coefficient found are significant with

each other.

Table 7: Regression Coefficient of hypothesis 1

Coefficien | standar | t Stat P-value | Lower | Upper | Lower | Upper

ts d Error 95% 95% 95.0% | 95.0%

Intercept | 2.591104 | 0.9684 | 2.6754 | 0.0123 | 0.6072 | 4.5749 | 0.6072 | 4.5749
71 57 25 8 27 8 27

Analysis 0.59367 | 0.1594 |3.7236 | 0.0008 | 0.2670 | 0.9202 | 0.2670 | 0.9202
of money 31 71 77 9 5 9 5

launderin
g is
complicat

ed in the

presence
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Within this regression analysis table, it was identified that the p-value for the intercept
of these two data sets (question 8 and question 9) is 0.012 and the p-value of the
regression coefficient was found to be 0.0008. As the significant alpha p-value is 0.05
and both these p-values in regression analysis are less than the alpha value, the H1 is

statistically significant and null H1 is rejected.

H2: Central authorities are crucial for controlling money laundering through

Cryptocurrencies

Null H2: Central authorities are crucial, but they cannot control money laundering

through Cryptocurrencies

For the analysis of hypothesis two, two variables are identified ‘importance of central
authorities’ and their role in controlling Cryptocurrencies’. Hence, the survey questions
that discuss these two variables should be correlated with each other to find a direct
and linear relationship between these variables. Therefore, question number 10 and
12 would be statistically correlated for the Pearson as well as the regression coefficient

between these two datasets.

Table 8: Pearson Coefficient of Hypothesis 2 analysis

Question 10 Question 12
Question 10 1 0.69538405
Question 12 0.69538405 1

The Pearson co-efficient found associated with this research identified that both these
data set are strongly correlated with each other as the value is 0.695 and hence a
strong, direct and linear relationship between these two data set could be identified

from this correlation co-efficient analysis test.
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Table 9: Regression coefficient of hypothesis 2

Coefficie | Standa | t Stat | P- Lower | Upper | Lower | Upper
nts rd value | 95% 95% 95.0% | 95.0%
Error

Intercept 3.42823 | 0.9852 | 3.4796 | 0.0016 | 1.4101 | 5.4463 | 1.4101 | 5.4463

1 96 62 19 4 19 4
Central 0.4689 0.1553 | 3.0176 | 0.0053 | 0.1506 | 0.7871 | 0.1506 | 0.7871
authorities 87 17 78 03 96 03 96
are
important
for

containment
of money
laundering
through
Cryptocurre

ncies

Upon analyzing these two data sets of question 10 and question 12 through the
regression analysis process, this regression analysis table was obtained in which the p-
value of the intercept between these two data sets is identified as 0.0016. Similarly, it
was found that the p-value of the regression coefficient is 0.0053. In this case, it should
be analysed that both thee p-values are less than the alpha value (0.05) and hence, it
could be mentioned that there is a significant and positive relationship between the

chosen variables. Therefore, null H2 is rejected and the H2 is accepted.

H3: There is a connection between outdated governmental policies and lack of

central authorities and associated involvement of Cryptocurrencies
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Null H3: There is no connection between outdated governmental policies and lack of

central authorities and associated involvement of Cryptocurrencies

For the analysis of hypothesis 3, ‘lack of central authorities’ and ‘outdated
governmental policies’ should be the two variables that should be correlated with each
other as it is possible that due to outdated governmental policies, central authorities
are not being able to work effectively to control incidences of cryptocurrency
associated money laundering policies. Hence, in this case, question 15 (discusses
outdated governmental policies) and question 16 (discusses the limitations of central

authorities) would be correlated with each other.

Table 10: Pearson Coefficient of Hypothesis 3 analysis

Question 15 Question 16
Question 15 1 0.688103
Question 16 0.688103 1

This Pearson co-efficient analysis identified that the correlation between these two
datasets are positive and strong as the value is 0.688. This value identifies that both
these responses of the respondents are linear, direct and strongly correlated with each
other and hence, there is a direct relation between outdated governmental policies

and limitations of central authorities.

Table 11: Regression co-efficient of hypothesis 3

Coefficie | Standa | t Stat P- Lower | Upper | Lower | Upper
nts rd value | 95% 95% 95.0% | 95.0%
Error

Intercept | 2.97092 | 1.0831 | 2.7429 | 0.0104 | 0.7522 | 5.1895 | 0.7522 | 5.1895
04 67 98 81 59 81 59

Governme | 0.50741 | 0.1714 | 2.9592 | 0.0062 | 0.1561 | 0.8586 | 0.1561 | 0.8586
ntal 8 68 55 12 81 55 81 55

policies
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are
outdated
in
controlling
money
laundering

processes

This regression analysis table identifies that the inception p-value of both the datasets
is 0.010 and the o value of the complete regression analysis is 0.006. Hence, both
these values are less than the alpha value for p-value and hence, there is a strong and
significant relationship between the two chosen variables of this hypothesis.
Therefore, depending upon these analyses, the Null H3 is rejected and the H3 is

accepted.

Therefore, all these research hypotheses are proven to be true and significant

depending upon the quantitative and statistical data analysis method.

4.2.6 Thematic analysis of interview responses

After completion of the interview session with selected five professionals, there were
multiple themes of central ideas that were identified from their interview transcript.
However, depending upon the survey responses, it was important to accumulate al the
responses in three central themes so that effective discussion of their responses for
data analysis could be identified. This is the reason; the following central themes were

selected for thematic data analysis of the survey responses.

Lack of up-gradation in Cryptocurrencies

This first theme was associated with identification and analysis of lack of up-gradation

of Cryptocurrencies for its improved analysis and its role in money laundering
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activities. Upon asking about the lack of policies that could effectively improve or
upgrade the Cryptocurrencies, respondent 1 stated: “It is very unlikely that people who
are associated with such activities would actually help or allow the up-gradation of
Cryptocurrencies as it would be very stupid to stop their sole source of income”.
Respondent 2 and 3 also supported this fact and they mentioned that Cryptocurrencies
up-gradation has not been done as with changes; it could have introduced facilities to
track the usage of Cryptocurrencies. Therefore, it is said that organisations that are
responsible for up-gradation and development of Cryptocurrencies are not doing this
work as they are not willing to add features for tracking and identification of illegal
activities that are currently happening. Similar things were told by respondent 4 and 5
as they also questioned the authorities and termed it as a ‘strategy to hide from critical
governmental policies’. Therefore, from these responses and facts identified from the
interview held that authorities and departments that are responsible for the
development of new strategies should be taken under strict scrutiny so that

continuous and lawful up-gradation of the Cryptocurrencies could be made possible.

Limited governmental efforts

This theme is the most widespread fact and a phrase which was used by all the
interview candidates in their statement. There were three questions associated to this
theme in which it was aimed to identify the complications or limitations these experts
think their governmental (the UK and Irish governmental) policies have due to which;
they should be termed as limited. Upon asking this question, the respondent 1
candidly said that “why are you expecting governments to create rules for this, they
are not even concerned about the money laundering issues happening around!!!!”,
This statement directly implies that the government policies are not at all determined
to help to identify the loopholes in transaction process due to which, Cryptocurrencies
are being recognized as supporting strategy of money laundering issues. Respondent 2
and 4, on the other hand, thought that governmental policies are ‘okay’ but the people
executing and using it for their own ‘benefit’ are not using these strategies effectively
for the identification and control of money laundering through cryptocurrency.
Similarly, respondent 3 and 5 were also critical about the proper execution of the

governmental policies for control of money laundering issues of Cryptocurrencies.
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Hence, contradictory statements in all these respondents were identified in which,
two respondents said that the policies are outdated, while others thought that the

execution of the policies are outdated in nature.

Lack of central authorities in a cryptocurrency transaction

This theme has also been developed after receiving multiple statements from all the
interview respondents as they repeatedly mentioned the importance of central
authorities to control and maintain transparency in transactional methods with
Cryptocurrencies. While Respondent 1 and 4 identified the importance of central
authorities to ‘ethical means for every transactional steps’, respondent 2 and 3
identified its importance for economic governance of all the processes. All these
respondents identified the importance of governmental authorities due to which
central authorities should be developed and implemented in transactional processes.
This is the reason; the central authorities should be included in the cryptocurrency
associated transactional processes so that they could help in the development of the

ethical and transparent transactional method.

4.3 Discussion

Cryptocurrencies, being a popular transactional method have been identified as the
most efficient and effective transactional method of the 21%t century (Park et al.,
2018). However, there are instances such as a sudden drop of faith and belief in the
cryptocurrency transactional process and multiple rampant scams and corruptions that
have impacted the belief of organisations in this transactional method (Kaal and
Calcaterra, 2018). This is the main reason for which this research has been conducted
with an aim so that the importance of central authorities in transactional methods
associated with cryptocurrencies should be analysed and the governmental policies
that impact or governs this transactional method could be effectively discussed
(Soloviev and Belinskiy, 2018). Besides this, it also aimed to identify the loopholes such
as lack of central authorities as well as the inclusion of virtual Cryptocurrencies in
money laundering processes due to which threat upon transitory regulations are
increasing (Sun Yin et al., 2019). This is the reason, in this research with identification

of research participants from UK and Ireland for the survey as well as interview a
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holistic questionnaire was developed so that these participants could provide their
opinion on these questions and help to develop a comprehensive discussion about the
chosen topic for better and improved services (Wei et al., 2020). The study data (both
survey and interview data) identified that there is a need of central authorities in the

transactional process due to which, majority of these complications arise.

Anti-money laundering policies and their effect in controlling cryptocurrency

associated scams

Recent years have observed multiple complications in the global finance and
transactional methods and one among these, which has the huge impression of global
economic processes, is the cryptocurrencies (Dorofeyev et al., 2018) (Ford, 2018). The
impression of this transactional method could be identified from the fact that the FATF
has also identified the role of cryptocurrency as ‘virtual currency’ in developing and/or
and has identified it as one of the most widely used transactional method in all primary
organisations throughout the world (Dark et al., 2019). Despite this, it was identified
that Cryptocurrencies are involved in the money laundering processes and the
legislation/regulations are unable to control this system (Bakar and Rosbi, 2018). In
such condition, these digital technologies have developed or created as well as backed
by legislations due to which it is difficult to regulate or control them through other
governing bodies (Avdoshin and Lazarenko, 2018). In such condition, lack of central
authorities is increasing the risk of illegal transactions as no government body would
be able to track or trace the presence of tax evasion, money laundering or other
complications (Al-Suwaidi and Nobanee, 2020). This is the reason, in this research all
the survey respondents were also asked about a question that could identify the
importance of anti-money laundering policies and the way they can help organisations
to control the money-laundering issues (Covolo, 2019). Upon this, unanimous support
was given by all the survey and interview respondents as they identified that money
laundering policies are outdated and they should be modified from time to time so
that controlling and tracking of the transactional system could be made possible. In
this research survey, almost 84% of the survey respondents identified that central
authorities is also a crucial factor which should be included in the economic and

financial processes so that money laundering through cryptocurrencies could be
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controlled and future prospects as such could be eliminated. Hence, it is found that
anti-money laundering policies require to undergo certain reforms so that they could
control the cryptocurrency associated scams in financial processes (Auer and

Claessens, 2018).

Involvement of Cryptocurrencies in the money laundering process

Cryptocurrencies are not under any governmental or third-party scrutiny (Weber and
Kruisbergen, 2019). Therefore, a central author that can verify each transaction for its
authenticity is found to be missing in transaction methods using cryptocurrency
(Weber et al.,, 2019a). Cryptocurrencies are associated with money laundering
complications and lacking a proper tracking and tracing facilities due to its widespread
and inevitable anonymity creates complications for the governmental authorities that
lead to its deep and crucial association with money laundering complications (Houben
and Snyers, 2018). Cryptocurrencies are controlled or regulated within the European
Union with financial and economic laws. However, in multiple research paper of
Vandezande (2017), it was found that within the last decade, with the development
and inclusion of Cryptocurrencies and Bitcoins, the EU has developed multiple legal
frameworks, incorporated governing strategies through payment methods. This is the
reason, it was also chosen as a theme and multiple survey and interview questions
were asked to the respondents so that attitude and opinions of these professionals
could be identified and used for analysis (bin Zul Kepli and Zulhuda, 2019) (PHAT,
2018). It was identified from survey and interview results that Cryptocurrencies such as
Bitcoin and Ethereum increased illegal; activities such as money laundering, drug
dealing and tax evasions. This research found that the inclusion of multiple themes
such as enhanced anonymity, improper regulatory facilities, and governing abilities of
the economic strategies are working as complications. This is the reason that majority
of the governing organisations are not concerned about any of these policies that
could prevent or affect the ethical rights of their consumers. This is the reason; the
governmental policies are unable to control economic policies and financial terrorism

is increasing in an uncontrolled fashion (Navarro, 2019) (Kruisbergen et al., 2019).
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Cryptocurrencies in _money laundering processes and threat upon transitory

regulations

Central authorities and associated transitory regulations are important for transparent
and proper economic processes that could be monitored or regulated by governmental
or non-governmental processes (Dalla Pellegrina et al., 2020). As per Irwin and Turner
(2018), researchers established through a study that with increased implementation of
online transactions, limitless peer to peer financial or non-financial transactions, the
requirement of governing authorities and regulatory bodies have become secondary.
However, it is important that these transactional processes are regulated or controlled
through the online governmental processes so that the complication track or trace the
presence of tax evasion, money laundering or other complications (Parveen, 2020).
Hence, it was identified that governmental bodies are unable to develop a system,
which should be implemented for the regulation or control of usage of
Cryptocurrencies in situations associated with illegal activities (Zoldi and Murray,
2017). To understand this and its reach in economic facilities, it was identified that
experts also identified that every kind of cryptocurrencies are associated with illegal
transactional activities as well as multiple financial terrorism associated activities due
to which their processes were affected and thus, loopholes in the policies and
legislations were found to be the foremost reason for the increasing risk of utilizing
Cryptocurrencies for the money laundering processes (Bubnov and Yakhno, 2020)
(Lamberty and Poddey, 2020). Further, they also identify that due to continuous
development of the cryptocurrencies associated process impacted this process due to
which transitory regulation imposition becomes difficult (Naheem, 2020). This is the
reason that the governmental bodies are unable to implement effective mechanisms
for the control or regulation of the money laundering, tax evasion and financial
terrorism associated situations and the strategies associated with cryptocurrency
related money laundering have not been implemented in the economic or financial
regulatory system (Kethineni and Cao, 2019) (Kethineni et al., 2018). Likewise, the
survey and interview respondents in this research also identified this as one of the
most important factors that could have impacted and contributed in the connection of

cryptocurrencies with the money laundering processes (Collomb et al., 2019).
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4.4 Conclusion

After completion of this result and analysis section, this research identified that all the
30 survey respondents and 5 knowledgeable interview respondents identified a deep
connection between lack and weakness of governmental strategies and policies in
money laundering processes due to which the cryptocurrency associated illegal money
laundering events remain unnoticed. It was identified through their responses that if
the government implements a central authority for the continuous monitoring and
analysis of the transitory methods associated with cryptocurrency related processes,
the organisations will be able to control the money laundering and illegal financial

terrorism associated incidences.
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5 Concluding Thoughts on the Contribution of this Research, its Limitations and
Suggestions for Further Research

Conclusion of this research paper should re-establish and discuss the research aims
and objectives associated with this research paper and the research question should
be answered within this section. While this research focused on practical methods
such as conducting a survey and taking interviews of the experts, it also explores the
theoretical basis, in which a thorough discussion about the inclusion of the
cryptocurrencies in multiple illegal economic activities has been carried out. Therefore,
with completion of this mixed-method research and thematic analysis, this research
answers the research question selected during the commencement of research and
the following section discusses the implication of this research effectively while

discussing the answer to the research question.

5.1 Implications of Findings for the Research Questions

The findings collected from this extensive and ethically compliant and reliable research
process are far-reaching as while developing and conducting every part of this
research, ethical rules, regulations, and research associated guidelines have been
maintained. The strategies are chosen with respect to the topic, research philosophies,
approach, and design were finalised after mapping a framework of research and then
data collection and analysis were conducted so that everything works properly in a
synchronized format, like the research onion and its layers mentioned in the (Saunders
et al., 2016). Therefore, the implication of this research and its findings are relevant

and far-reaching.

The research also answers the chosen research question in the most comprehensive
way. It identifies that almost all types of cryptocurrencies present in economic
channels could be used as a means of money laundering due to their ability to skip
tracing and tracking system. Discussion and survey with experts identified three main
reasons behind this stealth ability of the cryptocurrencies and virtual money. The first
reason was associated with its lack of up-gradation. It was mentioned by experts
included in this research that with constantly changing society and its economic and

financial transitioning processes, the cryptocurrencies are not using upgraded

57



economic policies due to which it is difficult to trace them in financial exchanges. The
second reason identified in this research was the outdated nature of governmental
policies and strategies. Though a unanimous decision was lacking within this research
finding, the majority of the experts claimed that governmental policies of UK and
Ireland are not appropriate as these are outdated and are, therefore, unable to control
the money laundering or other illegal financial activities caused by cryptocurrencies.
Finally, the third reason was the lack of central authorities as this research identified
that lack of governmental or non-governmental central authorities was the reason due

to which, cryptocurrency was deeply involved in illegal money transferring processes.

5.2 Contributions and Limitations of the Research

This research has contributed by identifying the three primary complications such as
lack of up-gradation of cryptocurrencies for its tracking and tracing, lack of central
authorities and outdated governmental policies that made cryptocurrencies deeply
associated with illegal money transferring and financial terrorism associated
incidences. However, besides this, there were multiple limitations of this research that
could impact the applicability and reliability of this process. As this research included
only 30 research participants and in interview took the opinion of only 5 experts, it
could not be justified to generalise the data collected from this small pool of people, to
be implemented upon the entire society. Coppock (2019) also mentions the same
about in their paper as for generalising survey results, it should be conducted with a
large number of participants. Besides this, the presence of bias on the part of
respondents also impacted the reliability and applicability of the research. Thus, these

are certain limitations associated with this research.

5.3 Recommendations for Future Research

This research has wide opened multiple directions for conducting research associated
with this topic so that much more clarity could be brought upon. As this research
focuses upon the surveys and interviews conducted with experts of this genre that are
well aware of the financial and economic policies and mechanisms of Ireland and The
United Kingdom, it is possible that their responses are diplomatic and in favour of their

profession. Hence, in future, the researchers could conduct study upon the three key
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reasons identified for the association of cryptocurrencies with money laundering
processes which will help the entire society to think about the inclusion of this
transaction method in their professional and personal life. Further, to eliminate the
respondents’ bias, future researches could use governmental officials and their take on

this matter so that a bias-free and validated opinion could be included in the research.

5.4 Final Conclusion and Reflections

Completion of this research has been one of the most significant and crucial landmarks
in my educational career. In the past years, | have completed multiple crucial projects
that challenged my ability to gain knowledge about the topic, but this project
challenged my entire thought process, data applicability and reasoning skills. Hence,
through the completion of this research, | was able to improve my understanding and

was able to challenge my reasoning and questioning abilities.

In this situation, | should mention that | was able to abide by the process and strategies
| developed for the completion of this research and through multiple ups and downs, |
increased my confidence and knowledge that enhanced my ability to conduct this
complex research process. Besides this, for the completion of this research, | also
conducted interviews and surveys with multiple professionals and hence, it also

improved my communication and interaction abilities.

Therefore, while concluding this research, | would mention that this research
dissertation would always be one of the most crucial and significant parts of my life as
it helped me try and excel in multiple sections such as application of reasoning,
application of communication strategies, conducting surveys and implement statistical
analysis method for data interpretation. This project also allowed me to stay
influenced and focus upon my central topic, without being diverted to other sections
so that | could develop a relevant research process and hence, it would remain as one

of the most crucial and significant landmarks of my educational life.
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Appendices

Appendix A — (Research Questionnaire)

Personal identification questions:

1. Whatis your gender?

o Male

o Female

2. What is your age?

o 22-27
o 28-33
o 34-38
o Above 38

3. What is your highest qualification?

o High school
o Bachelor’s degree
o Master’s degree

o Doctorate

4. How long have you been associated with financial sector of your country?

o 2years
o Syears
o 10vyears

o more than 10 years



Opinion regarding your agreement/disagreement to these following statements

Strongly

disagree

Disagree

Somewhat

disagree

Neither
disagree
nor

agree

Somewhat

agree

Agree

Strongly

agree

Cryptocurrencies
are important for
transactional

processes in 21

century

Cryptocurrencies
are more
convenient and
important than
traditional
transaction

methods

Cryptocurrencies

are associated

with money
laundering
activities

Analysis of
money
laundering is

complicated  in
the presence of

money




laundering

Every kind of
Cryptocurrencies
are included in
money
laundering, tax
evasion and
other  financial
terrorism
associated

activities

Opinion about lack of central authorities and policies for containment of money

laundering using cryptocurrency

Strongly

disagree

Disagree

Somewhat

disagree

Neither
disagree
nor

agree

Somewhat

agree

Agree

Strongly

agree

Central
authorities  are
important for
containment  of
money
laundering
through

Cryptocurrencies

Central
authorities could
be of

governmental or




non-
governmental

agencies

Central

authorities help
to control the
illegal process by
identifying  the

source

Central
authorities
increases the
chance of
tracking and
tracing of
channels

included in
money

laundering

Central
authorities are
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Appendix B — (Interview Questions)

Questions for Interview

1.

What is your take on the involvement of cryptocurrencies in major scams,
corruption events and money laundering activities of recent time?

Do you think governments, central authorities, economic governing bodies
have failed to contain this crime within their territories?

What is your opinion on the policies and the continuously upgrading
cryptocurrency system?

Do you think, with implementation of governing body for such transactions,
money laundering issues would be controlled?

Would you support the fact that government’s efforts to limit these activities

are enough?



Appendix C — (Transcript of Interview)

1. What is your take on the involvement of cryptocurrencies in major scams,

corruption events and money laundering activities of recent time?

Respondent 1: “Yes!! It is true. | have seen multiple cases of huge money laundering
cases in cryptocurrencies. Remember few years back there was a case of scam of

South Korea, which was associated with this cryptocurrency transactional process”.

Respondent 2: “yes, as per my knowledge and experience, it is possible to involve
cryptocurrency in majority of the scams, corruption events and money laundering

activities of recent time”.

Respondent 3: “I think | will support this statement as cryptocurrencies are involved in
money laundering or any other illegal processes, but isn’t is possible with every

transactional method?”

Respondent 4: “Yes, 100%. All these virtual money transfer methods circulating here

and there are suspicious; they are illegal and must be stopped”.

Respondent 5: “Your Question is very important. Only if our governments can

understand the crucial nature of it and implement strategies to overcome it”.

2. Do you think governments, central authorities, economic governing bodies

have failed to contain this crime within their territories?

Respondent 1: “Yes, they should develop strategies to contain this crime but | feel they
are doing their best to trace and track such activities as this transactional method is
used by transparent organisations too. But, it is very unlikely that people who are
associated with such activities would actually help or allow the upgradation of

Cryptocurrencies as it would be very stupid to stop their sole source of income”.

Respondent 2: “Yes, they are failed. They should develop strategies to tackle such

activities more frequently”.



Respondent 3: “Yes big time!! | told you in my previous answer only that governments,
central authorities, economic governing bodies are failed but they will not do

anything”.

Respondent 4: “They should develop strategies, but that doesn’t mean they are
completely failed. We are discussing about it and that denotes that they have

identified few incidences due to which you are conducting this research”.

Respondent 5: “Yes you are right. They are failed.”

3. What is your opinion about the policies and the continuously upgrading

cryptocurrency system?

Respondent 1: “Policies are always outdated. They should review it after every
upgrade in the system as it will make it progressive and important. Why are you
expecting governments to create rules for this, they are not even concerned about the

money laundering issues happening around!!!1”.

Respondent 2: “Policies are old, ineffective and lacks ability to track and trace

situations associated with illegal activities”.

Respondent 3: “What to say, do we really have any policy for that? | Mean

government is not at all concerned about these illegal activities”.

Respondent 4: “Governmental policies are okay, but it needs upgradation. | wish

government upgrades it every 10 years.”

Respondent 5: | agree your point, continuous upgradation is required for identification

of illegal activities of cryptocurrencies.

4. Do you think, with implementation of governing body for such transactions,

money laundering issues would be controlled?

Respondent 1: “Yes, with implementation of governing body for such transactions,

money laundering issues would be controlled, | support it”.



Respondent 2: “Yes, it is possible, it can make improvement”.

Respondent 3: “Yes, but this should be known to out governmental bodies, and it can

make changes”.

Respondent 4: “Yes, but it cannot guarantee that money laundering will stop, can you

say this?”

Respondent 5: “Yes, there is a possibility with this”.

5. Would you support the fact that government’s efforts to limit these activities

are enough?

Respondent 1: “It is neither satisfactory, nor dissatisfactory”.
Respondent 2: “No, it’s not”.
Respondent 3: “Government has not even taking any action, there is no effort”.

Respondent 4: “| feel they are doing good, but there is a scope of improvement in

every field, isn't it?”

Respondent 5: “No No.....They should take more actions to contain it.”



