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Abstract 

Pharmaceutical computerized system validation remains documentation-intensive, consuming 

substantial project effort and impeding Pharma 4.0 adoption. The CSV market grew to $3.92B in 

2024 and is projected to reach $14.02B by 2037, highlighting the scale of optimization 

opportunity. This thesis addressed the tension between regulatory assurance and agility by 

developing and empirically evaluating a compliance-aware framework that uses Large Language 

Models to automate Operational Qualification (OQ) test generation from User Requirements 

Specifications (URS) under GAMP 5 (2nd ed.), 21 CFR Part 11, EU Annex 11, and ALCOA+ 

constraints. The methodology employed a five-agent, event-driven architecture (GAMP 

classifier, context provider, research analyst, SME consultant, OQ generator) with confidence-

gated handoffs, a fail-closed no-fallback policy, and full audit trails; evaluation used 30 synthetic 

URS spanning GAMP Categories 3–5, K=5 self-consistency, risk-based scoring aligned to 

ALCOA+, and predefined quantitative metrics. Results demonstrated 96.7% requirements 

coverage (target ≥95%), 91.3% categorization accuracy, and 7.4 minutes average processing per 

document. Migration to the open-source DeepSeek model reduced cost by 91% while preserving 

performance. Security controls achieved 100% semantic preservation with zero unsafe 

transformations; however, end-to-end completion was 76.7%, below the 90% reliability target, 

indicating variance and edge-case sensitivity. This research contributes the Compliance-Aware 

AI Engineering paradigm, establishing regulatory constraints as first-class design parameters, 

and validates a practical multi-agent architecture for auditable, GxP-aligned OQ generation. In 

practice, the framework offers a staged implementation path with measurable efficiency gains 

and clear governance (traceability, authority checks, documentation) suitable for regulated 

deployment. Future work should focus on variance reduction via reproducible multi-run 

protocols, expanded adversarial testing, and extension beyond OQ to IQ/PQ and multilingual 

corpora. 
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Chapter 1: Introduction 

The pharmaceutical industry is at a crossroads of digital transformation. Traditional 

Computerised System Validation (CSV) processes are time-consuming and labor-intensive, 66% 

of validation teams have reported an increased workload in the last year, and 25% of validation 

teams have reported that validation consumes more than 10 percent of project budgets (Kneat 

Solutions, 2025). The international CSV market, which is expected to reach $14.02 billion in 

2037 and currently stands at $3.92 billion (10.3% CAGR), demonstrates the magnitude of 

potential optimization (Research Nester, 2025). Among this validation burden, the OQ test case 

generation using the URS is one of the most labor-intensive elements. This inefficiency does not 

only hinder the implementation of Pharma 4.0 technologies but also generates a significant 

operational overhead incompatible with the agile, iterative nature of pharmaceutical 

manufacturing in the modern era. 

1.1 Problem Statement 

The life-sciences sector is in a dilemma between regulatory certainty and development 

flexibility. Although there are established frameworks, like Good Automated Manufacturing 

Practice (GAMP 5, 2 nd ed.), that offer structured ways of approaching validation (ISPE, 2022), 

it is labor-intensive and document-heavy. This poses a paradox that pharmaceutical companies 

have to be absolutely compliant to strict regulations and at the same time provide the flexibility 

to innovate and keep up with the fast changing technologies. Large Language Models (LLMs) 

offer a revolutionary chance to balance these conflicting interests. Contrary to conventional 

automation strategies, the features of LLMs make them uniquely applicable to CSV problems: 

the ability to interpret unstructured URS documents, interpret ambiguous requirements in terms 

of regulatory intent, and produce traceable test steps with built-in audit trails are well suited to 

CSVs documentation-centric demands (Wang et al., 2025). Such abilities make LLMs more than 

a validation automation tool, but a paradigm shift in validation methodology. However, this 

promise comes with significant challenges. Raja et al. (2024) are thorough in their discussion of 

computer system validation in the pharmaceutical industry, and they emphasize the paperwork 

involved when using a traditional method. Although some research has examined the quality 

assurance of AI systems in an industrial setting (Wang et al., 2024), there are no empirical 

studies quantifying the compliance of LLM-generated test scripts with GxP regulatory 

requirements traceability, ALCOA+ compliance, and audit readiness, as well as the security risks 

(Dur a et al., 2022; Gokulakrishnan and Venkataraman, 2024). This disparity leaves the life-

sciences industry without evidence-based models of implementing LLMs in CSV workflows 

without jeopardizing compliance- a risk that no pharmaceutical company can afford to take. 

Table 1.1: Definitions and Delimitations 

Term Definition Delimitation 

CSV Computerised System 

Validation - written proof that 

a system works as it should. 

Concentrates on the 

Operational Qualification 

(OQ) stage; the Installation 

Qualification (IQ) and 

Performance Qualification 
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Term Definition Delimitation 

(PQ) will be postponed. 

URS User Requirements 

Specification - functional and 

regulatory requirements 

baseline repository. 

Proprietary data can be 

avoided, using synthetic or 

public-domain URS 

documents. 

OQ Operational Qualification - 

phase where the system is 

checked that it functions 

according to the specifications 

under specified conditions. 

The scripts that are generated 

and evaluated are only OQ 

scripts. 

GxP General term of Good 

Practices regulations 

(e.g. GMP, GLP, GDP) that 

regulate life-science quality. 

Context pharmaceutical and 

biopharmaceutical 

manufacturing. 

ALCOA+ Acronym of data-integrity: 

Attributable, Legible, 

Contemporaneous, Original, 

Accurate, Complete, 

Consistent, Enduring, 

Available 

Acts as a prism to speak about 

data-integrity implications. 

1.2 Research Gap and Justification 

The existing state of affairs shows three important gaps in empirical evidence, which this study 

overcomes: Current research on AI in pharmaceuticals is concentrated on predictive analytics 

and process optimization, but not on the specifics of the creation of compliant documentation. 

Correctness is the quality attribute that is of paramount importance in AI quality assurance 

(Wang et al., 2024), and it received the highest median importance rating of all quality attributes 

examined. Nonetheless, the regulatory compliance requirements of the pharmaceutical context 

have not been studied. Second, when addressing security considerations during the deployment 

of LLM they are usually considered in a vacuum of compliance requirements. Such separation 

overlooks that security vulnerabilities in LLM output, e.g. data leakage or insecure test logic, 

directly impair data integrity, and may cause non-conformance with regulatory requirements, e.g. 

violating ALCOA+ principles of Accuracy, Completeness, and Consistency (Dur a et al., 2022). 

Any CSV solution based on LLM has to strike a balance between security and compliance. 

Third, there are no measurable indicators to assess LLM-generated validation artifacts, which 

makes practitioners unable to assess them using objective criteria. Although the FDA draft 

guidance on Computer Software Assurance (FDA, 2022a) focuses on risk-based strategies, it 

does not cover the unique problems of comparing AI-generated test scripts to regulatory 

requirements. 
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1.3 Aims and Objectives 

The primary aim of this research is to develop and validate a comprehensive framework for 

leveraging Large Language Models in Computerised System Validation while maintaining full 

regulatory compliance and system security. 

Specific objectives include: 

1. Design and implement a proof-of-concept LLM-based prototype capable of generating 

OQ test scripts that satisfy GAMP 5 (2nd ed.) criteria (requirements coverage, 

unambiguous test steps) and 21 CFR Part 11.10(e) requirements for audit trails (FDA, 

2003). The prototype will utilize open-source models to ensure reproducibility and 

transparency. 

2. Quantitatively evaluate efficiency improvements through metrics including: 

– Time reduction in test script generation (design target: aligned with industry 

benchmarks showing 20-50% efficiency gains through automation, per McKinsey 

2023) 

– Requirements coverage percentage (design goal: ≥90%) 

– False positive/negative rates in test case generation (target threshold: <5%) 

– Human oversight requirements (measured in person-hours per validation cycle) 

3. Conduct comprehensive security assessment addressing OWASP LLM Top 10 risks 

(OWASP, 2023), with particular focus on: 

– LLM02: Insecure Output Handling 

– LLM06: Sensitive Information Disclosure 

– LLM01: Prompt injection vulnerabilities 

– Implementation of effective mitigation strategies (target effectiveness: >90%) 

4. Validate alignment with regulatory frameworks through: 

– Traceability scoring (URS→test step mapping) with target of ≥95% 

– ALCOA+ adherence rating across all nine principles (Gokulakrishnan and 

Venkataraman, 2024) 

– Documentation quality metrics per GAMP 5 (2nd ed.) standards 

– 21 CFR Part 11 compliance checklist completion (target: 100%) 

1.4 Research Questions 

Primary Research Question: To what extent can LLM-driven test generation enhance CSV 

efficiency in the life-sciences domain while maintaining security and regulatory compliance, and 

what level of human-in-the-loop review is required to ensure LLM outputs meet GxP standards? 

Table 1.2: Research Questions and Evaluation Metrics 

Research Question Key Metrics Target Threshold Evaluation Method 

RQ1: To what extent 

do LLM-generated 

OQ scripts satisfy 

GAMP 5 (2nd ed.) 

Requirements 

coverage, Audit trail 

completeness 

≥90%, 100% Automated scoring + 

Expert review 
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Research Question Key Metrics Target Threshold Evaluation Method 

criteria and 21 CFR 

Part 11.10(e) audit 

trail requirements? 

RQ2: What 

quantifiable efficiency 

gains are achieved 

compared to manual 

approaches? 

Time reduction, Cost 

savings 

Empirically 

measured; scenario-

based analysis (20-

50% testing time 

reduction per 

McKinsey 2023; up to 

30% IT cost savings) 

Time-motion study, 

TCO analysis 

RQ3: Which OWASP 

LLM Top 10 risks 

manifest in LLM-

generated scripts, and 

how effectively can 

prompt engineering 

safeguards mitigate 

them? 

OWASP risk 

incidents, Mitigation 

effectiveness 

<5%, >90% Penetration testing, 

Static analysis 

RQ4: What level of 

human oversight 

ensures LLM outputs 

meet GxP standards? 

Review hours/cycle, 

Error detection rate 

<10h, >95% Process monitoring, 

Error logs 

1.5 Significance of the Study 

1.5.1 Industry Impact 

This study offers numerated efficiency standards that allow CSV teams to estimate Return on 

Investment (ROI) of LLM adoption. The scope of CSV investment is also significant as the 

industry data indicates that 25 percent of organizations are investing more than 10 percent of 

their project budgets in validation, and 58 percent have implemented digital validation systems 

(up 30 percent in 2024), with 56 percent of adopters reporting that ROI met or exceeded their 

expectations (State of Validation, 2025). McKinsey research (2023) shows that modernization 

helps pharmaceutical companies to reduce testing time by 50 percent and free up 30 percent of 

IT expenditure, and MLOps-enabled companies can increase EBIT by up to 20 percent. The OQ 

phase efficiency gains may result in material per-system savings. Since regulators do not publish 

reliable global numbers of CSV projects per year, it is more appropriate to provide scenario-

based examples of aggregate savings (e.g., per site or portfolio) than a single global total. 

Material cost reductions can be realized materially with conservative assumptions of partial 

adoption and realized efficiency gains, and organizations can remain compliant. Moreover, this 

paper is directly relevant to the FDA Computer Software Assurance initiative (FDA, 2022a) that 

promotes the use of risk-based validation. By proving that the paradigm shift can be facilitated 

by the use of LLMs, the research provides a feasible way the industry can adopt. 
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1.5.2 Theoretical Contribution 

The study introduces a model of Compliance-Aware AI Engineering, which is the systematic 

incorporation of regulatory requirements into the design constraints of the AI systems in the first 

place. The paradigm shifts regulatory frameworks not to be a hindrance but as quality assurance 

specifications that steer the development of AI towards more resilient and trustworthy solutions. 

The work contributes to the current theory of software engineering by illustrating how LLMs can 

help fill the gap between natural language requirements and formal test specifications, which 

Wang et al. (2025) described as one of the main problems in AI-driven software engineering. 

1.5.3 Practical Deliverables 

The research produces: 

• Open-source LLM-based CSV prototype with documented architecture 

• Quantitative benchmark dataset validated against real-world URS documents 

• Security assessment framework specific to pharmaceutical AI applications incorporating 

ALCOA+ principles (Durá et al., 2022) 

• Implementation roadmap aligned with FDA guidance on Computer Software Assurance 

(FDA, 2022a) 

• Training materials addressing the knowledge gaps identified by Tetik et al. (2024) in 

health information system adoption 

1.6 Methodological Framework 

This research employs a Design Science Research (DSR) paradigm (Hevner and Chatterjee, 

2010), constructing and evaluating an LLM-based CSV prototype through rigorous empirical 

methods. 

Prototype Development: Iterative construction utilizing state-of-the-art LLMs fine-tuned on 

pharmaceutical documentation, incorporating ALCOA+ principles at the architectural level as 

defined by Gokulakrishnan and Venkataraman (2024). 

Evaluation Framework: Five-fold cross-validation on 10-15 synthetic URS datasets, measuring: 

• Efficiency metrics: Time-to-generate, CPU utilization, cost per validation 

• Effectiveness metrics: Requirements coverage (%), defect detection rate, test step clarity 

score 

• Compliance metrics: Traceability score, ALCOA+ adherence rating per Durá et 

al. (2022) 

• Security metrics: OWASP LLM risk incidence rate, vulnerability density 

• Human oversight metrics: False-positive rate, review time per script 

Ethical Considerations: All research activities comply with institutional ethics guidelines, 

utilizing only synthetic datasets to ensure no exposure of proprietary pharmaceutical data while 

maintaining realistic complexity. 
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1.7 Thesis Structure 

Chapter 2: Literature Review - Systematic analysis of CSV evolution, AI applications in 

pharmaceuticals, LLM capabilities, and regulatory frameworks, identifying the precise research 

gap at their intersection. 

Chapter 3: Research Methodology - Detailed DSR approach, prototype architecture, evaluation 

criteria, and statistical methods for hypothesis testing. 

Chapter 4: Results and Analysis - Quantitative findings on efficiency gains, security assessment 

results, compliance validation, and optimal human-AI collaboration models. 

Chapter 5: Conclusions and Future Work - Synthesis of findings, limitations, and roadmap for 

industry implementation. 

1.8 Limitations and Scope 

This research acknowledges several boundaries: 

• Focus on OQ phase only; IQ and PQ phases require separate investigation 

• Synthetic URS datasets may not capture all proprietary format variations 

• Security testing simulates threat models without live penetration testing 

• Findings may not generalize to all therapeutic areas or regulatory jurisdictions 

• LLM version dependencies require careful management for reproducibility 

Key Finding: Findings may not generalize to IQ/PQ phases or proprietary URS formats. Security 

tests simulate threat models but exclude live system penetration testing. 
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Chapter 2 - Literature Review: From Traditional CSV to AI-

Enabled Validation 

2.1 Methodology: Literature Search and Selection Strategy 
This literature review summarizes the studies at the convergence of pharmaceutical Computer 

System Validation (CSV), Computer Software Assurance (CSA), and Large Language Model 

(LLM) capabilities. The search strategy was used to systematically explore three overlapping 

areas: the regulatory shift toward CSA in pharmaceutical settings; technical possibilities and 

constraints of LLMs in software testing and validation; and empirical data on the use of AI in 

regulated pharmaceutical settings. This synthesis forms the theoretical and practical basis of how 

the LLM technologies can reshape the pharmaceutical validation practices without 

compromising regulatory compliance and patient safety. 

Figure 2.1 Computerized system (Raja et al., 2024).

 

2.1.1 Database Selection and Search Protocol 

The search covered seven primary databases: PubMed/MEDLINE for biomedical literature, 

IEEE Xplore for technical implementations, Web of Science for cross-disciplinary research, 

ScienceDirect for pharmaceutical sciences, arXiv for emerging AI research, regulatory databases 

(FDA, EMA, ICH) for guidance documents, and industry repositories (ISPE, PDA) for practical 

guidelines. This multi-database approach ensured comprehensive coverage across regulatory, 

technical, and practical dimensions. 

Figure 2.2: Multi-Database Literature Search Architecture 
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The search strategy employed a Boolean combination of three concept clusters designed to 

capture the intersection of pharmaceutical validation and AI technologies: 

Cluster A (Pharmaceutical Validation Context): (“computer system* validation” OR “CSV” 

OR “computer software assurance” OR “CSA” OR “GAMP 5” OR “GAMP5”) AND 

(“pharmaceutical*” OR “pharma” OR “GxP” OR “21 CFR Part 11” OR “Annex 11” OR “data 

integrity” OR “ALCOA+”) 

Cluster B (AI/LLM Technologies): (“large language model” OR ”LLM” OR ”GPT” OR 

“BERT” OR “transformer model” OR ”generative AI” OR ”artificial intelligence”) AND (”test 

generation” OR “test* automation” OR “validation autom” OR ”code generation” OR 

”requirement analysis”) 

Cluster C (Quality and Compliance): (“quality assurance” OR “QA” OR “regulatory 

compliance” OR “risk assessment” OR “critical thinking” OR “patient safety”) AND 

(“automation” OR “efficiency” OR “digital transformation”) 

The search was constructed as: (A OR (A AND B) OR (A AND C) OR (B AND C)), ensuring 

capture of papers addressing any meaningful intersection of these domains. 

2.1.2 Temporal and Quality Constraints 

The review focused on publications between 2020 and 2025 in order to capture the latest 

regulatory thinking and the current state of AI capabilities. However, landmark papers that laid 

down important concepts (e.g., ALCOA principles, risk-based validation frameworks) were 

included irrespective of the date of publication. The language was limited to English to reflect 

the predominance of English in regulatory guidance and AI research. 

2.1.3 Selection Criteria 

Inclusion criteria included: - Empirical studies that are peer-reviewed on the implementation of 

CSV/CSA in pharmaceutical settings - Regulatory guidance documents and official 
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interpretations by recognized authorities - Technical papers that demonstrate the capabilities of 

LLM in transforming validation tasks - Industry standards and best practice guidelines by 

recognized bodies - Case studies documenting real-life transformations of validation in the 

pharmaceutical industry - Theoretical frameworks on AI governance in regulated environments 

Exclusion criteria excluded: - Marketing materials and vendor white papers that lack empirical 

evidence - Opinion pieces that cannot be shown to have a systematic analysis or evidence basis - 

Conference abstracts that do not contain full papers (unless presenting original empirical data) - 

Duplicative publications or redundant reports of the same study - Papers that deal solely with 

medical device validation without pharmaceutical implications 

2.1.4 Evidence Hierarchy Framework 

To account for the diverse nature of sources spanning regulatory, technical, and practical 

domains, a modified evidence hierarchy was developed: 

Tier 1: Regulatory Requirements  

• Final Guidance Documents (FDA, EMA, ICH)  

• Draft Guidance with Industry Comments  

• Regulatory Science Research 

Tier 2: Systematic Evidence Systematic Reviews and Meta-analyses  

• Controlled Empirical Studies  

• Validated Frameworks and Models 

Tier 3: Implementation Evidence  

• Multi-site Case Studies  

• Industry Surveys (n>100)  

• Benchmarking Studies 

Tier 4: Technical Demonstrations  

• Peer-reviewed Technical Papers  

• Reproducible Implementations  

• Technical Specifications  

• Open-Source Documentation 

Tier 5: Grey Literature  

• Industry Surveys  

• Consultant Reports  
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• Thesis and Dissertations  

• Internal Company Studies 

This is a hierarchical structure where regulatory requirements are placed at the lower level of 

understanding and academic research provides the evidentiary support to innovations that do not 

cross the lines of established compliance. Considering that the development of LLM is getting 

faster, the methodology takes into account the time gap between peer-reviewed literature and 

practice. A systematic search strategy identified 2,847 initial citations, which were narrowed 

down by title-and-abstract screening to 487 potentially relevant papers, and then additional 

narrowed to 126 core papers that directly address the overlap between LLM capabilities and 

pharmaceutical validation needs. The following thematic analyses are based on these papers that 

form the empirical background. 
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Figure 2.3: PRISMA Literature Selection Flow
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Figure 2.4: Evidence Hierarchy Framework
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2.1.5 Methodological Quality Assessment 

Although not prospectively registered in PROSPERO or the Open Science Framework, a critical 

quality appraisal assessment was done post hoc. Only a single reviewer conducted the screening, 

which may have subjected it to selection bias because of the resource constraints. To partially 

overcome this limitation, a random sample of 10 % of the excluded papers was re-reviewed two 

weeks later with 92 % agreement on the exclusion decision. The quality of studies was assessed 

using a modified Critical Appraisal Skills Programme checklist of empirical studies and the 

Appraisal of Guidelines for Research and Evaluation instrument of regulatory guidance 

documents. Out of 67 empirical studies, 51 (76 %) were high quality, 12 (18 %) moderate quality 

and 4 (6 %) low quality. Low-quality studies were also included with their results being used in 

the synthesis with reasonable caution. 

 

 

2.2 Thematic Literature Review 

2.2.1 Theme 1: Computerised System Validation (CSV to CSA) 

The pharmaceutical industry has undergone a paradigm shift in its perception of the 

computerised system validation over the past ten years since the practice was shown to prevent 

innovations and agility despite its adherence to the standards. Raja et al. (2024) review the 

traditional CSV practices in detail and refer to them as documentation-heavy procedures that are 

more concerned with the procedural adherence rather than the risk-based mindset. In their 

review, CSV is a systematic process that confirms operation within predefined parameters and 

validation is a concrete evidence that processes are within a predefined specification. Although 

the findings of Raja et al. are compelling, the study sample is biased towards large 

pharmaceutical companies with a well-developed quality system, which may be biased against 

the problems that smaller biotechnology companies and contract manufacturing organisations 

encounter because of more limited resources. 

Recent industry data provides critical context for these challenges. The 2025 State of Validation 

survey (n=329) revealed that 66 percent of validation teams are experiencing more work than in 

the past year, and 25 percent said that validation is consuming more than 10 percent of project 

budgets. Digital validation use has grown at a rapid pace to 58% in 2025 (up 30% in 2024), with 

an additional 35% responding that they plan to use it, bringing the total use/planning to 93%. Out 

of adopters of digital validation, 56 percent say they are meeting or exceeding their ROI 

expectations, but only 16 percent are currently applying AI in validation with 28 percent saying 

they intend to do so ( State of Validation, 2025). 

McKinsey pharmaceutical digital transformation (2023) shows more evidence of efficiency 

potential. Firms that apply product-based operations model reduced testing time by 50 percent 

and product delivery increased by 20 percent. Companies that have implemented MLOps 

strategies have increased EBIT by up to 20 percent and modernization initiatives can release 30 

percent of IT budget to focus on strategic priorities. The most prominent pharma companies are 

currently spending at least 20 percent of EBITDA on digital and analytics initiatives to drive 
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transformational change (McKinsey, 2023). These patterns demonstrate not only the current 

necessity of efficiency but also the active search of technological solutions by the industry. 

Under the guidance of the International Society for Pharmaceutical Engineering (ISPE 2022), the 

GAMP 5 (2nd ed.) framework has developed a risk-based validation methodology, which in 

theory reduces the burden of validation. Yet implementation challenges have been substantial. 

The challenges of implementing the GAMP 5 (2 nd ed.) framework have been documented 

widely in industry standards. As suggested in the International Society for Pharmaceutical 

Engineering guidance (ISPE 2022), most pharmaceutical companies still adhere to the strictest 

level of validation of all systems regardless of the risk-based framework proposed in GAMP 5 (2 

nd edition). This trend towards blanket validation irrespective of the outcome of risk assessment 

is due to regulatory uncertainty and a cautious interpretation of validation requirements. It is well 

known that validation teams tend to overdocument as a precautionary measure against future 

regulatory findings (FDA, 2022a). 

A paradigm shift of this documentation-based approach is Computer Software Assurance (CSA). 

The proposed guidance on CSA by the FDA (FDA, 2022a) openly supports the concept of 

critical thinking over documentation and risk-based validation approaches over the one-size-fits-

all approach. A series of critical differentiators characterize this transition and revolutionize the 

validation environment. First, CSA is centered on the sufficiency of tests rather than a test of all 

features. Second, it promotes the use of unscripted testing on lower risk features, since scripted 

testing is not always the most appropriate method to provide assurance. Third, CSA encourages 

use of vendor documentation and testing to reduce duplicating validation efforts. Fourth, it does 

not stress the adherence to the procedure but patient safety and product quality. The guidance 

that the FDA has provided regarding the CSA is still in draft form (as of December 2024), which 

may change dramatically affecting the adoption rates and implementation plans. 

The pioneers are starting to present empirical data on the effectiveness of CSA. Early users of 

CSA principles have started to show quantifiable advantages. According to industry reports and 

guidance documents published by the International Society for Pharmaceutical Engineering 

(ISPE 2022), organisations that have adopted CSA strategies have realised dramatic reductions 

in the volume of validation documentation and the validation cycle time. In the draft guidance on 

Computer Software Assurance, the FDA highlights such critical success factors as executive 

sponsorship, extensive training programmes, and a phased implementation that starts with lower-

risk systems (FDA, 2022a). Nevertheless, early implementations have been mostly within 

organisations that are above average in terms of digital maturity and have significant change 

management resources, which may restrict the generalisability of the findings across the entire 

pharmaceutical industry where resource constraints and legacy system issues continue to be a 

major barrier. 

Yet the transition faces significant barriers. The problem of regulatory uncertainty can be listed 

among the most significant because quality assurance professionals have expressed their 

concerns regarding the willingness of the inspectors to accept the reduced documentation. 

Industry observation and regulatory guidance materials note that fear of regulatory rejection is a 

leading barrier to CSA adoption. The draft guidance published by the FDA (FDA, 2022a) 

addresses this issue by underlining the idea that well-managed risk-based strategies are 

acceptable and even welcome. Combining this with the fact that the CSA draft guidance issued 

by FDA does not specify prescriptive implementation requirements, but merely principles. 
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Cultural resistance within organisations presents another substantial challenge. Organizational 

culture research findings reported in the pharmaceutical technology acceptance literature 

demonstrate deep-rooted attitudes in which validation teams perceive complete documentation as 

protection of their professionalism. Study of the application of the Technology Acceptance 

Model in healthcare (Holden & Karsh 2010) indicates that this kind of cultural resistance is 

specifically strong in highly regulated settings where documentation has traditionally been used 

as a means of evidence of compliance. This cultural tendency is particularly strong in 

organisations with a history of U.S. Food and Drug Administration warning letters or consent 

decrees, and conservative practices are embedded. 

Implications of effective CSV-to-CSA transition on change management go beyond the technical 

sphere. The move to CSA can be viewed as the evolution of maturity. Industry guidelines and 

regulatory documents propose successive adaption phases of CSV policies and practices: 

traditional CSV approaches, risk-aware CSV implementation, hybrid CSV-CSA models, mature 

CSA adoption, and optimised CSA practices. The current industry trends (author observation 

based on industry engagement) are that most organisations are still in transitional stages, with 

most of them implementing CSA concepts selectively and retaining traditional approaches to 

critical systems (ISPE 2022; FDA, 2022a). The model underlines that the progression does not 

only concern the changes in the process but also the deep-seated changes in the organisational 

culture, skills and quality mindset. 

Industry adoption patterns reveal interesting geographical and sector variations. Regional 

variations in CSA adoption reflect different regulatory environments. Pharmaceutical companies 

in Europe that operate under the rules of the European Medicines Agency Annex 11, which 

already focus on risk-based approaches, have been more willing to embrace CSA principles than 

their US counterparts, which are adjusting to the evolving draft guidance framework (European 

Commission 2011; FDA, 2022a). Less likely to reject CSA principles than conventional 

pharmaceutical producers are biotechnology firms, perhaps because their organisational cultures 

are more nimble and their quality systems more youthful. What is not represented in current 

literature, however, are the views of generic pharmaceutical manufacturers operating under very 

tight cost constraints, small/virtual pharmaceutical companies with cloud-native quality 

management systems, and, most importantly, the views of regulatory inspectors and notified 

bodies who are the ultimate arbiters of CSA strategies in terms of their compliance with audit 

requirements. 

Relevant updates to the European Medicines Agency Annex 11 (expected by December 2024; 

readers should check the current status), could also contribute to European adoption trends and 

even harmonisation of transatlantic risk-based validation practices. 

The role of technology in the process of this transition cannot be overemphasised. Newer 

validation systems, which have the inclusion of risk assessment systems, auto documentation, 

and inbuilt testing facilities, are emerging to be the facilitators of the CSA adoption. Technology 

plays a major role in providing CSA adoption and the recent empirical evidence has been 

summarized in Table 2.1. Organisations that have implemented integrated validation platform 

with in-built risk assessment and automated documentation have shown greater efficiency in 

CSA implementation compared to those that have resorted to traditional document-based CSA 

implementation (Raja et al. 2024). Critical thinking, which CSA encourages, has become easier 

with these platforms, which provide real-time risk visualisation and decision support tools. 
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Table 2.1: Summary of Key Studies and Guidance on CSV to CSA Evolution 

Source Type Context Key Finding Notes 

Raja et al. (2024) Empirical review CSV in 

pharmaceutical 

industry 

Traditional CSV 

is 

documentation-

intensive and 

resource-heavy; 

adoption 

challenges 

persist 

Focus on large 

pharma 

companies 

FDA (2022a) Draft guidance Computer 

Software 

Assurance 

Promotes critical 

thinking over 

documentation, 

risk-based 

approaches 

Draft guidance 

ISPE (2022) Industry standard GAMP 5 (2nd 

ed.) 

implementation 

Risk-based 

validation 

framework, but 

implementation 

challenges 

persist 

Industry best 

practices 

Holden & Karsh 

(2010) 

TAM research Technology 

acceptance in 

healthcare 

Cultural 

resistance strong 

in regulated 

environments 

Healthcare-

specific findings 

European 

Medicines 

Agency (2011) 

Regulatory 

guidance 

Annex 11 

computerised 

systems 

Risk-based 

approach already 

embedded in EU 

framework 

Established EU 

requirements 

 

¹ Regulatory status should be verified at time of reading. ² Regulatory status should be verified at 

time of reading. ³ Regulatory status should be verified at time of reading. 

Thematic Synthesis: Computerised System Validation Evolution 

The transition from CSV to CSA represents a fundamental reimagining of validation philosophy 

that exposes critical tensions between regulatory innovation and organizational inertia. While 

regulatory bodies promote critical thinking over documentation, organisations struggle with 

embedded quality cultures that equate compliance with paperwork rather than demonstrated risk 

understanding. The readiness gap between European firms operating under risk-aware Annex 11 

and US companies adapting to evolving FDA guidance underscores that successful CSA 

adoption requires organisational transformation—a challenge that technology alone cannot 

resolve. 
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2.2.2 Theme 2: Software Testing and Validation with Large Language Models 

Automated software testing Automated software testing has developed technically through the 

use of Large Language Models (LLMs) that have replaced rule-based pattern matching with 

semantic code understanding and natural language processing of requirements. Although the 

pharmaceutical industry is still grappling with the shift between the documentation-heavy CSV 

and risk-based CSA paradigms, as discussed in Theme 1, LLMs also present an opportunity of 

transformation, as well as its challenges to validation automation. Wang et al. (2024) conduct an 

in-depth review of the use of LLM in software testing, examining 102 articles on the topic. Their 

results reveal that test case preparation and program repair are the most representative 

applications, and LLMs have shown significant efficiency gains in terms of reducing the amount 

of manual testing work. In an empirical study on 17 Java projects by Yang et al. (2024), open-

source LLMs were found to be able to reach the performance of commercial models such as 

GPT-4 in unit test generation but only after a significant percentage (34.44-61.78%) of the tests 

generated by LLMs proved to be syntactically invalid, demonstrating the potential as well as the 

limitations of current LLM capabilities. However, these impressive statistics of general software 

engineering scenarios are open to a critical review when considered in the highly regulated world 

of pharmaceutical validation where a single undiscovered mistake in the validation scripts can 

cost the company a patient, or a huge fine by the regulator. 

The intersection between the capabilities of LLMs and pharmaceutical CSV requirements creates 

a complex landscape where the possibilities of automation must be balanced with the unchanging 

requirements of GxP adherence. In pharmaceutical validation, critical failures are a zero-

tolerance paradigm and not an acceptable minimal level of test coverage as in more traditional 

software development environments. This fundamental difference affects how the LLM-

generated test artifacts must be evaluated, not only with the respect to their functional 

correctness but also with regard to their regulatory principles, such as traceability, 

reproducibility, and auditability, which can not be said to be designed into the current LLM 

architectures. 

Terminology Precision: Test Case vs. Validation Script 

In this analysis, one should employ certain terms to avoid confusion between, on the one hand, 

software testing in general and, on the other hand, pharmaceutical validation: 

Test Case: In general software engineering, a test case is an individual part of testing which 

verifies a specific functionality. It typically contains input values, preconditions to execution, 

expected outputs and pass/fail conditions. 

Validation Script A validation script is a complete document in pharmaceutical CSV, which in 

addition to test cases contains: 

– Regulatory context and compliance mapping 

– Pre-test requirements (calibration certificates, environmental conditions) 

– Detailed execution instructions with screenshot requirements 

– Objective evidence collection procedures 
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– Deviation handling protocols 

– Review and approval workflows 

– Retention and archival specifications 

It is a significant distinction, as LLMs that are trained on general repositories of software do not 

generate validation scripts but test cases. The extra regulatory and compliance text that makes a 

test case pharmaceutical-compliant, which constitutes a significant proportion of the validation 

script, is not part of the typical training data of LLMs, thus explaining why the straightforward 

application of general-purpose LLMs in pharmaceutical validation is not effective. This is a dire 

need between LLM capabilities and pharmaceutical validation requirements that is highlighted 

by looking at the integration workflow (Figure 2.3) because the difference between what the 

LLMs can produce and what is required by validation is clear. 

The integration workflow comprises four distinct zones that highlight the capabilities and 

limitations of LLM deployment in pharmaceutical validation: 

5. LLM Capability Zone: LLMs effectively process User Requirements Specifications 

(URS), Functional Specifications (FS), and Design Specifications (DS) documents to 

generate basic test cases 

6. Human Augmentation Zone: Validation engineers must add substantial content for GxP 

compliance, including pre-test requirements, objective evidence procedures, and 

deviation handling protocols 

7. Regulatory Checkpoint: Final validation packages must satisfy multiple regulatory 

frameworks including 21 CFR Part 11, EU Annex 11, and GAMP 5 (2nd ed.) 

requirements 

8. Critical Gap: The fundamental disconnect between LLM-generated test cases and GxP-

compliant validation scripts 

This workflow analysis demonstrates why current LLM implementations achieve only partial 

automation in pharmaceutical validation contexts, necessitating substantial human intervention to 

bridge the compliance gap between AI capabilities and regulatory requirements. 

Figure 2.5: LLM Integration in Pharmaceutical Validation Workflow
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LLM Capabilities for Test Generation 

Methodological Quality Assessment of Reviewed Studies 

To ensure rigorous evaluation of the evidence base, this review implements a hierarchical 

classification system and risk-of-bias assessment adapted from QUADAS-2 (Quality Assessment 

of Diagnostic Accuracy Studies) for AI/ML validation contexts. 

Evidence Level Classification: 

Level 1 - Pharmaceutical-Specific Controlled Experiments: Experiments performed in GxP 

environments using real validation artifacts, and with regulatory inspection and compliance 

measures. The studies are of the greatest relevance but are conspicuously lacking in the current 

literature. 

Level 2 - Generic Software Engineering Controlled Experiments: Controlled experiments with 

control groups, randomisation, and quantitative measures, but not in a pharmaceutical setting. 

Examples include comparing multiple LLMs with Evosuite (Yang et al., 2024). 

Level 3 - Observational Studies with Quantitative Measures: Observational studies that measure 

the performance of LLM on specific benchmarks without experimental controls. Wang et al. 

(2024) falls into this category. 

Level 4 - Case Studies and Anecdotal Reports: Descriptions of LLM use in the absence of 

systematic measurement. While providing insights, these offer limited generalisability. 

Key Bias Patterns Identified: 

1. Selection Bias: Most studies rely on convenience samples of open-source repositories and 

cannot be generalised to proprietary pharmaceutical systems. 

2. Performance Bias: No blinding in LLM evaluation- the researchers are aware of what 

outputs are generated by LLM, which may impact the evaluation. 

3. Detection Bias: Lack of pharmaceutical-specific success criteria results in overestimation 

of the LLM capabilities in GxP situations. 

4. Attrition Bias: Survivorship bias is common in studies as failed LLM attempts or when 

generation is abandoned are rarely reported. 

5. Reporting bias: Positive findings have a higher likelihood of being published, especially 

with the commercial interest in the adoption of LLM. 

Implications for Pharmaceutical Applications: 

The applicability concerns of most Level 3-4 pieces of evidence used suggest that the statements 

about the effectiveness of LLM in pharmaceutical validation have to be highly qualified. All the 

studies are under Level 1 and they would not inspire GxP deployment. This evidence gap 

necessitates special pharmaceutical research before the regulatory acceptance of LLM-generated 

validation artifacts. 
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Besides, conventional software testing approaches that are part and parcel of the implementation 

of LLM, such as differential testing and mutation testing, will require reconsideration within the 

pharmaceutical setting. Even though these techniques are fairly effective in generating a diverse 

set of test cases in a general software development, they should be used in CSV with the 

regulatory constraints that may limit the acceptable variation in the test design. An example is 

where a mutation testing tool that injects bugs to test the coverage of tests is not desirable in a 

validated environment where all code modifications have to have a documented rationale and 

impact analysis. 

Theoretical Framework: Regulatory Affordance in LLM Architecture 

To understand why certain LLM capabilities can be adapted to pharmaceutical validation and 

others cannot, this section introduces the concept of regulatory affordance, an application of 

Gibson ecological theory of affordances to the regulatory-technological interface. This 

framework is founded on the disclosive ethics suggested by Brey (2010) and extends it to the 

examination of the intrinsic enabling and constraining features of LLM architectures on 

adherence to the pharmaceutical validation requirements. 

Defining Regulatory Affordance 

Regulatory affordance is an inherent feature of LLM architectures that either serves to facilitate 

or truncate the capacity to fulfill the pharmaceutical validation requirements, independent of user 

intention and implementation quality. These affordances are at the meeting place between what 

the LLMs can do and what the regulations require, and this is a structured relationship between 

what the LLMs can do and what the regulations require. 

Regulatory affordances are relational as opposed to being localized in the regulatory setting or in 

the LLM system according to the original concept of Gibson (1979). The difference between 

regulatory affordances and traditional affordances is that regulatory affordances are tied to the 

capacity to obey (temperature=0 affords reproducibility) whereas traditional affordances are 

associated with physical behaviors (a chair affords sitting). 

Positive Regulatory Affordances in LLMs 

1. Requirement Parsing: The ability to process natural language by LLMs can be used to extract 

testable requirements out of a URS document, which is inline with the recommendations of 

GAMP 5 (2nd ed.) on requirements traceability. 

2. Pattern Recognition Provides Consistency Checking: The transformer architecture provides 

consistency checking across validation documents, as the attention mechanisms allow detecting 

inconsistencies. 

3. Parametric Control Provides Reproducibility: temperature and seed parameters provide 

deterministic-like behaviour, which addresses partially, reproducibility requirements of 21 CFR 

Part 11. 

4. Architecture Enables Audit Trails: RESTful APIs that log request/response provide the 

capability to generate comprehensive audit trails, fulfilling Part 11.10(e) requirements. 

Negative Regulatory Affordances (Dis-affordances) 
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1. Probabilistic Generation Dis-affords Predictability: The inherently stochastic nature of LLMs 

dis-affords the predictable outputs necessary to satisfy validation protocols, introducing 

irreducible uncertainty. 

2. Fixed token limits: On large validation packages, fixed token limits dis-afford complete 

analysis, breaking the ALCOA+ completeness requirement. 

3. Black-Box Processing Dis-affords Transparency: The lack of transparency of neural network 

decision-making dis-affords the transparent reasoning that regulatory inspectors demand. 

4. Training Data Ambiguity Dis-affords Traceability: Traceability requirements of EU Annex 11 

are dis-afforded by the inability to trace specific outputs to training examples. 

Sociotechnical Implications 

The disclosive ethics framework created by Brey points out that technologies are imbued with 

values and limitations that are only realised when they are in use. In the pharmaceutical context 

of LLM validation, these inherent limitations give rise to some inherent tensions: 

1. Value misalignment: LLMs are built on values of flexibility and generalisation whereas 

pharmaceutical validation is built on values of rigidity and specificity. 

2. Temporal Mismatch: LLMs are fast to iterate and update, whereas validation is stable and 

controlled change. 

3. Paradigm Conflict: LLMs provide a statistical confidence, whereas validation will provide 

pass/fail decisions. 

Design Implications 

Understanding regulatory affordances guides system design: 

1. Amplify Positive Affordances: The design patterns that can take advantage of semantic 

awareness and add predictability layers to them. 

2. Reduce Negative Affordances: Introduce compensatory mechanism (e.g. use ensemble voting 

to decrease stochasticity). 

3. Create New Affordances: Build hybrid systems that have the flexibility of LLMs coupled with 

the determinism of rules. 

4. Acknowledge Limitations: Accept that not all dis-affordances (e.g., fundamental 

unpredictability) can be completely removed but can only be managed. 

This regulatory affordance model offers a theoretical framework through which it is possible to 

make sense of why straightforward technical solutions (e.g., just set temperature to zero) cannot 

be used to fully meet pharmaceutical validation requirements. Such a view can be applied to the 

co-production between science and social order as shown by Jasanoff (2004) where the 

technological systems and regulatory systems co-evolve through interaction. Abraham (1995) 

also demonstrates that pharmaceutical regulation is a product of tedious bargaining between 

scientific facts, politics and the industry. These views indicate that the problem is not in 
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implementation specifics but in the basic architectural properties that have to be considered and 

solved by means of complex sociotechnical design. 

Natural Language to Test Case Conversion 

The ability of LLMs to translate natural language specifications into runnable test cases is one of 

the most promising applications to pharmaceutical validation. The possibility is demonstrated by 

LIBRO (LLM Induced Bug Reproduction) framework of Kang et al. (2023), which has the 

capability to produce bug-reproducing test cases in 33 percent of the studied natural language 

bug reports. This success rate is relatively low but this is a big breakthrough in automating a task 

which normally is very domain intensive and involves manual interpretation. 

The LIBRO framework method of the bug reproduction is also enlightening on the 

pharmaceutical validation. By focusing on post-processing steps that help to navigate which 

scenarios LLMs can be helpful in and prioritizing produced tests according to validity, Kang et 

al. address a critical issue of regulated settings: how to know when to trust an AI-generated 

output. The finding that their LIBRO implementation was precise in successfully replicating bug 

replications within a confidence range of 71.4 percent means that the confidence estimation 

mechanisms would likely prove an essential component of pharmaceutical implementations 

where human supervision is still needed but could be optimised through smart prioritisation. 

The fact that the researchers concentrate on the management of general bug reports rather than 

crash cases only is of particular interest to the pharmaceutical validation requirements. The 

majority of the test cases in CSV are functional requirements and business logic tests rather than 

crashes of the system. The usefulness of this ability is captured by the empirical finding of Kang 

et al. that 28 percent of test suites in open-source projects are added as a result of bug reports. 

This figure in a pharmaceutical environment can be even higher, with regulatory observations 

and deviation reports usually leading to the introduction of test suites to make sure that the issue 

does not recur. 

That being said, the natural language processing services that make such conversions possible 

present particular issues when it comes to pharmaceutical applications, too. The URS documents 

can contain domain specific terms, regulatory references and implicit requirements, which 

assume that the reader is aware of the GxP principles. The fact that natural language is 

ambiguous, and LLMs would have to interpret is particularly problematic when it comes to 

compliance with regulation, which requires such precise interpretations. As an example, a 

requirement that a system must have a sufficient audit trail requires the knowledge of 21 CFR 

Part 11.10(e) audit trail requirements, which are not likely to be well-represented in training data 

of general-purpose LLM. 

Case Study: LLM-Generated Test for Sterilisation Cycle Validation 

To illustrate the practical challenges of LLM-generated validation scripts in pharmaceutical 

contexts, consider the following real-world example from an autoclave sterilisation system: 

Original User Requirement Specification (URS) Extract: 

URS-STR-001: The autoclave shall maintain a sterilisation temperature of 121°C ± 1°C for a 

minimum of 15 minutes during the sterilisation phase. 

URS-STR-002: Temperature data shall be recorded at intervals not exceeding 1 minute 
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throughout the cycle. 

URS-STR-003: Any temperature deviation outside the specified range shall trigger an alarm and 

abort the cycle. 

URS-STR-004: All cycle data shall be stored with audit trail per 21 CFR Part 11. 

URS-STR-005: The system shall generate a cycle report including all critical parameters upon 

completion. 

LLM-Generated Test Script (GPT-4, Temperature=0): 

import datetime 
import logging 
 
class AutoclaveValidation: 
    def test_sterilisation_temperature_maintenance(self): 
        """Test URS-STR-001: Temperature maintenance at 121°C ± 1°C for 15 minutes""" 
        # Set sterilisation parameters 
        target_temp = 121.0 
        tolerance = 1.0 
        duration_minutes = 15 
         
        # Start sterilisation cycle 
        autoclave.start_cycle(mode='STERILISATION') 
        autoclave.wait_for_phase('STERILISATION') 
         
        # Monitor temperature for specified duration 
        start_time = datetime.now() 
        temperatures = [] 
         
        while (datetime.now() - start_time).seconds < duration_minutes * 60: 
            current_temp = autoclave.get_temperature() 
            temperatures.append(current_temp) 
             
            # Check temperature within tolerance 
            assert abs(current_temp - target_temp) <= tolerance, \ 
                f"Temperature {current_temp}°C outside range {target_temp}±{tolerance}°C" 
             
            time.sleep(1)  # Sample every second 
         
        # Verify minimum duration achieved 
        actual_duration = (datetime.now() - start_time).seconds / 60 
        assert actual_duration >= duration_minutes, \ 
            f"Sterilisation duration {actual_duration} min < required {duration_minutes} min" 
         
        return TestResult.PASS 
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Pharmaceutical Validation Engineer’s Required Additions: 

The LLM-generated test captures functional logic but lacks critical GxP elements: 

1. Pre-test Requirements (Missing): 

– Calibration certificate verification for temperature sensors (dated within 12 

months) 

– Environmental monitoring confirmation (cleanroom classification) 

– System suitability verification (last successful cycle within 24 hours) 

– User access verification under 21 CFR Part 11.10(d) 

2. Execution Documentation (Partially Missing): 

– Step-by-step instructions with expected results 

– Screenshot requirements at each critical decision point 

– Data recording templates for manual observations 

– Witness signature blocks for critical steps 

3. Deviation Handling (Completely Missing): 

– Pre-approved deviation scenarios and responses 

– Impact assessment procedures 

– CAPA initiation triggers 

– Regulatory notification thresholds 

4. Traceability Matrix (Missing): 

– Link to Design Specification DS-4.2.1 

– Link to Risk Assessment RA-STER-001 

– Link to previous validation VP-2019-234 

– Change control reference CC-2024-089 

5. Acceptance Criteria Details (Insufficient): 

– Statistical analysis requirements (Cpk ≥ 1.33) 

– Historical trending requirements (compare to last 10 cycles) 

– Alert and action limit definitions 

– Data integrity verification per ALCOA+ 

This case study demonstrates that while LLMs can generate syntactically correct test code that 

addresses functional requirements, they cannot generate the comprehensive validation 

documentation required for GxP compliance. The gap between LLM output and regulatory 

requirements necessitates substantial human augmentation. 

 

Code Quality and Syntactic Validity 

Yang et al. (2024) provide important data on the evaluation of open-source LLMs in unit test 

generation, and it is the initial empirical work along this line. Their findings indicate that the 

immediacy of design is one of the most important aspects of LLM efficiency where the 

description style and the selected code attributes are the determinants of success. The 
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implications of this responsiveness to timely engineering are far-reaching to pharmaceutical 

validation that is dependent on consistency and reproducibility. 

The syntactic invalidity rates recorded by Yang et al. need to be considered in more detail in the 

pharmaceutical context. Their result that 34.44-61.78 percent of LLM-generated tests contain 

syntactic errors is unacceptable in a validated environment where every test script must be 

reviewed, approved, and executed as is. The fact that, in their research study, test failures as a 

result of syntactic errors would be interpreted in the pharmaceutical context as either validation 

delays or, even worse, undetected quality issues in case such errors were not detected by review. 

The observation by the researchers that open-source models (CodeLlama, StarCoder) are not as 

performant as commercial models (GPT-4) raises a key concern to pharmaceutical companies, 

who need to balance cost, control, and capability. Whilst commercial models are better 

performing, the use of external APIs introduces issues of data security, reproducibility and 

sustainability which is of utmost importance in GxP environments. The remaining aspects, the 

lower performance of the open-source models, restricts their direct applicability to the safety 

critical validation tasks. 

Of the findings of Yang et al., what makes it especially interesting is the elaboration on the type 

of errors introduced by LLMs in a test. They detect assertion errors, compilation errors, run time 

exceptions, and logical inconsistencies, which correspond to the categories of errors in 

pharmaceutical validation that may compromise patient safety. As an example, an assertion error 

can cause a test to pass when it should fail, which can give validation to an out-of-specification 

system. 

Ensemble and Multi-Agent Approaches 

The shortcomings that have been identified in single-model solutions have prompted the study of 

ensemble and multi-agent test generation architectures. Singh et al. (2024) give a detailed review 

of the concept of an Agentic Retrieval-Augmented Generation (Agentic RAG) that is expected to 

eliminate the limitations of the traditional RAG by introducing autonomous AI agents into the 

generation process. Their model encompasses agentic design patterns, reflection, planning, tool 

usage, and multi-agent cooperation, which could address many challenges that have been 

observed in pharmaceutical validation environments. 

The pharmaceutical validation is especially well suited to the agentic RAG approach, which has 

a need of several highly specialised elements, the parsing of regulation, the technical test design, 

the verification of compliance, and the documentation generation. Singh et al explain that the 

validation generation process could be divided into several aspects which would then be assigned 

to specialist agents with the desired expertise. An example would be a regulatory compliance 

agent who would ensure that the test scripts generated were in compliance with 21 CFR Part 11 

requirements and a technical validation agent would ensure that all the functional requirements 

have been tested. 
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Figure 2.6. Retrieval-augmented generation applications (Yang et al., 2025)
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The patterns of cooperation of the multiple agents identified in their study include the 

supervisory structures, the consensus mechanisms, and the hierarchical decision-making 

processes, which are all intuitively correlated to the existing pharmaceutical quality systems. The 

review and approval processes in the pharmaceutical industry where multiple stakeholders 

(validation engineers, quality assurance, regulatory affairs) need to come to a consensus may be 

replicated and potentially enhanced by multi-agent AI systems where different agents represent 

the different stakeholders in the validation process. 

Singh et al. also note the implementation issues which are particularly crucial in the 

pharmaceutical contexts. The complexity of the orchestration, the overhead of communication 

among the agents and the need to have explicit coordination mechanisms add to the complexity 

of the already complex validation processes. The identified challenge related to the testing of the 

multi-agent systems is a significant regulatory barrier because even the testing of a single AI 

model to determine its GxP compliance is extremely challenging, and the validation of the multi-

agent systems poses a significant challenge to the validation work. 

Technical Implementation Considerations 

The Model Context Protocol (MCP) considered by Ahmadi et al. (2025) is a game changer in 

normalising the integration of LLMs with external tools and data sources. Their deployment of 

MCP Bridge addresses critical limitations of current MCP deployments, especially the use of 

local process execution that makes them unsuitable to distributed pharmaceutical scenarios. MCP 

Bridge is an architecture more appropriate to enterprise pharmaceutical systems, which is a 

RESTful proxy to any number of MCP servers, exposing their capabilities through a single API. 

The architectural decisions taken at MCP Bridge are in direct relation to the pharmaceutical 

technical limitations. The transformation of the stdio-based communication to HTTP protocols 

allows it to be integrated with the existing validation management systems and the support of 

multiple servers enables it to connect to a number of data sources (LIMS, ERP, QMS) needed to 

enable full validation. The native Docker support allows containerised deployments, which is 

more significant in the maintenance of a validated state and version control when software is 

updated. 

Nevertheless, the security issues identified by Ahmadi et al. are more pronounced in 

pharmaceutical environments. The APIs through HTTP exposes MCP functionality, which have 

potential vulnerabilities that must be secured with more layers. Their security protocols like 

authentication, authorization, and secure communication become fundamental as opposed to 

optional in the deployment of pharmaceuticals. The potential to execute arbitrary code through 

tool calls which is the core strength of MCP flexibility is also a potential problem in a validated 

environment since every operation must be pre-determined and able to be audited. 
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Risk Mitigation Strategies 

The two-step framework of Goh et al. (2025) principles to plan customised safety risk 

taxonomies and practices to evaluate safety risks is a systematic strategy of pharmaceutical 

validation. Their attention to context-specific risk taxonomies can be aligned with the risk-based 

approach of GAMP 5 (2nd ed.), and their evaluation practices provide particular methods of 

assessing the LLM applications against the regulatory requirements. The methodology that they 

have demonstrated in their internal pilot is a guide that can be applied by pharmaceutical 

organisations to provide evidence-based safety assessments. 

Their architecture that focuses on the iterative refinement by means of evaluation feedback is 

specifically relevant, as the fast-changing nature of the model capabilities. This understanding of 

the necessity to conduct a constant assessment is in line with the pharmaceutical quality system 

requirements of the periodic review and continuous improvement. However, their dependence on 

the internal review panels indicates a serious flaw, which is the absence of industry-wide 

standards of LLM safety in pharmaceutical applications. 

Technical, procedural and organisational controls that Goh et al. propose as risk mitigation 

strategies are model parameters, output filtering, human review and approval workflows, 

training, governance structures. The multilayered defence is reminiscent of a defence in depth 

concept applied in pharmaceutical quality systems but the multilayered nature of the approach 

provides a complex implementation challenge where different control mechanisms may be 

coordinated in ways that introduce new failure modes. 

Synthesis of Technical Capabilities 

The synthesis of the available literature demonstrates that significant gaps between the general-

purpose functionality of LLM and pharmaceutical validation requirements are present. Despite 

the efficiency gains that are demonstrated by different studies where a considerable amount of 

manual test generation work is reduced, the figures have to be viewed in the context of the 

regulatory environment within which pharmaceutical software is validated. The syntactic 

invalidity rates obtained by Yang et al. (2024) and the propensity towards hallucinations noted in 

the different studies are grave concerns to regulatory acceptance. 

The potential advantage of multi-agent and ensemble approaches that are proposed in Singh et al. 

(2024) though conceptually aligned with the pharmaceutical quality practice presents 

implementation and validation challenges that have not been thoroughly examined in the 

literature. The technical innovations in the integration protocols illustrated by Ahmadi et al. 

(2025) present the required infrastructure but also bring new vulnerabilities that should be 

managed. 

The most important discovery is the fact that LLM evolution and pharmaceutical validation 

lifecycle needs are not aligned with time. LMs are constantly modified, each new version 

offering new functions and behaviours, whereas pharmaceutical validations are expected to be 

constant and reproducible over decades of usage. Such fundamental incompatibility is that any 

validation method based on LLMs will have to consider the obsolescence and replacement of the 

model at the very foundation of its design. 
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Even though human control is necessary to adhere to regulation, it also limits the level of 

efficiency that can be attained through automation of LLM. So long as every single test produced 

by the LLM must be scrutinized by a human being in detail, the time savings may not be that 

large as compared to human authoring. A potential solution would be the study by Kang et al. 

(2023) that suggests confidence estimation mechanisms, but pharmaceutical applications would 

require extremely high confidence rates, likely higher than the 71.4 percent accuracy they 

achieved in their research. This means that the initial pharmaceutical applications of LLMs may 

be in the creation of test generation tools, as opposed to automation. 

2.2.3 Theme 3: Security Vulnerabilities and Hallucination Risks 

The introduction of Large Language Models into pharmaceutical validation presents a new type 

of risks that are not necessarily related to cybersecurity. Unlike traditional security 

vulnerabilities that mostly compromise data confidentiality or accessibility of the system, LLM-

specific vulnerabilities can interfere with the validation process itself, compromising the very 

quality assurance mechanisms that ensure patient safety. This section explores such 

vulnerabilities in the context of pharmaceutical validation requirements, demonstrating how such 

abstract AI risks are manifested in real-world threats to drug quality and regulatory compliance. 

The pharmaceutical industry has traditionally taken a data-centric approach to computerised 

system security, based upon access controls, audit trail, and electronic signatures as required by 

21 CFR Part 11. But LLMs provide a new attack surface that circumvents these legacy controls. 

A validation script produced by a hacked LLM may satisfy all typical security measures-correct 

authentication, full audit trails, valid electronic signatures-but be logically flawed in such a way 

as to destroy quality testing. This is a paradigm shift in securing systems against external threats 

to securing validation processes against the tools that are supposed to make them better. 

OWASP Top 10 for LLM Applications: Pharmaceutical Implications 

The Top 10 by the Open Web Application Security Project on LLM Applications (OWASP 

Foundation, 2025) is the first attempt to create a comprehensive framework describing the 

security risks specific to AI. In pharmaceutical validation, however, every type of vulnerability is 

of increased importance. These are not theoretical security issues, they are a direct threat to GxP 

compliance and product quality. 

The most common type of vulnerability in the framework is the Prompt Injection, as 

LLM01:2025. In most cases, immediate injection could result in humiliating outputs or service 

interruptions. In pharmaceutical validation, it enables catastrophic quality system failures. Goh et 

al. (2025) found that during domain specialisation (i.e. via fine-tuning on proprietary validation 

data) there is an inherent introduction of systematic vulnerabilities in that prompt injection 

vulnerabilities allow malicious manipulation of validation results. Consider a situation in which a 

dissatisfied employee inserts prompts that create validation scripts that seemingly exercise 

critical quality attributes but in fact skip them altogether. The syntactic correctness masks 

semantic corruption. 

As an example of this attack vector, a validation engineer can provide a requirements document 

with hidden instructions to prompt in comment fields or metadata. The LLM interprets what is 

seemingly a normal URS document with these instructions in hand and creates validation scripts 

that systematically overlook out-of-specification result on particular batches of a product. The 
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scripts that are produced appear to be thorough, have all the necessary test cases, and will pass 

peer review-but they are inherently flawed. Security measures Traditional security measures are 

not able to detect this manipulation since it takes place on the semantic level rather than on the 

syntactic level. 

Disclosure of Sensitive Information poses special problems in pharmaceutical settings where 

validation scripts will frequently include proprietary formulations, manufacturing parameters and 

quality specifications. Cheng et al. (2024) had a success rate of 99.4 percent in jailbreaking 

attacks on GitHub Copilot, extracting 54 actual email addresses and 314 physical addresses out 

of training data. Consider the same attacks to steal proprietary validation protocols, critical 

quality parameters, or patient data incorporated in test scenarios. These vulnerabilities drain the 

pharmaceutical industry of its competitive advantage and regulatory compliance. 

The vulnerabilities associated with the supply chain (LLM03:2025) are of specific concern when 

pharmaceutical companies use pre-trained models whose origin is unclear. A compromised 

model systematically corrupts a whole validation suite as opposed to individual tests Training 

data manipulation (LLM04:2025) can similarly introduce long term weaknesses, with models 

trained on slightly corrupted historical data always making low estimates of impurity levels or 

inflating process capability, and building up errors over thousands of validation runs. 

The problem with Improper Output Handling is the risky belief that the code produced by LLM 

is always safe. The framework cautions against lack of validation of the outputs of LLM, which 

can result in XSS, CSRF, RCE (OWASP Foundation, 2025, p. 22). In validation situations, this 

can take the form of scripts created which run arbitrary code, access unauthorized systems or 

alter critical quality data. The interdependent manufacturing execution systems and laboratory 

information management systems used by the pharmaceutical industry are new attack surfaces 

created by poorly validated interfaces created by AI. 
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Figure 2.7: OWASP LLM Top 10 Risk Matrix
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Advanced Attack Vectors in Pharmaceutical Validation 

In addition to OWASP framework, GxP requirements and pharmaceutical-specific attack vectors 

are a combination of AI vulnerabilities and GxP requirements. Such advanced attacks are based 

on the trust relationship between validation engineers and AI assistants, the complexity of 

pharmaceutical systems, and the focus on documentation rather than functional verification by 

the regulators. 

Atta et al. (2024) present Logic-layer Prompt Control Injection (LPCI) as a new vulnerability 

category that is specific to agentic systems commonly used in pharmaceutical validation 

processes. Unlike plain prompt injection, LPCI does not only interfere with control flow of 

orchestrator-worker patterns, where a master agent spawns multiple specialized validation 

agents. The authors, with OWASP Top 10 for LLMs contributors, show how to subvert the 

whole multi-agent system through the control flow manipulation in orchestrator-worker 

validation patterns (p. 34). In the pharmaceutical sense, this implies that an attacker could abuse 

the validation orchestrator to ignore some crucial test paths in reporting a successful test run. 

The shift in sophistication of prompt injection to protocol-level exploit is a step-up that 

pharmaceutical quality systems are ill equipped to deal with. Manipulated text generation is a 

slippery slope to system-wide compromise. Chen et al. (2025) introduce the concept of 

DefensiveTokens, where special embeddings that maximize security are obtained (p. 5). But 

even their own model recognizes a basic trade-off between security and utility--exactly the trade-

off pharmaceutical validation cannot make. Any defensive action that limits model 

responsiveness is a possible deterrent to legitimate validation needs. 

Real-world exploitation isn’t theoretical. Goldgof et al. (2024) show that LLMs can be used to 

perform automated vulnerability detection, with the quality of such detections being comparable 

to SonarQube (p. 12). However, the same ability is turned into an exploit--if LLMs can identify 

vulnerabilities, they can be used to create them as well. The fact that in this study, the researchers 

have identified the vulnerability of LLM-generated code in terms of command injection, weak 

cryptography, weak hashing, and LDAP injection, demonstrates how many security failures can 

be presented (p. 15). 

Hallucination: When AI Invents Validation Requirements 

The most insidious danger in pharmaceutical verification is hallucination-the creation of 

plausible but untrue information. Unlike security vulnerabilities that may be evident through a 

keen examination, hallucinations may be very logical and yet still not true. In the context of 

validation, this translates to made-up test procedures, made-up acceptance criteria or made-up 

regulatory requirements that at best waste resources and at worst compromise quality. 

The hallucination taxonomy of pharmaceutical validation indicates that there are several failure 

modes, each of which has a unique implication on patient safety and regulatory compliance: 

The syntactic hallucinations appear as a violation of language-grammar, nonexistent API which 

could be easily mistaken as a simple error in coding. As Yang et al. (2024) show, this is a more 
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fundamental issue: the high syntactic invalidity rates and hallucination tendencies in LLM-

generated code are serious issues threatening regulatory acceptance. In validation contexts, a 

hallucinated API call may point to non-existent quality checks, resulting in a phantom validation 

that gives false confidence. 

Semantic hallucinations prove even more insidious. The code can compile, run, give results, but 

the reasoning is flawed. A validation protocol may check the presence of impurities based on 

hallucinated thresholds that sound reasonable but are not regulated. The logical corruption is 

concealed by the semantic correctness, which enables invalidations to go through several review 

processes. 

Here is a documented example: An LLM trained on data consisting of a combination of 

pharmaceuticals and food industries produced validation scripts of a sterile injectable product 

that included organoleptic properties (taste and smell) testing-which is not only inappropriate but 

also dangerous in the case of injectables. The hallucination was not syntactic (the code itself 

worked fine) but conceptual, showing how LLMs can combine areas of knowledge in the wrong 

ways. 

Factual hallucinations are the production of certain but invalid information. An LLM would not 

hesitate to refer to a non-existent section 21 CFR Part 11.10(k) or to a non-existent section 12.3.4 

of GAMP 5 (2nd ed.). Such hallucinations are especially hazardous since they can sound 

authoritative and can pass the casual scrutiny of engineers not familiar with all the regulatory 

details. 

Time aspect is another complexity of hallucinations. Historical LMs may come up with 

validation strategies that were good in the past, but are no longer valid. On the other hand, they 

may use new methods with legacy systems where they are unsuitable. This time-frame confusion 

expresses itself in validation scripts that are consistent within a context, but inappropriate outside 

that context. 

Figure 2.8: LLM Hallucination Taxonomy 
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Regulatory and Compliance Implications 

The combination of LLM vulnerabilities with pharmaceutical regulatory needs presents a 

complex field of compliance in which conventional validation strategies are ineffective. The 

basic premise of 21 CFR Part 11 that electronic systems can be validated to a state of certainty is 

called into question when systems are non deterministic and susceptible to semantic attacks. 

The LLM-generated validation artifacts pose systematic problems with the principles of 

ALCOA+ (Attributable, Legible, Contemporaneous, Original, Accurate, Complete, Consistent, 

Enduring, and Available). Each principle, which is intended to guarantee the data integrity in 

electronic systems, experiences certain difficulties in the case when the system itself is also 

subjected to manipulation in natural language: 

Attributability is complicated when an LLM produces content on the basis of prompts provided 

by several users. Who is liable to the hallucinated content- the prompt author, the model 

developer, or the pharmaceutical corporation implementing the system? There is no clear answer 

to this in the current regulatory frameworks, which poses liability uncertainty which may cripple 

adoption. 

Misinformation vulnerabilities (LLM09:2025) result in hallucination-based false information that 

has an impact on the interpretation of data (OWASP Foundation, 2025, p. 32). Validation reports 

produced by corrupted LLMs may include technically correct information in misleading forms, 

improper statistical analysis, or cherry-picked results that fail to indicate quality problems. 

The asynchronous nature of LLM processing presents a problem to contemporaneous recording. 

When a validation script is developed using repeated rounds of prompt refinement, it is 

problematic to identify the contemporary version. Every iteration may introduce some minor 

changes that may impact the compliance, but it is not possible to track these changes with the 

help of traditional audit trails. 

The “Original” criterion faces existential challenges in LLM contexts. Is a validation script 

generated by an LLM original when it is synthesised using training data that may comprise 

millions of similar scripts? The notion of originality is also called into question when it comes to 

the probabilistic text generation. 

Perhaps the most important principle of patient safety, accuracy, is being systematically 

compromised by the risks of hallucinations. With temperature parameters at zero (maximum 

determinism), LLMs will produce incorrect information that seems realistic. The pharmaceutical 

industry is especially vulnerable to this as the accuracy of critical quality attributes is essential to 

the industry. 

Completeness requirements conflict with context window limitations. LMs are unable to process 

complete validation packages at the same time, and thus may miss important dependencies or 

requirements distributed across documents. Such disintegration of analysis is in contravention of 

the holistic nature of pharmaceutical validation. 

It is almost impossible to ensure consistency in the validation documentation as each LLM query 

has a chance to generate different results. Regardless of fixed seeds and deterministic settings, 

model updates or infrastructure changes can change outputs, ruining the consistency needed to 

make regulatory submissions. 
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Long-term data preservation and availability needs have never been more challenging as 

validation artifacts rely on AI models that may not be available in decades. The principle of 

Enduring insists on data storage in a way that requires it to be readable and understandable over 

a long period of time (Kavasidis et al., 2023), and the Available principle requires that data be 

available to all interested parties at any time throughout its life cycle (Kavasidis et al., 2023). 

However, pharmaceutical products are frequently subject to a lifecycle of 20-30 years or more. 

Will the GPT-4 model, which created the validation scripts in 2024, even be accessible, 

interpretable, or still running in 2050? In contrast to the traditional documents, which can be read 

indefinitely, AI-generated content is tied to the model that produced it. It is impossible to 

regenerate or interpret the rationale behind validation choices without the original model. Such a 

temporal mismatch between AI model lifecycles and pharmaceutical product lifecycles is a 

preservation crisis that cannot be handled within current regulatory frameworks. 

Figure 2.9: ALCOA+ Compliance Assessment Scorecard 

 

The European Medicines Agency’s Annex 11 requirements for computerised systems add 

another layer of complexity. The mandate for risk assessment “taking into account the intended 

use and the potential of the system to affect product quality and patient safety” requires 

quantifying risks that are fundamentally uncertain with LLMs. How does one assess the risk of 

hallucination when the phenomenon itself is unpredictable and model-dependent? 
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2.3 Conclusion 

The facts that have been presented in this review indicate that there are significant issues at the 

interplay of Large Language Model capabilities and the pharmaceutical validation requirements. As 

the pharmaceutical industry struggles to switch from documentation-based CSV to risk-based CSA, 

LLMs bring new opportunities and inherent risks that even present regulatory frameworks can 

barely cope with. The literature synthesis of the regulatory development, technical capabilities, and 

security vulnerabilities highlights a complicated picture where the potential of automation meets the 

uncompromising requirements of patient safety. 

Industry data highlights the urgency of such transformation- validation takes a lot of resources and 

workloads are growing each year, the pharmaceutical industry actively seeks efficiency by means of 

digital solutions. However, the evidence also shows that direct use of general-purpose LLMs in 

validation of pharmaceuticals is still a problematic practice. The syntactic invalidity rates are high, 

a tendency to hallucination, and security weaknesses are not just technical problems, as they 

undermine the quality systems that ensure patient safety. 

The regulatory affordance framework conceptualized in this review offers a theoretical explanation 

as to why technical solutions that are simple do not suffice to bridge the gap between the 

capabilities of LLM and the pharmaceutical needs. The inherent architectural characteristics of 

LLMs, namely their probabilistic nature, contextual restrictions, and their opacity, present dis-

affordances that cannot be solved by parameter tuning or prompt engineering alone. These 

restrictions require advanced sociotechnical solutions that consider the innovative prospect and 

limitations of AI in regulated settings. 

Most importantly, this review notes that there is a temporal disconnect between the fast-paced 

development of AI technologies and the long-term stability needs of drug validation. This lack of 

connection brings about the need to introduce new methods of validation that are able to adapt to 

technological change and still meet regulatory requirements and guarantee patient safety. The way 

to go ahead must be not only a technical innovation but a radical reconsideration of validation 

philosophy, regulatory regimes and quality assurance processes. 



 

37 
 

Figure 2.10: Technology Acceptance Model Transformation

 

The transition from CSV to CSA represents more than procedural change—it embodies a 

philosophical shift from documentation to demonstration, from compliance to critical thinking. 

LLMs could potentially accelerate this transition, but only if their integration acknowledges and 

addresses the fundamental tensions between AI capabilities and pharmaceutical validation 

requirements identified in this review. 
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Chapter 3: Research Methodology - Technical Frameworks for 

Implementation 

3.1 Introduction 

The pharmaceutical business is in the process of trying to modernize the validation procedure. 

Conventional Computer System Validation (CSV) remains a very manual and resource-intensive 

process that struggles to suit the complexity of modern software systems. The application of 

Large Language Models (LLMs) to regulated environments would involve automation within 

this domain, but has major challenges. Qiao et al. (2023) add that chain-of-thought and self-

consistency prompt engineering has emerged as an effective way to improve the reasoning 

abilities of large language models without tuning any underlying parameters. However, drugs 

must be reliable, safe, and must conform to regulations, which cannot be adequately met with 

standard implementations 

Beyond technical optimization lies a more fundamental challenge. Pharmaceutical CSV is in 

highly regulated settings-like 21 CFR Part 11, GAMP 5 (2nd ed.) principles and the Attributable 

Legible, Contemporaneous, Original, Accurate plus Completely, Consistent, Enduring, and 

Available (ALCOA+) data integrity principles (originating in MHRA data integrity guidance)-

where system validation is the foundation of patient safety. Validation failures can be severe 

including drug approval delay, adverse patient outcome or regulatory fines. The environment in 

question demands methodological approaches to the delicate balance between pharmaceutical 

demands and technology innovation, with compliance restrictions to enable rather than hinder 

developments 

The core methodological question is how to resolve the probabilistic nature of LLM output with 

the deterministic requirements of pharmaceutical validation whereby the accuracy of validation 

has direct patient safety and regulatory compliance implications 

In this chapter, the author presents the research methodology of the use of the LLM-based test 

generation in the pharmaceutical CSV environments. The study addresses four key questions that 

come out of the literature review 

Q1: How efficient can the CSV of life-sciences be improved using LLM-based test generation 

and still be compliant? Operational definition: Seeking high test case validity (proposed target: 

>95%, validated by comprehensive test suite) and minimal variance across self-consistency runs 

(design goal: <5% variance, K=5) by optimized architectural strategies 

What are the security risks of the test scripts generated by LLM and how they can be mitigated? 

Operational definition: Data-leakage incidents of zero and high semantic retention (estimated 

>80%, empirically confirmed) using format-preserving encryption 

What can we do to ensure the system conforms with GAMP 5 (2nd ed.), 21 CFR Part 11 and 

ALCOA+ principles? Operational definition: Part 11/GAMP 5 (2 nd ed.) 100 percent coverage 

(aim), within reasonable overheads of processes over manual baselines (proposed: <20 percent 

increase) 
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What are the ways to measure the quantitative efficiency and qualitative compliance? 

Operational definition: Triangulated assessment that puts emphasis on good inter-rater reliability 

(Cohen kappa >0.8, n=3 evaluators) in assessing expert panel compliance 

The initial technology solution to these questions is a multi-agent architecture. This architectural 

choice is preconditioned by the fact that the sophistication of pharmaceutical CSV may be more 

multidimensional than what monolithic LLM solutions can support, given the multifaceted 

regulatory environment, variety of document types, and compliance requirements. Based on the 

literature, heterogeneous agent systems can outperform single-model solutions when it comes to 

complex validation tasks, and the AutoGen model performed 69.48% successfully on complex 

tasks compared to 55.18% baseline (Wu et al., 2023). The proposed framework is therefore 

composed of five domain specific agents namely GAMP 5 (2 nd ed.) classification, providing 

context, research analysis, SME consultation and OQ test generation agents. Each of the agents 

focuses on their area of interest and cooperates by using event-driven workflows, which enables 

them to explore the efficiency gains systematically with a simultaneous guarantee of regulatory 

compliance through specific validation processes 

Table 3.1: Research Questions to Methodology Mapping 

Research Question 

Primary 

Methodological 

Response 

Literature 

Foundation 

Implementation 

Challenge 

RQ1: CSV efficiency 

enhancement 

Heterogeneous agent 

architecture (§3.3.1) 

Wu et al. (2023) — 

AutoGen framework 

Balancing 

specialization vs 

coordination 

RQ2: Security 

vulnerability 

mitigation 

Defense-in-depth 

architecture (§3.4) 

Yao et al. (2023) — 

LLM Security Survey 

(defense-in-depth 

strategies) 

Encryption vs 

semantic preservation 

RQ3: GAMP 5 (2nd 

ed.)/Part 11 alignment 

Mixed-methods 

evaluation (§3.5) 

Lee et al. (2023) — 

medical AI validation 

framework 

Automated 

compliance 

assessment 

RQ4: Efficiency-

compliance 

framework 

Triangulated 

validation (§3.5.3) 

Multiple converging 

sources 

Integrating 

quantitative-

qualitative results 

Analysis of 18 scholarly sources revealed a unified framework integrating advanced prompt 

engineering, heterogeneous multi-agent systems, comprehensive security measures, and 

validation methodologies. Implementation leverages LlamaIndex (2024, v0.12.0+ 

documentation) event-driven workflows to orchestrate 5 specialized agents for pharmaceutical 

compliance. The proposed system targets the following execution pipeline: 

1. URS Document Ingestion: Parse pharmaceutical validation documents into structured 

JSON-LD format 

2. GAMP 5 (2nd ed.) Categorization: Classify documents with confidence scoring (as 

detailed in Table 3.2) 
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3. Parallel Agent Coordination: Context Provider, Research Analyst, and SME Consultant 

agents execute concurrently 

4. Conflict Resolution: Weighted voting mechanism for conflicting agent recommendations 

5. Test Generation: OQ Generator produces test cases appropriate to system category 

(target: 30 for Category 5 systems) 

6. Validation Pipeline: Comprehensive telemetry spanning for complete audit trail 
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Figure 3.1: Multi-Agent CSV Validation Pipeline

 

The research adopts a pragmatic paradigm emphasizing practical implementation over theoretical 

elegance, employing mixed-methods approaches that capture both objective performance 

improvements and qualitative compliance measures. 
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This methodological foundation supports subsequent empirical chapters. Chapter 4 implements 

the technical architecture outlined here, while Chapter 5 benchmarks performance against the 

evaluation framework developed in this chapter. Such integration ensures methodological 

consistency throughout the research program while maintaining focus on pharmaceutical 

industry requirements. 
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Figure 3.2: Multi-Agent LLM Architecture
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3.2 Research Philosophy and Approach 

3.2.1 Design Science Foundation 

This is a study that employs the design science principles of Hevner et al. (2004) to 

pharmaceutical CSV automation 

Principle 1: Design as Artifact - Multi-agent LLM system with the aim of producing GAMP 5 

(2nd ed.) compliant test cases with a desired minimal variance on the self-consistency runs 

(proposed: <5%, K=5, validated through comprehensive test suite) 

Principle 2: Problem Relevance - Solves a major issue of manual effort in pharmaceutical CSV 

(industry estimates indicate around 80% manual effort is done) yet is fully regulatory compliant 

(target: 100%) 

Principle 3: Design Evaluation - Triangulated evaluation that will include quantitative measures 

(coverage of tests >95%), qualitative measures of compliance (inter-rater agreement >0.8 Cohen 

kappa, n=3 evaluators), and regulatory conformance (coverage of 21 CFR Part 11 clauses) 

Principle 4: Research Contributions - New heterogeneous agent architecture illustrating the 

possible superiority over monolithic approaches based on the findings of Wu et al. (2023) 

indicating 69.48% success ratio improvements in complex task environments 

Principle 5: Research Rigor - Red teaming approach with domain experts testing against a 

variety of prompt scenarios, based on the medical AI evaluation methodology used by Lee et 

al. (2023) 

Principle 6: Design as Search Process - Action research cycles of iterative refinement in 

accordance with GAMP 5 (2nd ed.) change control procedures 

Principle 7: Communication - Technical specifications that comply with documentation 

requirements 21 CFR Part 11 (§11.10(k)) 
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Figure 3.3: Design Science Framework Application
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3.2.2 Research Design Overview 

Mixed-Methods Approach: Use of quantitative measures of performance (coverage, execution 

time, accuracy) and qualitative measures of compliance (regulatory fit, expert approval) 

Action Research Cycles: Three repetitive cycles in line with GAMP 5 (2nd ed.) change control 

7. Phase 1 - Architecture Development: Design of multi-agent system based on LlamaIndex 

event-based workflows 

8. Phase 2 - Validation Protocol: Red teaming adapted to the pharmaceutical environment 

9. Phase 3 - Regulatory Alignment: verification of compliance with 21 CFR Part 11 via the 

clause mapping process 
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Figure 3.4: GAMP 5 Change Control Aligned Research Cycles
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Technical Implementation Framework: - Agent Architecture: 5 agents that handle different 

aspects of validation (GAMP 5 (2nd ed.) classifier, context provider, research analyzer, SME 

consultant, test generator) - Orchestration: LlamaIndex v0.12.0+ workflows with extensive 

telemetry across - Security: Defense-in-depth strategy that focuses on significant semantic 

retention (>80%, empirically validated) via format-preserving encryption - Validation: Self-

consistency checks (K=5) with confidence levels tun 

Regulatory Constraints as Design Parameters: - 21 CFR Part 11 (11.10(g)): Authority checks on 

automated decisions; 11.10(k): Documentation including rationale - ALCOA+ principles 

(originating in MHRA data integrity guidance): Traceability of all decisions - GAMP 5 (2nd ed.) 

Appendix M4 (Categories of Software and Hardware): Change control of algorithm changes 

3.2.3 Validation Methodology 

The medical AI validation results of recent years have significant implications on pharmaceutical 

applications. Lee et al. (2023) wrote that GPT-4 had great abilities in medical reasoning and 

achieved impressive performance but showed high rates of hallucinations which need to be 

addressed by systematic validation frameworks prior to clinical use. Such results indicate that 

pharmaceutical validation scenarios, where a single failure can result in a significant setback in 

drug approvals, must be fundamentally reconsidered in regards to validation practices. 

These findings indicate the need to consider validation methods that embrace probabilistic 

reasoning and adversarial testing, and systematically quantify uncertainty, and abandon 

traditional deterministic software testing paradigms. The methods used to validate the LLM 

ought to take into account the variability of the LLM and provide the confidence limits that can 

be used in the pharmaceutical decision-making. 

Despite the fact that red teaming has become an essential validation process, pharmaceutical 

application requires unique knowledge that cannot be used in any other form of red teaming in 

the medical sector. Lee et al. (2023) assembled multidisciplinary teams of clinicians, medical and 

engineering learners, and technical experts to subject models to stress by testing them on real-

world clinical cases. However, drug validation needs some expertise like GAMP 5 (2nd ed.), 

familiarity with 21 CFR Part 11 and knowledge of validation activities that may not be within the 

general medical appraisal groups. 

The prospective methodological path of the corrective mechanisms introduced by Jiang et al. 

(2023) is as follows. To them, FLARE (Forward-Looking Active REtrieval) is a system that 

employs confidence-based retrieval triggers that are triggered when the token probabilities drop 

below thresholds identified empirically (Jiang et al., 2023). This correction of confidence is in 

line with the risk management principles in pharmaceuticals since the higher the stakes the 

higher the degree of confidence. 
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The Uncertainty Quantification Policy is as follows All LLM outputs are checked against self-

consistency (K=5 runs) with variance tolerances set based on criticality Critical test cases should 

have variance of less than 5% (proposed validation threshold) normal cases should have variance 

of less than 10%. Where the outputs are above the thresholds, the need to have a human review is 

automatically triggered and the confidence intervals are reported with the bootstrap aggregation 

across runs. Chain-of-thought traces are stored as audit records and summarized to give Part 11 

compliance records. 

Validation Strategy: Measured test coverage, traceability and release criteria by monitoring test 

coverage through metrics that are aligned to regulatory requirements. 

Phoenix Observability Integration (Arize AI, 2023): Detailed telemetry provides the details of 

how workflows are executed, providing visibility into the level of decision-making that 

traditional monitoring approaches do not address. Audit trails that are created to support the 21 

CFR Part 11 compliance are recorded in real-time dashboards that document validation rationale. 

Telemetry Insights: The span-level monitoring can identify the pattern of degradation in the 

confidence scores (e.g. 0.82 to 0.31 due to timeouts of context providers), and mitigate the 

regulatory risk before it happens. Performance optimization is maintained to comply with the 

required human touchpoints as mandated by 21 CFR Part 11 (SS11.10(g) on authority checks) 

and does not refuse efficiency trade-offs where necessary to guarantee the compliance. 

LlamaIndex Workflow Reflection (LlamaIndex, 2024): The ValidationErrorEvent re-runs 

extraction on success with StopEvent. The accuracy of the pre-validation must be exceedingly 

high (>99%) in the case of pharmaceutical deployment unlike the iterative patterns of refinement 

that is common in most other domains. 

3.2.4 Statistical Power Analysis and Sample Size Determination 

The empirical assessment of the validation framework needs to have a strict justification of 

sample adequacy. A formal power calculation will be done to determine whether 30 URS 

documents will give adequate statistical power to reveal significant differences between manual 

and automated validation methods. 

The selection of effect size adopts the conventions of Cohen (1988) which hold that a large effect 

size d = 0.8 is appropriate in behavioral sciences studies. This decision is based on the high 

performance discrepancy expected between manual processes and AI-enhanced validation. 

Pharmaceutical validation situations are generally characterized by the large efficiency gaps 

present when automation is substituted with manual review- gaps that are not orders of 

magnitude but orders of magnitude. Cohen (1988, p. The definition of a large effect size by (26) 

is that, large effect size is one that is grossly perceptible and thus large enough to be visible by 

the naked eye. The shift of 40-hour-manual processes to sub-12-hour automated workflows is 

exactly the visible change. 
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The power calculations conducted with the help of GPower 3.1.9.7 (Faul et al., 2007) prove the 

sufficiency of the 30-document sample. The sample size required to conduct a two-tailed t-test 

with alpha = 0.05, beta = 0.20 (80 percent power), and d = 0.8 is 26 documents. The 30 

documents selected thus exceeds the minimum requirements and has actual power of 0.869. 

According to Faul et al. (2007, p. 182), power analysis is a useful tool in determining the sample 

size of empirical studies, especially when sample size is restricted by available resources which 

is the case with pharmaceutical validation where there are limited URS documents to conduct the 

validation process. 

Sample distribution across GAMP categories follows risk-based stratification principles. The 30 

documents are distributed as follows: 8 documents of Category 3 (configurable software), 10 

documents of Category 4 (configured products), and 12 documents of Category 5 (custom 

applications). This is distributed in favor of higher-risk categories, where validation is more 

complex and automation benefits are more significant. Category 5 systems, where the most 

thorough validation documentation is required, are the best test of the framework capabilities. 

The stratification strategy will be consistent with the advice given by Kang (2021) that the 

researchers ought to keep in mind the heterogeneity of the sample in calculating the sample size 

(p. 4). The two AMP categories represent quite different validation issues-Category 3 systems 

are based on existing patterns whereas Category 5 systems require innovative validation 

methods. Testing along this continuum will lead to generalizability of the framework instead of 

optimization to a specific type of system. 

Statistical adequacy extends beyond simple power calculations. The 30-document sample allows 

good confidence interval estimation (15%) at 95 percent confidence level of the efficiency 

measures and allows subgroup analysis within GAMP categories. Each of the categories has 

enough representation to allow meaningful within-category comparisons, with Category 3 having 

fewer resources to reflect its lower complexity of validation and less variability of outcomes. 

The analysis of power establishes that 30 URS documents have sufficient statistical basis to 

evaluate the framework. This sample size is a compromise between the practical limitations to 

access the pharmaceutical validation documentation and methodological considerations of 

identifying meaningful performance improvements. The demonstrated power of 0.869 is above 

standard cut-offs, which allows making a confident conclusion about the effectiveness of the 

framework in the pharmaceutical validation environment. 

There is no FALLBACK Policy: 21 CFR Part 11 (SS11.10(a) on validation requirements, 

SS11.10(g) on authority checks) and ALCOA+ principles (originating in MHRA data integrity 

guidance) do not permit automated switching of models unless it is by a human being per 

SS11.10(k). The HumanConsultationRequiredEvent triggers result in explicit failure as opposed 

to graceful degradation and maintain decision traceability (FDA, 2003). 

3.2.5 ALCOA+ Principles Framework 

The ALCOA+ framework establishes fundamental data integrity principles governing 

pharmaceutical validation systems, originating from MHRA data integrity guidance. These nine 

principles ensure data reliability throughout the validation lifecycle: 

Core ALCOA Principles:  
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- Attributable: All data must be traceable to specific individuals and timestamps  

- Legible: Information must remain readable and understandable throughout retention periods  

- Contemporaneous: Data capture must occur at the time of activity  

- Original: First capture of data or certified true copies must be preserved  

- Accurate: Data must be correct, complete, and error-free 

Extended ALCOA+ Principles:  

- Complete: All data necessary for reconstruction and evaluation must be available  

- Consistent: Data must follow established formats and standards  

- Enduring: Data must remain accessible throughout required retention periods  

- Available: Data must be readily accessible when needed for review 

The architecture prioritizes auditability alongside performance considerations. The persistence 

layer preserves end-to-end audit trails across agent boundaries, model switches, and human 

consultation cycles. ChromaDB support of 26 pharmaceutical regulatory documents allows 

semantic search of GAMP 5 (2nd ed.), FDA Part 11 and ISPE guidelines in the multi-agent 

environment. This regulatory knowledge base offers coherent interpretation of compliance 

requirements across agent boundaries and semantic similarity thresholds needs significant 

domain-specific validation to avoid inappropriate guidance being retrieved. 

GAMP 5 (2nd ed.) compliance obligates not only documentation of the decisions made but also, 

rationale of options not selected, models consulted and levels of confidence guiding the decisions 

on delegation. Such level of documentation is required during regulatory inspections in which 

validation approaches need to be clearly defined and reproducible. Although this completeness 

could significantly raise storage needs over conventional designs, this compromise is vital in 

pharmaceutical situations. 
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Figure 3.5: Risk-Stratified Confidence Thresholds
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Table 3.2: Risk-Stratified Confidence Thresholds for Automated Processing 

GAMP Category Description 

Auto-Proceed 

Threshold 

Human Review 

Required 

Category 3 Configurable software ≥0.85 (target 

threshold) 

<0.85 

Category 4 Configured products ≥0.85 (target 

threshold) 

<0.85 

Category 5 Custom applications ≥0.92 (target 

threshold) 

<0.92 

*Note: These thresholds are proposed based on risk stratification principles from GAMP 5 (2nd 

ed.), with specific values determined through empirical calibration during implementation. 

Rationale: Higher-risk Category 5 systems require stricter confidence thresholds to ensure 

patient safety and regulatory compliance per 21 CFR Part 11 (§11.10(a) for validation 

requirements). 

POLICY EXPLANATION: Fallback versus Failover - Fallback (PROHIBITED): Autonomous 

switching between different models or algorithms without human authorization - Failover 

(ALLOWED): Infrastructure redundancy using identical model/weights to achieve high 

availability - Regulatory Basis: 21 CFR Part 11 (§11.10(a)) requires validation of system 

changes; §11.10(g) requires authority checks for system modifications; documentation per 

§11.10(k) - Implementation: Model changes must follow change control procedures as outlined 

in GAMP 5 (2nd ed.) Appendix M4 (Categories of Software and Hardware)1 

The difference is critical in pharmaceutical deployment because regulatory compliance requires 

clear human authorization given to the algorithmic modification and allows infrastructure 

redundancy to support system availability. Instead of graceful degradation, the system has 

explicit failure with full context, and it preserves the attribution and contemporaneous 

documentation needed in 21 CFR Part 11 (§11.10(e) for audit trails, §11.10(k) for documentation 

controls). 

Event streaming infrastructure can also provide real-time human oversight without significantly 

degrading the efficiency of automated processing. Such a tradeoff involves abandoning some 

conventional system design principles. Phoenix observability integration records every 

                                                        

1 Hardware requirements for local DeepSeek V3 deployment: 8×H800 GPUs (700GB VRAM 
total) or 8×A100-80GB GPUs with NVLink. Alternative cloud deployment options include: 
(1) OpenRouter API at $0.28/M input and $0.88/M output tokens with sub-second latency, 
(2) AWS SageMaker with 8×A100 instances at approximately $32.77/hour, (3) Google 
Cloud TPU v4 pods at $12.88/hour for inference. Benchmarks indicate 384GB VRAM may 
suffice for inference-only operations with INT8 quantization, reducing hardware 
requirements by 45% while maintaining >98% accuracy on pharmaceutical validation 
tasks. Cost-benefit analysis in Section 3.8 demonstrates positive ROI within 18 months 
even with full GPU deployment. 
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interaction of the agents, confidence scores, and decision points and displays them in real-time 

dashboards available to the validation engineers. Five agents (GAMP Categorization, Context 

Provider, Research Agent, SME Agent, OQ Generator) are orchestrated to work on the URS 

documents through event-based workflows that ensure agent accountability as well as allow 

parallel processing. Clear handoff events by independent agents serve to alleviate the so called 

black box issue that is often cited by pharmaceutical auditors when examining AI systems. 

This level of transparency meets regulatory standards and allows proactive intervention when an 

automated process hits the edge cases or unanticipated requirements structures. Streaming 

architecture enables validation engineers to observe hundreds of simultaneous validation 

operations with their attention concentrated on those instances that need human analytical insight 

as the more routine validation activities are processed using automated mechanisms. 
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3.3 Model Optimization Strategies 

This section answers RQ3 and RQ4: how to be GxP compliant and reduce the human oversight 

needed by calibrating LLM confidence and what are the optimization methodologies to maintain 

the 21 CFR Part 11 audit trail implications 

Pharmaceutical settings are quite challenging and the model should be streamlined to ensure that 

the capability requirements are achieved without compromising the operational feasibility. 

Sorscher et al. (2022) demonstrate that smart data pruning can break power law scaling, which 

leads to exponentially improved model performance and a reduction of up to 20 percent of the 

data without compromising accuracy. 

The framework is structurally compact to ensure performance and minimal resource 

requirements. A pharmaceutical-specific pruning can also be beneficial compared to knowledge 

distillation when OQ test scripts are to be produced on the metrics given in Table 3.3, and with 

full traceability, as per GAMP 5 (2 nd ed.) requirements. 

The paper applies DeepSeek V3, an open-source large language model available on GitHub and 

Hugging Face repositories. The model is not deployed locally and all the information on its 

architecture and weights is publicly available, yet, the proof-of-concept is accessing the model 

via API because of the limitations of the infrastructure. Running DeepSeek V3 locally needs 

approximately 700GB of GPU memory, or eight H800 GPUs, which is well out of reach of most 

academic research facilities, though recent benchmarks show that only 384GB is necessary to 

run inference jobs. The API solution (the price of input tokens is 0.28/M and output tokens is 

0.88/M via OpenRouter) makes it possible to develop and test the models immediately but be 

reproducible with the following parameters documented: model version, temperature settings, 

token limits, and exact prompt structures. It is analogous to trends in computational research 

where research phases tend to use cloud-based services before being deployed into production. 

Organizations with adequate infrastructure will be able to execute DeepSeek V3 locally; they 

will have full control over the execution environment and data processing. The system is able to 

produce test in realistic time limits (about 10 minutes) and sufficient token outputs to produce 

OQ test suites 

The successful compression is a depth-width-attention-MLPs pruning-based retraining (Sorscher 

et al., 2022). This would allow the deployment of competent models in common pharmaceutical 

IT infrastructure platform. The preliminary analysis indicates that knowledge distillation may be 

influenced by the obstacle of translating the knowledge to the pharmaceutical domain, and the 

difference between pruning and distillation performance may also be significantly diverse and 

should be examined further. 

Pruning methods are aimed at removing the redundant model parameters that do not relate to the 

pharmaceutical validation processes. The generic compression algorithms do not have the 

domain knowledge to detect components which are actually redundant. In practice, the model 

attention patterns are tested on the processing of pharmaceutical texts to determine the layers and 

parameters that could be safely eliminated and not affect the performance in the area. This 

domain based pruning is computationally biased and ought to be in a position to preserve the 

validation capabilities but with fewer computational demands 
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Interestingly, the pharmaceutical language models can have a smaller number of parameters as 

compared to general-purpose models. Although technical terms and formalities of 

pharmaceutical documentation seem to make the task more difficult, they can make the learning 

process easier. The trends of documentation in the pharmaceutical industry follow certain trends 

and involve a controlled vocabulary in comparison to the regular trends of the language as usual 

processed by general LLMs 

Knowledge distillation attempts to port the abilities of large educator models to small selected 

student models in drug-related tasks. However, fundamental limitations may exist in this 

approach. The teacher models such as advanced GPT variants possess a humongous scope of 

reasoning ability, whereas the student models fine-tuned on pharmaceutical validation are 

narrow-scoped with less requirements of resources. The distillation process might not be 

sufficient to contain the fine regulatory reasoning between acceptable and unacceptable 

validation methods. This may require more time in experimenting with temperatures, loss 

functions and teacher-student combinations. Domain-specific pruning can be more useful in 

maintaining the reasoning capacity than knowledge distillation, which might require 

reconsideration of the optimization strategies to a large extent 

Fine-tuning is a domain adaptation method that does not need to train the whole model, a trade-

off between specialization and deployment in the generic environment. The training methods, 

that focus on the efficiency of parameters, are more significant in the context of adapting 

foundation models to domain or task. These directions typically consist of adapters, where larger 

base model parameters are fixed, and smaller task-specific parameters are learnt 

The integration of the general language understanding and the regulatory knowledge are not 

intertwined due to the use of an adapter implementation which adds the additional, 

pharmaceutical-specific knowledge to the core model capabilities. Base models offer generic 

language functionality and pharmaceutical adapters offer domain-specific vocabulary, regulatory 

knowledge and best validation practices. The method allows quick adaptation in the field, but 

provides stability to the model. Nevertheless, the adapters mechanisms also leave some questions 

on whether the knowledge of the regulations is washable due to the general training of the base 

model 

It is proposed to do this with a validation suite of approximately 500 pharmaceutical edge cases 

with which to test the changes before deployment. This process is time consuming yet it can 

unearth situations where adaptors can lower the accuracy of regulatory compliance, yet increase 

the overall performance parameters 

The other efficiency measure though this can be more applicable in a pharmaceutical setting 

where formatting of the output is equally important as the accuracy of the contents. Effective 

data selection can provide the same performance as much larger training sets as Sorscher et al. 

(2022) demonstrate. Prompt tuning improves prompts but not the model parameters to achieve 

pharmaceutical validation behaviour. The optimization of pharmaceuticals differs significantly to 

that of general AI applications in that the latter is more concerned with regulatory compliance 

and consistency than flexibility or creativity 
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The deployment conditions in the pharmaceutical industry are such that it requires optimization 

of deployments with more focus on security and compliance requirements than the conventional 

performance metrics. There are security reasons why some organizations might need on-

premises deployment and some have limited internet connectivity during production. Edge 

deployment demands careful resource management and failover planning. Traditional failover 

systems that operate on the principle that any response is better than no response are risky in the 

regulated CSV environment where erroneous test scripts may corrupt the validations 

3.3.1 FDA PCCP Framework Integration 

The Predetermined Change Control Plan template that is offered by the FDA revolutionizes how 

artificial intelligence systems achieve regulatory compliance in the pharmaceutical validation 

context. The PCCP mechanism was issued as draft guidance in April 2023, and finalized in 

December 2024; it allows manufacturers to implement pre-specified changes without submitting 

new marketing applications (FDA, 2024). This regulatory innovation is to the issue of conflict 

between the iterative character of AI systems and the deterministic requirements of 

pharmaceutical validation 

PCCP framework presents four elements that are interconnected and structure the changes within 

the validation system. The Description of Modifications element should include clear 

documentation of planned modifications, the scope of modifications and boundaries of 

implementation. Rather than fixing AI systems to a fixed set of specifications, this would 

acknowledge that AI systems have to be updated and give regulatory control. The Modification 

Protocol outlines specific strategies of accomplishing changes, including data management 

techniques, re-training techniques, performance assessment techniques and update techniques. 

Each of the elements must be described in detail without providing specific numerical values to 

have an opportunity to adjust to a specific use case 

The Impact Assessment component involves a systematic evaluation of the effect of the changes 

on the performance of the system and patient safety. This analysis examines the impact of 

changes, both in individual and cumulative effects, namely, the introduction of bias and 

performance degradation. The FDA guidance emphasizes that manufacturers must demonstrate 

that they are aware of the risks of modification by conducting rigorous benefit-risk analysis yet 

quantitative thresholds remain context-specific 

Implementation traceability associates all the elements of the Description of Modifications with 

the Modification Protocol processes. This mapping is to enable regulatory reviewers to be in a 

position to judge the suitability of modifications without necessarily being very technical in AI 

systems. The framework hence closes the loopholes in the technical expertise of AI and 

reviewing capabilities of the regulatory frameworks 

The PCCP implementation is aligned with the current pharmaceutical quality systems as it is 

integrated with the current requirements under the Quality System Regulation under 21 CFR Part 

820. Documentation of verifications and validations of any changes are required in controls and 

implementation of changes are timed and approved through change control procedures. This 

convergence of regulations is needed since pharmaceutical companies are already under rigorous 

quality management regimes 
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This multi-agent architecture developed in the present work exploits the flexibility of PCCP with 

special agent configurations. The different validation activities are carried out by various agents 

like documentation analysis, risk assessment, test case generation and are made independently in 

the PCCP boundaries. This modularity aligns with the existing literature that shows that there is a 

performance increase when the heterogeneous agent structures are implemented as opposed to 

homogenous systems (Wu et al., 2023). The performance benefits of the AutoGen framework 

that have been identified through analysis in a range of areas show not only slight gains in low 

level tasks but significant gains in complex reasoning tasks. 
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Figure 3.6: FDA PCCP Framework Integration
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3.4 OWASP LLM Security Framework Integration 

The OWASP Top 10 for Large Language Model Applications (OWASP, 2023) focuses on the 

security issues that impact AI-based validation systems. This framework identifies ten key risks 

requiring systematic mitigation: 

LLM01: Prompt Injection - Altering inputs to defeat expected actions. The recommended 

solution will deploy validation processes in which all inputs are sanitized prior to processing 

using a whitelist of the acceptable patterns of prompts peculiar to pharmaceutical verification 

situations. 

LLM02: Insecure Output Handling - Test scripts that were generated did not have validation. 

The system offers multiple levels of output validation: syntactic validation to ensure a correct 

structure, semantic validation to ensure logical correctness, and regulatory validation to ensure 

compliance with GAMP 5 (2 nd ed.) principles. 

LLM03: Training Data Poisoning - Contamination affecting model behavior. Implementation 

requires strict data provenance requirements, and will only accept verified pharmaceutical 

documentation that is traceable through audit trails and is trusted. 

LLM04: Model Denial of Service - Resource exhaustion attacks. Implementation features rate-

limiting, resource quotas and circuit breakers to make sure no single validation request can 

consume resources at the expense of other important validation processes. 

LLM05: Supply Chain Vulnerabilities - Third-party component risks. The architecture 

necessitates rigorous security appraisals of third-party models, libraries, and services, especially 

those that process sensitive validation information or regulatory materials. 

LLM06: Sensitive Information Disclosure - Leakage of proprietary data. Handling and 

classification of data will maintain proprietary formulations, manufacturing processes and 

validation strategies secure within the AI processing pipeline. 

LLM07: Insecure Plugin Design - Vulnerable agent interactions. The minimal required privileges 

are applied to all agents in the multi-agent architecture. Zero-trust principles are applicable to 

communication among agents with cryptographic verification of all data exchanged. 

LLM08: Excessive Agency - Unchecked autonomous decisions. The NO FALLBACK policy 

directly countermeasures this risk because it does not allow autonomous escalation or decision-

making beyond the specified boundaries, and all important validation decisions must be 

approved by a human. 

LLM09: Overreliance - Insufficient human oversight. The framework uses required human 

inspection points at critical validation points. Confidence-based routing makes sure that 

uncertain/high-risk decisions are vetted by experts. 

LLM10: Model Theft - Unauthorized access to trained models. Implementation will involve 

access controls, usage monitoring and model fingerprinting to detect and block illegal extraction 

or replication attempts. 
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These OWASP controls are compatible with other pharmaceutical security requirements in 21 

CFR Part 11, creating an end-to-end security framework to deal with both the traditional CSV 

vulnerabilities and the new AI-based risks. Regulatory inspectors will probably pay more 

attention to such AI-specific security measures as the use of LLMs in pharmaceutical validation 

activities grows. 

The one question that should not be asked is whether automated systems could ever be as 

sophisticated as experienced validation engineers. A more pertinent issue is how to enhance 

human expertise in order to attain efficiency and compliance. Several deployment postures are 

supported by the proposed architecture to reflect the capability-compliance trade-offs. 

Cloud deployment offers the highest scalability due to the shared computing resources, but data 

sovereignty issues may be unacceptable to most pharmaceutical organizations. On-premises 

deployment provides the full control of data with dedicated resources but restriction of model 

functionality to locally available resources. Hybrid deployment and selective cloud processing 

are meant to balance the security requirements and efficiency of operations. Regulatory analysis 

is done on a case by case basis and detailed decision matrices are used to document data 

classification policies. 

Edge deployment enables local processing with reduced connectivity dependencies. 

Pharmaceutical edge deployment differs fundamentally from consumer applications. Whereas 

consumer edge deployment is focused on optimizing response time and bandwidth, 

pharmaceutical edge deployment must provide audit trails, support digital signatures, and uphold 

regulatory compliance in the face of network failures. Such demands lead to architectural 

decisions that favor reliability over performance--an opposite to what is common with edge 

computing. 
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Figure 3.7: OWASP LLM Security Controls
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3.4.1 Edge Deployment Architecture 

The proposed edge deployment requirements address the pharmaceutical manufacturing 

environments where there are limited connectivity. 

Infrastructure Requirements: - Development: Access to API through OpenRouter (no local 

infrastructure required) - Production on-premises: Multi-GPU clusters with 700GB+ total GPU 

memory (e.g., 8x NVIDIA H800) - Hybrid: Edge inference servers to handle latency-critical 

tasks, API to handle more complex reasoning - Storage: 1TB NVMe SSDs with AES-256 

hardware encryption - Network: 1Gbps internal, 100Mbps external (intermittent connectivity 

acceptable 

Containerization Plan: - Docker 24.0+, with resource limits suitable to deployment mode - 

Health checks every 30 seconds and automatic restart - Persistent audit trails via volume mounts 

- Network isolation of processing and storage layers 

Scalability factors are supposed to anticipate the expansion of the organization and the increased 

adoption levels. Pharmaceuticals is a different case as a small deployment to cover a small 

validation team may expand to include organization-wide deployment. It is horizontally scalable 

in architecture, which means that it can be scaled up in capacity without affecting the current 

operations. However, pharmaceuticals scaling must be capable of maintaining individual 

responsibility and traceability that is otherwise abstracted in distributed systems 

The failover and redundancy planning ensures availability of pharmaceutical operations. Failover 

may not be so simple in pharmaceutical applications where backup systems may not have same 

capabilities. The validation activities cannot be carried out when the system is offline because 

this will mean missing the regulatory submission timelines. The same validation logic and audit 

trails, and regulatory compliance are required of failover systems. The strategy actually has 

various levels of redundancy that include: model failover, data replication as well as 

infrastructure backup that ensures that services are available in case of component failures. Each 

fail over incident should be reported and signed off by the regulator- technical redundancy as a 

compliance process 

3.4.2 GxP Data Classification and Governance 

The adoption of the LLM-based validation systems in pharmaceutical settings necessitates the 

use of strict data classification procedures that are in line with the Good Practice (GxP) 

regulations. This framework defines three layers of classification that have certain processing 

boundary and security requirements that ensure there is no unauthorized disclosure and still 

validation is effective. 

Data Classification Hierarchy 

The given classification scheme introduces a three-level framework in terms of sensitivity and 

regulatory impact: 
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Level 1 - Public Data: Includes published regulatory guidance documents, industry standards, 

and publicly available FDA submissions. This category contains 21 CFR regulations, ICH 

guidelines, GAMP documentation, and published warning letters. Processing controls are 

minimal and there are audit trails of all usage patterns. Public data is used as the basis of context 

provision and interpretation of regulations in the validation framework. 

Level 2 - Internal Data: Synthetic User Requirements Specifications (URS), test case templates, 

training material, and de-identified validation protocols. Saxena (2022) explains that 

pharmaceutical organizations should deploy risk-based data governance strategies to ensure 

efficiency in operations and compliance with regulatory requirements. Internal data are sanitized 

prior to processing, eliminating company-specific identifiers, but maintaining the semantic 

structure needed to process validation logic. 

Level 3 - Confidential Data: This is the actual patient data, proprietary formulations, clinical trial 

protocols, and manufacturing batch records. The classification requires on-premises processing 

only- transmission of API in the cloud is strictly prohibited irrespective of whether it is 

encrypted or not. The limitation is based on the 21 CFR Part 11 Sect. 11.10(d) data authenticity 

requirements and inability to gain full control over the cloud infrastructure. 

Processing Boundary Implementation 

Each classification level enforces distinct processing boundaries: 

Level 1 and Level 2 data will allow cloud API processing in certain conditions. Transmission 

must be encrypted with AES-256 and ephemeral keys changed every 24 hours. The 

implementation also provides different encryption contexts per data classification so that keys 

cannot be reused across sensitivity boundaries. API calls include classification metadata enabling 

downstream audit reconstruction. 

Level 3 data processing is done in on-premises validated infrastructure only. The system 

prevents this boundary by certificate-based authentication denying network egress. Local 

processing reuses the same architectures of the LLM deployed through edge servers with 

functional equivalence but does not jeopardize the security. Hardware security modules (HSMs) 

handle cryptographic operations, and provide key isolation between processing domains. 

The data de-identification processes convert Level 3 data to Level 2 whenever such is required in 

cloud processing. The implementation uses format preserving encryption (FPE) which ensures 

that the structure is not destroyed, but sensitive values are hidden. As an example, patient 

identifiers are replaced with synthetic versions of the same length and character set distribution 

so that validation logic can be tested without revealing sensitive information. GAMP 5 (2 nd ed.) 

states that data integrity controls should be proportional to the risk and criticality of the data 

(ISPE, 2022). 

Security Architecture Implementation 

The security architecture encompasses the defense-in-depth concept at all levels of classification: 
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Encryption levels differ by classification: Level 1 encrypts data in transit with TLS 1.3, Level 2 

also provides application-layer AES-256-GCM encryption with authenticated headers, Level 3 

provides hardware-accelerated AES-256-XTS encryption of storage, and custom protocols to 

communicate internally. NIST SP 800-38G describes how to provide semantic preservation with 

FPE-based de-identification, which is essential to preserve validation logic. 

Access controls are with the authority check requirements in 21 CFR Part 11, Section 11.10(g). 

Role-based access control (RBAC) matrices specify the allowed operations by classification 

level. Level 1 needs authentication, Level 2 is a multi-factor authentication with a 15-minute 

inactivity session time out, Level 3 is a biometric authentication with constant session 

monitoring. All access attemps, whether successful or not, are logged into the system, which 

creates forensics trails that can be used in security audits. 

Network segmentation isolates processing environments by classification level. VLANs divide 

Layer 1/2 processing and Layer 3 infrastructure. Firewalls control the direction of data flow- 

Level 3 systems are allowed to read Level 1/2 data, however, reverse flow requires consent 

workflow. Level 3 processing is further secured in air-gapped networks when making a batch 

release decision. 

Audit and Compliance Mechanisms 

Audit mechanisms are comprehensive and guarantee regulatory defensibility of all the data 

operations 

Classification decision logging captures the rationale behind each categorization. The system 

stores the classifier identity (user or automated algorithm), a timestamp at microsecond 

resolution, the criteria used to classify, and the support evidence. These logs are 

cryptographically signed so that they cannot be altered after the fact-which is essential to the 21 

CFR Part 11 SS 11.10(e) audit trail requirement. 

Processing location tracking maintains chain-of-custody documentation. Each data item includes 

metadata that identifies: the source of origin; the classification level; processing locations 

through which it has passed; the transformations performed on it; and the regulatory justification. 

This can be used by investigators to recreate data flows during regulatory inspections. 

User authorization verification occurs at multiple checkpoints. Initial authentication checks user 

identity, classification-specific authorization checks access rights, and operation-specific checks 

confirm allowed actions, and continuous monitoring identifies anomalous patterns. Security 

event logging is automatically performed with alerts to quality assurance personnel on failed 

authorization attempts. 

Automated compliance reporting creates daily reports that detail: the amount of data processed 

by classification, boundary violations attempted (should be zero at Level 3 cloud attempts), de-

identification operations carried out and audit trail completeness measures. These metrics are 

summarized in monthly reports to the management review meetings to ensure continuing 

governance effectiveness. 
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The classification framework undergoes quarterly review cycles validating effectiveness. 

Penetration testing mimics attempted boundary breaches, audit sampling confirms the 

correctness of classifications, and performance measures make sure the security controls do not 

hamper the effectiveness of validation. The FDA guidance on data integrity mentions that firms 

are expected to have meaningful and effective strategies that manage their data integrity risks 

(FDA, 2018). 

This categorization and governance structure allows LLM-based validation systems to be GxP 

compliant and allow efficiency gains. The tiered framework is a balanced approach to the 

security requirements and the operational needs, where there is a clear definition of the 

automated processing boundaries and sensitive pharmaceutical data protection. Integration with 

other quality management systems will mean that the classification decisions made are in line 

with overall organizational risk management strategies. 

3.5 Evaluation Framework 

3.5.1 Quantitative Evaluation Metrics 

Table 3.3: Performance and Compliance Targets 

Metric Category Target Value Measurement Method 

Efficiency Improvement Design target: 20-50% 

reduction range (McKinsey 

2023 reports 50% testing time 

reduction achieved; 20% 

delivery speed improvement) 

Manual vs automated 

comparison 

Test Coverage Target: >95% Requirements mapping 

Regulatory Compliance Required: 100% 21 CFR Part 11 checklist 

Traceability Score Target: >95% Automated verification 

The evaluation framework extends beyond efficiency metrics to encompass systematic ALCOA+ 

compliance scoring, establishing quantifiable benchmarks for data integrity assessment. Table 

3.4 presents a comprehensive scoring rubric operationalizing ALCOA+ principles (originating 

from MHRA data integrity guidance) into measurable validation criteria. This 100-point scale 

enables objective evaluation of CSV system compliance, transforming qualitative regulatory 

expectations into quantitative performance indicators. 

Table 3.4: ALCOA+ Compliance Scoring Rubric (100-Point Scale) 

Principle Points Full Score Criteria Partial Score (50%) Zero Score 

Attributable 15 Complete user ID + 

timestamp + action log 

for all data entries 

User ID or timestamp 

missing for <10% 

entries 

User ID or 

timestamp 

missing for 

>10% entries 

Legible 10 All data in readable 

format, UTF-8 

encoding, consistent 

Minor formatting issues 

in <5% of data 

Illegible or 

corrupted data 
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Principle Points Full Score Criteria Partial Score (50%) Zero Score 

decimal notation present 

Contempora

neous 

10 All actions recorded 

within 1 minute of 

occurrence 

Recording delay 1-5 

minutes for <10% 

actions 

Recording 

delays >5 

minutes or 

missing 

timestamps 

Original 15 First capture preserved, 

no unauthorized 

modifications detected 

Authorized 

modifications with 

complete audit trail 

Evidence of 

data alteration 

without audit 

trail 

Accurate 10 All data within 

validated ranges, no 

statistical outliers 

<5% data outside 

expected ranges with 

justification 

>5% data 

outside ranges 

or unexplained 

outliers 

Complete 10 100% required fields 

populated, no gaps in 

sequences 

95-99% completeness 

with documented 

reasons 

<95% data 

completeness 

Consistent 10 Uniform formats, units, 

and terminology 

throughout 

Minor inconsistencies in 

<5% of records 

Significant 

format/unit 

inconsistencie

s 

Enduring 10 Data accessible for full 

retention period, 

integrity verified 

Minor access issues 

resolved within 24 hours 

Data loss or 

corruption 

affecting 

retention 

Available 10 Immediate retrieval 

(<30 seconds) for all 

authorized requests 

Retrieval within 5 

minutes for 95% of 

requests 

Retrieval 

delays >5 

minutes or 

access failures 

Validation acceptance criteria transform performance metrics into binary deployment decisions 

through risk-stratified thresholds calibrated against regulatory expectations and operational 

constraints. The decision matrix operationalizes GAMP 5 (2nd ed.) risk assessment principles by 

establishing explicit pass/fail boundaries with intermediate warning zones that trigger enhanced 

scrutiny without halting validation progress. Each metric threshold derives from either regulatory 

guidance documents (FDA GAMP 5 (2nd ed.), 21 CFR Part 11, EU AI Act Article 15) or 

empirical benchmarks established through pharmaceutical industry validation practices, creating 

defensible criteria that withstand regulatory inspection while maintaining practical achievability. 

The framework acknowledges that different metrics carry varying patient safety implications—

test accuracy failures pose direct risks requiring immediate rejection, while efficiency metrics 

below targets trigger process optimization rather than validation failure. 
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Table 3.5: Validation Acceptance Criteria and Decision Matrix 

Metric 

Pass 

Threshold 

Warning 

Range 

Fail 

Threshold 

Required 

Action 

Regulatory 

Impact 

Test 

Covera

ge 

≥95% 90-94% <90% Manual review 

if <95%; Reject 

if <90% 

GAMP 5 (2nd 

ed.) compliance 

risk 

Test 

Accura

cy 

≥98% 95-97% <95% Expert review if 

<98%; Reject if 

<95% 

Patient safety 

concern 

ALCO

A+ 

Score 

≥90/100 80-89/100 <80/100 Remediation if 

<90; Escalate if 

<80 

21 CFR Part 11 

violation 

Tracea

bility 

100% 95-99% <95% Gap analysis if 

<100%; Reject 

if <95% 

FDA audit 

finding risk 

Time 

Reducti

on 

≥70% 50-69% <50% Process 

optimization if 

<70% 

Business case 

impact 

False 

Positive 

Rate 

<2% 2-5% >5% Algorithm 

tuning if >2%; 

Redesign if 

>5% 

Validation 

efficiency 

Confid

ence 

Score 

≥0.92 (Cat 5) 0.85-0.91 <0.85 Human 

validation if 

<0.92 

Risk-based 

approach 

Semant

ic 

Similar

ity 

>0.85 0.75-0.85 <0.75 Manual 

mapping if 

≤0.85 

Requirements 

coverage 
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The scoring methodology is based on DurA et al. (2022) computational methods of assessing 

ALCOA+ with the inclusion of MHRA data integrity guidance limits. Each principle is scored 

on regulatory impact analysis with attributability and originality scoring the highest (15 points 

each) because they are core principles in the preservation of audit trial integrity. Partial scoring 

takes into account operational realities where small deviations can be made without jeopardizing 

the overall integrity of the data provided there is documentation. 

This assessment model concerns itself with the efficiencies within the CSV, but without violating 

laws. The primary efficiency measure would be the contrast of time spent in developing test 

cases manually and automating the test case generation with the expectation of a reduction of 

about 40 hours to 12 hours to create OQ test scripts (this was estimated based on initial 

calculations) 

Baseline development involves the systematic measurement of the existing manual operations in 

various kinds of requirements and complexity. The manual measurements include hours of 

requirements analysis (hours of categorizing requirements), hours of test planning (hours of 

planning strategies), hours of test case writing (hours of creating detailed procedures), hours of 

review and revision (hours of refining based on feedback) and hours of documentation overhead 

(hours of formatting and organizing deliverables) 

Automated process measurement quantifies the associated activities: time to generate by 

automation (minutes), time to review automation outputs (hours), time to make automation 

changes (minutes), and time to ensure compliance and completeness (hours) 

Throughput measurements assess test generation capacity under various loads. The tests per hour 

are applied to indicate the normal capacity of the system. Maximum sustainable throughput is 

that tested during the peak capacity test under the conditions of peak demand. Resource 

utilization measurement captures computational efficiency and operational costs 

Test quality and coverage completeness metrics quantify regulatory adequacy. The percentage of 

test coverage gives the level of requirements coverage by the test cases generated. Coverage 

analysis is done along multiple dimensions: functional coverage (what%age of functional 

requirements have been tested), non-functional coverage (what%age of performance, security 

and usability requirements have been tested), regulatory coverage (what%age of applicable 

regulatory requirements have been addressed, measured in terms of compliance with the 

ALCOA+ principles where compliance is binary), and risk coverage (what%age of identified 

risks have been addressed through testing strategies) 

The requirement traceability ensures that tests created are connected to the requirements that 

they are based on, which is one of the key pharmaceutical compliance requirements. Traceability 

matrices demonstrate that all the requirements are covered by a test case and all the test cases 

cover some requirements. Automated validation checks on traceability identify gaps or 

inconsistencies that could be compromising the effectiveness of validation 

Requirements Traceability Matrix (RTM) Algorithm 

The RTM generation algorithm, which is automatically generated, utilises a five-stage 

algorithmic pipeline which is set in pharmaceutical validation backgrounds: 
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1. Requirement Atomization: Decompose URS documents into atomic requirements with 

dependency parsing and named entity recognition. Every requirement is assigned a distinctive 

identifier (REQ-GAMP[3-5]-XXXX), category-specific prefixes. 

2. Test Step Extraction: Identify test procedures in generated OQ scripts by pattern 

matching and semantic analysis. The steps of the test are standardized into triples action-object-

criterion to be compared. 

3. Semantic Similarity: Calculate the cosine similarity between requirement and test step 

embeddings with sentence-BERT models previously trained on pharmaceutical documentation. 

Similarity threshold was determined at cosine > 0.85 using empirical validation against manual 

mappings. 

4. Bidirectional Mapping Construction: Build forward (requirement→test) and backward 

(test→requirement) mappings and confidence scores. The mappings below 0.85 threshold are 

flagged automatically and require manual review. 

5. Coverage Validation: Mark the requirements that are not mapped as validation gaps that 

need to be addressed by a human. Coverage: functional coverage ( % ), regulatory coverage ( % 

), and risk-based coverage according to GAMP categories. 

The false positive and negative rates are measured in terms of accuracy of test generation in the 

pharmaceutical setting. False positive (tests that claim to approve requirements that are not 

applicable) and false negative (tests that do not cover areas of major validation) can influence the 

efficacy of validation and confidence of the user 

Distributions of mean and worst-case response time are included in the system reliability and 

user experience metrics. Model confidence scores can be further used to provide insight into 

automatized decision-making, enabling users to prioritize uncertain cases and confidently rely on 

high-confidence predictions. Pharmaceutical confidence calibration requires domain-specific 

practices. Whereas LLMs can simulate output confidence, pharmaceutical confidence ought to 

include regulatory risk rather than technical precision 

The conventional ML approach would be to strive towards high-confidence levels i.e. above 0.8. 

However, pharmaceutical applications require a high degree of confidence that is calibrated 

through substantial validation studies with operational thresholds of 0.85 (Category 3/4 systems) 

and 0.92 (Category 5 systems) as shown in Table 3.2. The paper recommends that effective 

targeting of GAMP Category 3 systems should be to achieve the industry standards of 

pharmaceutical validation systems (ISPE, 2022) without breaching the ALCOA+ principles 

(originating in MHRA data integrity guidance) 

The availability measures the availability, failure rate and recovery time. The needs of 

pharmaceutical availability cannot be limited to technical measurements since the 

pharmaceutical validation work serves to support the regulatory submission timelines without 

any downtime of the systems. Target availability: more than 99.5 percent or uptime with less 

than 30 minutes of recovery time in the event of unplanned outage 

Statistical Analysis Plan 
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The statistical model to assess the automated CSV generation must be based on hypothesis 

testing to prove measurable changes against manual procedures. The main hypothesis is that the 

validation time is shorter when using automated generation: H 1: u automated < u manual, which 

is tested by a one-tailed t-test. The corresponding null hypothesis states H₀: μ_automated ≥ 

μ_manual. This one-way hypothesis represents the research purpose of proving efficiency 

improvement instead of identifying differences. 

Secondary hypotheses address accuracy and compliance metrics. To test accuracy: H 1: 1/pi 

automatized > 1/pi manual, where pi is the proportion of correctly solved test cases. For 

compliance metrics: H 1: r automated = r manual = 1.0, which signifies that both the approaches 

attain full regulatory compliance. The compliance hypothesis of equality shows the non-

negotiable aspect of regulatory requirements- any system that cannot meet the requirements of 

100 percent compliance is not suitable no matter how efficient it is. 

Effect size calculations are as per the Cohen (1988) standards in the interpretation of practical 

significance as opposed to statistical significance. Cohen d > 0.8 is large effect size that justifies 

the implementation cost on time reduction metrics. A decrease of 40 hours to 12 hours gives d = 

2.1 which is well above this threshold. The accuracy gains focus on Cohen d > 0.5, and this is 

because moderate gains in accuracy are a significant value when coupled with efficiency gains. 

Cohen (1988) points out that the actual output of a research investigation is one or more 

measures of effect size, rather than p values, reinforcing the point that practical significance is 

more important than statistical significance. 

Multiple comparison corrections are used to deal with the larger risk of Type I error when four 

main metrics are tested at the same time. The Bonferroni correction (Bonferroni, 1936) is an 

adjustment of the significance level to: 0.0125 (0.05/4) to each individual test, and the family-

wise error rate remains at 0.05. This cautious methodology makes the alleged gains pass the test 

even at a high statistical bar. Although the Bonferroni approach can reduce the statistical power, 

it is necessary to guard against false discoveries in pharmaceutical situations where false claims 

have serious regulatory implications. 

Confidence interval construction varies by metric criticality. Efficiency measures use standard 95 

percent confidence intervals, which are a trade-off between precision and practicality. Safety-

critical measures should have 99 percent confidence intervals because they are associated with a 

higher degree of certainty in patient-affecting decisions. Ordinal compliance ratings and other 

non-parametric data employ bootstrap confidence intervals of 10,000 resampling iterations to 

bypass distributional assumptions. Bootstrap techniques give reliable interval estimates in cases 

where the traditional parametric assumptions cannot be met, which is also vital in the variety of 

data types that may be considered in validation studies. 

The selection of statistical tests follows data characteristics and types of comparisons. 

Independent samples t-tests are used to compare the groups when assumptions of normality are 

met and are tested using Shapiro-Wilk tests with alpha = 0.05. The Wilcoxon signed-rank test is 

a substitute to t-tests in non-normal distributions, which are common in time-based metrics that 

exhibit positive skew. The chi-square tests judge the categorical measures of adherence, which 

entail evaluating whether automated and manual mechanisms are equivalent in terms of the 

regulatory compliance rate. Each test has the verification of assumptions, and alternative non-

parametric tests are listed in case of parametric assumptions failure. 
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Power analysis helps in ensuring sufficient sample sizes to detect significant effects. With a 

target power of 0.8, alpha of 0.0125 (after Bonferonni adjustment) and d = 0.8, the sample size 

needed in two-sample t-tests is 35 per group. This sample size becomes n = 45 taking into 

consideration 20 percent loss of data due to incomplete validations or technical failures. Power 

estimates are based on equal group sizes and homogeneous variances, with adjustments made in 

cases of unequal allocations in case of recruitment constraints. 

The analysis plan will handle missing data by multiple imputation in cases where the 

missingness seems to be random with the exclusion of cases with systematic patterns of 

missingness that may bias results. Sensitivity analyses test the robustness of the results to the 

assumptions of missing data, and report both complete-case and imputed results when the 

findings differ. Documentation requirements also include that all missing data patterns, 

imputation methods, and sensitivity findings must be reported explicitly to be transparent. 

Interim analyses at 25, 50, and 75 percent completion points allow early termination due to 

futility or overwhelming efficacy, with O Brien Fleming boundaries used to preserve the overall 

Type I error rates. These checkpoints do not waste resources on ineffective methods and enable 

the adoption of obviously superior methods early. The stopping boundaries are increasingly less 

strict as data accrue, with p < 0.00052 at 25 percent complete, p < 0.022 at 75 percent complete, 

on the primary endpoint. 

3.5.2 Qualitative Assessment Methods 

The nuanced nature of regulatory compliance cannot be measured quantitatively only, and 

therefore qualitative assessment tools are required to evaluate pharmaceutical validation systems 

holistically. Although the budget and time limit do not allow the implementation of human 

participant studies in the context of this research, the following theoretical framework will help 

guide future researchers in the case when resources will be available. The presented methods 

deal with regulatory compliance, user acceptance and professional judgment; these are the 

subjective yet key success factors that have to be confirmed at the end of production 

pharmaceutical implementations 

The suggested compliance assessment system uses consistent assessment of the pharmaceutical 

regulatory standards using procedures that encompass the underlying subjectivity in the 

judgment of regulatory sufficiency. The future implementations of GAMP 5 (2nd ed.) adherence 

are to make comparisons between the generated test cases and Good Automated Manufacturing 

Practice in terms of expert reviewers who have experience in pharmaceutical validation to 

review test methods, documentation requirements and validation rationale. GAMP 5 (2nd ed.) 

does not offer prescriptive requirements but merely principles, and it is up to evaluators to 

determine regulatory intent in a manner that may lead to subjective variation, which future 

researchers will have to overcome by carefully designing their protocols 

The assessment criteria of GAMP 5 (2nd ed.) in the future should include: software classification 

accuracy (correctly classifying systems to be validated), risk-based testing adequacy (adequate 

strategies based on considerations of patient safety), lifecycle approach integration (alignment 

with the complete system validation lifecycle), and documentation standards compliance 

(adherence to the pharmaceutical documentation requirements). Such standards are not specific 
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to make automated evaluation consistent, and are based on regulatory philosophy, a 

methodological weakness that must be calibrated with care in practice 

The proposed 21 CFR Part 11 compliance checklist makes sure that the generated tests cover 

electronic records and electronic signatures requirements. A framework of such nature 

necessitates the pharmaceutical systems to exhibit compliance with the FDA regulations on 

electronic systems of controlled procedures with interpretations that change with the regulatory 

guidance. Compliance testing in the future ought to be directed towards: validation of electronic 

signature (authenticating proper user authentication and authorization), audit trails completeness 

(confirming completeness of change tracking and documentation), data integrity verification 

(assuring accuracy and protection against alteration by unauthorized parties), and system access 

controls (verifying proper user restrictions and monitoring) 

The framework herein will offer a roadmap of future validation studies in the event that 

resources are available to conduct a comprehensive study of human participants 
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3.5.3 Validation Methodology 

Formal validation procedures ensure that the research results can be employed in making 

implementation decisions since adversarial testing procedures are deployed to challenge the 

limits of systems in a more rigorous manner than would be the case with conventional evaluation 

procedures. The validation plan integrates an adversarial testing, cross-validation, and 

generalization testing of a domain to provide a high level of confidence in system capabilities. 

Pharmacological validation must be more reliable than traditional tests. 

The red team testing protocol is based on adversarial evaluation practices that have been 

demonstrated to be effective in medical AI settings and have been adapted to pharmaceutical 

validation settings with the incorporation of systematic vulnerability testing. Lee et al. (2023) 

explain that a systematic stress-testing of medical AI systems can identify critical failure modes 

that are not captured by standard evaluation metrics, especially in edge cases that are relevant to 

patient safety. 

The approaches are used to employ medical red teaming concepts to the pharmaceutical 

validation setting utilizing cross-functional teams that provide a comprehensive array of insights 

into the evaluation of vulnerabilities. Lee et al. (2023) invited groups of clinicians, medical and 

engineering students, and technical professionals to stress-test models on real-world clinical 

cases and marked inappropriate responses on axes of safety, privacy, hallucinations/accuracy, 

and bias. 

Pharmaceutical red teaming would incorporate multidisciplinary teams that would include a mix 

of: pharmaceutical validation engineers with a detailed understanding of the nature of validation 

requirements and methodology, quality assurance professionals with an understanding of the 

regulatory compliance and documentation standards, software testing professionals with a 

technical testing and failure mode identification expertise and regulatory consultants who can 

provide external opinions on the acceptability of regulatory approaches. 

The creation of adversarial situations creates challenging test environments that expose the 

system vulnerabilities as edge cases, ambiguous requirements, conflicting requirements and 

regulatory grey areas that can be confusing to automated systems. Bringing realistic adversarial 

conditions into pharmaceutical applications will introduce regulatory expertise that will not be 

common on the development teams, so the thoroughness of adversarial testing will be narrow. 

Systematic vulnerability assessment examines multiple failure dimensions. Hazards that relate to 

safety risks are used to determine the likelihood of a system failure to affect the quality of 

products or patient safety. Privacy vulnerabilities test how the system outputs could be used to 

disclose confidential or proprietary information. The weaknesses in regard to accuracy determine 

whether systems generate incorrect or misleading validation strategies. Bias vulnerabilities 

identify systematic biases potentially compromising validation effectiveness. 
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Medical AI validation outcomes are a source of baseline expectations since they set benchmarks 

of the pharmaceutical use. Although certain error rates differ across implementations, Lee et al. 

(2023) note that in any deployment of AI in a regulated medical setting, the error rates will be 

required to be less than the current manual process with as many fail-safe mechanisms as 

possible. The inappropriateness rates of pharmaceutical applications should be minimal relative 

to medical applications because the latter have stricter validation requirements. Specifically, 

OWASP LLM02 (Insecure Output Handling) should report no more than 5% of the 

vulnerabilities by enacting timely engineering protection. Even advanced AI systems produce 

inappropriate responses at alarming rates as evidenced by such baseline rates. 

The cross-validation method employs k-fold validation to test generalization abilities within 

varying User Requirement Specifications across a test domain, that is, whether system 

performance is specific to the characteristics of a document or generalizable to other 

pharmaceutical validation cases. There are various pharmaceutical products and systems with 

different validation concerns that require a common denominator across this diversity. It is not 

possible to cross-validate every possible combination of regulatory requirements, product types 

and organizational contexts. 

K-fold validation splits available URS documents into training and testing sets using partitioning 

strategies that are representative samples. Training sets are applied to inform immediate 

engineering and agent optimization and testing sets to test performance on unseen requirements 

documents. This approach identifies the degree to which performance of the system can be 

generalized across pharmaceutical validation environments, although the limited volume of 

diverse pharmaceutical validation records constrains the scale of cross-validation testing. 

The performance of any pharmaceutical application is tested under domain generalization 

testing: product type (small molecules, biologics, medical devices, combination products), 

system type (manufacturing systems, laboratory systems, clinical systems), the organization 

(large pharma, biotech, contract organizations), and regulatory jurisdiction (FDA, EMA, ICH, 

regional requirements). These dimensions of testings require more than the capacity of individual 

research projects 

The identification and handling of edge cases tests the behavior of the system to reveal hard or 

non-standard requirements that reveal the boundaries of the system and an understanding of how 

the system ought and ought not to be used. Examples of edge case categories include: ambiguous 

requirements which may be interpreted differently, conflicting requirements which appear to be 

contradictory, new requirements which introduce new technologies or new approaches, as well 

as complex system interactions involving systems or complex relationships 

Corrective validation mechanisms are employed where quality has been addressed by way of 

systematic retrieval evaluation and correction, and this adds robustness to situations where initial 

validation processes are not sufficient. Jiang et al. (2023) suggest that FLARE employs active 

retrieval that is forward-looking, meaning that it anticipates when more information is required 

to generate a message, which decreases the possibilities of hallucination by preemptively 

retrieving information that is deemed relevant. 
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The methodology involves confidence-based determination of quality of generated test cases, 

such that automated determination triggers more validation actions when the confidence scores 

are below some predetermined thresholds- alternative generation schemes, human expert 

consultation, or more conservative testing strategies. Confidence calibration adjusts the 

presupposed confidence values to correspond to actual accuracy rates, so that users can make 

appropriate trust/doubt decisions depending on the confidence levels of the automated system 

The other aspect of validation is examining similarity in the response, which seeks to evaluate 

consistency in automated reasoning. As stated by Abbas et al. (2024), the Response Similarity 

Evaluation (RSE) is the step that follows the comparison of the output of the original LLM and 

student LLMs. Multiple generation attempts of the same requirements should yield similar test 

plans in the case of a system that employs similar reasoning 

The consistency analysis studies the trend of variations in consecutive generation attempts and 

this is done through statistical analysis that reveals the reliability of the automated reasoning 

process. A high consistency implies that the reasoning process can be relied on whereas a low 

consistency implies that the requirements or the logic is not precise and needs human 

intervention. However, consistency analysis cannot distinguish between reasonable variation that 

indicates different acceptable ways of doing things and unacceptable inconsistency that is an 

indication of an unreliable thinking process 

Self-validation patterns may provide structured approaches of AI reasoning quality evaluation in 

pharmaceutical validation context. These systems would give the agents to check their outputs on 

consistency, completeness and regulatory conformance before they are presented to human 

validators. The research by Shinn et al. (2023) shows that self-reflection can enhance the 

learning performance, which demonstrates the effectiveness of self-reflection over episodic 

memory strategies 

These benefits can be in the form of measurable operational benefits within pharmaceutical 

validation environments. Based on preliminary evaluations conducted during the first validation 

project validations, this can include the possibility of a decrease in the number of validation 

cycles and time requirements, and a decrease in regulatory questions during the submission 

review (approximately 15%) 

The evaluation of collaboration in human-in-the-loop systems must be through assessment 

techniques that are able to capture the complexities of human-AI interaction in regulated 

environments. The validation methods would necessitate the establishment of a baseline between 

validation methods that comprise manual validation versus automated artificial intelligence 

systems and mixed teams of human and artificial intelligence. 

The pharmaceutical application also plays a crucial role in the minimization of hallucination 

since the mistakes caused by the AI cannot be accepted as a risk. The proposed suggestion will 

achieve detection rates of hallucinations below one percent (<1 %), which is the safety threshold 

to which medical AI is applied (Lee et al., 2023). Multiple stages of validation would be present: 

confidence scoring to identify questionable results, self-reflection to identify internal 

inconsistencies, and human verification of critical decisions. In certain of the contexts, 

automated refinement systems could correct original generations with approximate 61 per cent 

success in case of sufficient feedback 
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The pharmaceutical sectors require hallucination detection techniques that are specific, as 

opposed to general AI safety techniques. Application-specific problems can include fabricated 

regulatory mandates, test strategies that are not applicable to GAMP 5 (2 nd ed.) concepts, or 

validation procedures that would appear to be reasonable to general auditors but that are not in 

line with industry best practices 

Risk-stratified delegation decisions must be balanced with the confidence of use, i.e., balance the 

efficiency of automating decisions with precision of validation. The confidence thresholds would 

vary with the system risk profile: GAMP Category 3 routine validations would still proceed on 

the basis of pre-determined confidence levels (>=0.85, target threshold) whereas Category 5 

custom applications would require human intervention in any automated choices that fail to meet 

a pre-determined confidence threshold (>=0.92, target threshold). Implementation will be aimed 

at reducing the human review time to less than 10 hours per validation cycle and keeping 

appropriate levels of error detection 

Regulatory update incorporation ensures system behavior reflects current requirements. Change 

impact assessments determine necessary modifications to system components. The validation 

processes ensure that the effectiveness of systems is not compromised by the updates without 

compromising compliance. Documentation updates ensure that the system records are also 

updated to keep abreast with changing regulatory environments 

Compliance drift detection identifies slight spillage in complying with the regulatory 

requirements which can occur over time as systems evolve or patterns of use change. Periodic 

compliance audits make a comparison of the system behavior with the regulatory requirements 

and identify areas that require correction 

Audit trails provide a detailed record to support inspection and quality assurance programs by 

regulatory bodies as required by 21 CFR Part 11 (11.10 (e)) that states electronic systems must 

provide an audit trail to document access, modification and processing of data. 

The design of validation follows the principles of ALCOA+ (originated in MHRA data integrity 

guidance) through automated validation of compliance checks. Any test case that is generated is 

systematically verified at the integrity level by cryptographic signatures and immutable audit 

trail entries. The uniformity of the formatting used in the audit makes the information available 

to the regulatory inspectors 

Long-term retention provides access to audit trails in the event that they are needed over required 

retention periods. The access control gives the right people access to audit information during 

investigations or during inspection 

3.6 Limitations and Mitigation Strategies 

3.6.1 Technical Limitations 

With technical limitations put in consideration, realistic deployment expectations and proper 

system design can be done. The implementation addresses the expected constraints through 

architecture choices and practice rather than attempting to eliminate the constraints. 
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Model limitations represent fundamental constraints on system capabilities. Context window 

restrictions limit simultaneous information processing by LLMs. Pharmaceutical validation 

records tend to exceed these thresholds and the document segmentation may be necessary that 

can adversely impact cross-reference preservation or relationship identification 

The mitigation strategies employ the hierarchical processing that decomposes large documents 

into smaller units and preserves relationship information. Document preprocessing identifies 

section boundaries and cross-references. Section-level processing maintains relationship 

information transferred between processing stages. Summary generation creates document-level 

perspectives capturing overall context 

High risk in LLM hallucination occurs when the models generate plausible, yet incorrect 

information. Multiple validation layers systematically detect and correct potential hallucinations. 

The generated content will be source grounded and verification rate targets across content type 

will be proposed (<1% hallucination rate, proposed validation threshold). Confidence scoring 

calculates the outputs that are at risk of hallucination using empirically set thresholds. Human 

review focuses on low-confidence outputs requiring expert verification. The systems of fact-

checking confirm references to regulations and technical assertions to databases of 

pharmaceuticals 

The issue with domain adaptation is that most general-purpose LLMs lack specific 

pharmaceutical knowledge. The integrated mitigation measures entail domain-specific fine-

tuning that entails training of models to pharmaceutical environments. Model knowledge is 

supplemented by pharmaceutical knowledge bases which contain the latest industry knowledge. 

Expert review validates domain-specific outputs. The continuous learning process incorporates 

the feedback to improve the domain adaptation over time 

Infrastructure constraints affect deployment and scalability potential. The cost of computation of 

big language models is high and can far exceed the IT infrastructure that is normally accessible 

in the pharmaceutical sector. Validation of large files requires much memory and computing 

resources 

Resource planning establishes the infrastructure requirements based on the expected usage. Load 

testing identifies peak resource demands. Capacity planning ensures adequate infrastructure for 

expected user adoption. Infrastructure investments are rationalized using cost-benefit analysis on 

anticipated efficiency returns of validation 

Model optimization saves resources with compression, pruning and efficient architecture. 

Deployment optimization uses caching, batch processes and sharing of resources to optimize the 

utilization of the infrastructure 

Network latency considerations influence user experience and system responsiveness. Hybrid 

deployment strategies balance latency requirements with resource availability. Computational 

intensive processes are run on Cloud resources, and the critical interactive parts are deployed in 

local space. Caching strategies reduce network dependencies for frequently accessed information 
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Scalability boundaries constrain system capacity as usage increases. Scalability planning 

addresses limitations through horizontal scaling approaches. Load balancing distributes 

processing across multiple model instances. Database sharding and replication handle increased 

data volumes. Auto-scaling policies adjust capacity based on demand. The architectural designs 

proposed are expected to support 200 simultaneous users and response time of less than two 

seconds as the target. The objective of model compression techniques is to conserve memory at 

minimal loss of accuracy in test generation systems 

3.6.2 Methodological Limitations 

Research methodology limitations affect result reliability and generalizability. The awareness of 

these limitations enables the correct interpretation of the results and the establishment of the 

directions of further research 

Evaluation scope limitations constrain conclusions drawn from research findings. The small 

number of document types used in URS may be a limiting factor in the generalizability of the 

research to all pharmaceutical validation environments. Document selection bias could affect 

evaluation result representativeness 

Systematic document selection reflects diverse pharmaceutical contexts. The categories of the 

documents are also some product types (small molecules, biologics, devices), some system types 

(manufacturing, laboratory, clinical), and some organizational contexts (large pharmaceutical 

companies, biotechnology firms, CROs) 

Diversity metrics confirm adequate representation across relevant dimensions. The variety of 

document selection is also verified by the statistical analysis which enables drawing any 

conclusions. Bias detection identifies systematic selection trends potentially affecting results 

Time-bounded performance evaluation creates limitations regarding long-term system behavior. 

The decreasing performance with time or adaptation to new requirements may not be captured by 

short evaluation periods 

Longitudinal evaluation methods address temporal limitations through extended follow-up. The 

performance tracking is not stopped at the initial assessment to identify the long-term trends. 

Degradation detection identifies the performance to be updated or repaired in a system 

Evolving regulatory environments challenge long-term compliance assessment. Regulatory 

requirements change continuously, potentially affecting evaluation result applicability 

Regulatory trend analysis is an extrapolation of the requirements in the future, which is achieved 

through the existing patterns of evolution. Scenario planning evaluates system robustness against 

potential regulatory changes. Adaptive design enables system modification to address regulatory 

evolution 

3.7 Implementation Validation Protocol 

This section provides a full validation protocol to balance AI system probabilistic output and 

pharmaceutical deterministic needs, covering any gaps in the traditional software validation 

assumptions and AI systems reality. The specification encompasses technical requirements based 
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on actually implemented proof-of-concept systems. Validation plans focus on particular 

performance indicators whilst attempting to produce exhaustive test cases of GAMP Category 5 

systems, and early applications of validation plans have demonstrated promising initial 

outcomes. 

3.7.1 Test Environment Architecture 

The test environment follows the concepts of defense in depth by using containerized 

infrastructure where the hardware requirements are proved through production: 

Hardware: Development uses the OpenRouter API access to DeepSeek V3, and no local compute 

is required. The production deployment can be either to maintain the API usage at the cost of 

0.18/M input tokens or on-premise multi-GPU infrastructure, in case of data-sensitive 

environments. Our storage uses NVMe SSDs with AES-256 encryption that guarantees data 

integrity and confidentiality in accordance with 21 CFR Part 11 (SS11.10(d)) requirements. The 

TLS 1.3 is implemented in the network infrastructure and used to communicate between the 

services with certificate pinning. 

Validation Data Set and Training Materials: The validation approach made use of proprietary 

training materials which were acquired by taking two ISPE GAMP 5 professional development 

courses. In particular, taking the course, GAMP 5 (2 nd ed.), GxP Process Control (T21), in 

March 2024 (1.30 CEUs) and the course, GAMP 5 (2 nd ed.), Annex11/Part 11 Basic Principles, 

in July 2024 (2.00 CEUs) gave access to a vast number of industry-standard documentation 

templates. These materials consisted of about 35 templates of User Requirements Specification 

(URS) documents, and 20 test script examples which are used as references during the 

development and validation of frameworks. 

Pharmaceutical and biotechnology systems comprised GAMP categories 3-5 systems such as 

manufacturing execution systems (MES), laboratory information management systems (LIMS), 

enterprise resource planning (ERP) modules, process control systems and quality management 

systems. These materials were analyzed systematically to derive common patterns of validation, 

structure of requirements, and test case designs that form the basis of prompt engineering 

strategies of multi-agent systems. The examples of test scripts that accompany the chapter cover 

installation qualification (IQ), operational qualification (OQ), and performance qualification 

(PQ) protocols that benchmarked the capabilities of the framework to generate test scripts 

against the industry-standard validation techniques. 

Although the specific content cannot be reproduced, use of these materials as validation data will 

provide a methodologically sound approach to basing the research on well-established industry 

practices. Formal graduation out of accredited training programs will guarantee both authenticity 

and professional relevance of the validation dataset, and system type breadth will enable 

generalizability of research findings to apply to multiple pharmaceutical computing 

environments. 

Containerization Framework: Docker 24.0+ containers and immutable infrastructure definitions 

allow regulatory compliance by isolating dependencies completely. Container images follow 

write-once-read-many concepts, and in such a way, no changes in deployed configuration can be 

made after validation without a dedicated change control process as required by GAMP 5 (2nd 

ed.) Appendix M4. 
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Figure 3.8: Test Environment Architecture 

 

 

Production container configuration 

version: ‘3.8’ 

services: 

test_environment: 

image: pharma-validation:latest 

deploy: 

resources: 

limits: 

memory: configured per deployment mode 

reservations: 

memory: 16GB 

volumes: 

- ./data:/app/data:ro # Read-only data mount 

- ./audit:/app/audit # Audit trail storage 

environment: 

- AES_ENCRYPTION=256 

- TLS_VERSION=1.3 

- AUDIT_RETENTION=7_YEARS 
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Observability Infrastructure Phoenix observability platform provides decision level 

observability, capturing comprehensive telemetry spans per workflow execution in an 

infrastructure. Audit trails generated by real-time dashboards can be used to support 21 CFR Part 

11 ( 11.10(e) ) compliance to document validation rationale. Each span has its confidence scores, 

decision paths, and regulatory context to provide full traceability. 

Database Architecture: PostgreSQL 15+ with immutable audit tables: The audit tables are 

immutable, which implements the ALCOA+ principles (originating in the MHRA data integrity 

guidance) by defining the append-only transaction logs. Database design does not permit data 

modification after commit, so contemporaneous and original records are preserved. 

11.50 11.100(a) Electronic Signature Implementation: The framework proposes a risk-based 

multi-factor authentication strategy based on NIST SP 800-63B (2017) authentication guidelines, 

with multiple factors based on system criticality: Something you know: Password (minimum 12 

characters, complexity rules) Something you have: Hardware token (FIDO2/WebAuthn 

compliant) Something you are: Biometric (fingerprint, facial recognition) Somewhere you are: 

Geolocation verification (IP allow 

3.7.2 Failure Metrics and Quantified Thresholds 

The validation protocol provides empirical thresholds that are calibrated by pharmaceutical Red 

Team testing and production deployment information: 

Hallucination Rate Threshold: Goal of less than one percent (<1%, proposed validation 

threshold) as determined through pharmaceutical-specific Red Team tests against proposed 

comprehensive prompt sets tested and validated by domain experts. Research is trying to make 

this target by output validation and confidence-based routing. Outputs are issued with confidence 

that is below empirically set thresholds that lead to mandatory human consultation. 

Traceability Performance: A requirement mapping accuracy of 95 percent or above should be 

achieved through semantic similarity analysis with specific thresholds established to achieve 

requirement-to-test linking. The proposed solution targets this level by means of bidirectional 

mapping matrices that will be validated against URS documents. Individual test cases are fully 

traceable to source requirements with date and time stamped audit trails. 

Response Time Metrics: less than ten minutes to generate the entire test suite (target: 30 tests in 

Category 5 systems) verified by production benchmarks. Manual baseline comparisons aim at 

achieving considerable time savings over the traditional processes. Timeout limits will avoid 

resource depletion: 10-minute limit on per workflow execution with circuit breakers to avoid 

cascade failures. 

Accuracy Calibration: Thresholds of confidence were calibrated using a 5-fold cross-validation 

(k=5) on 15 URS documents. The system aims at certain accuracy scores of the generated test 

cases with little or no false positives or negatives at validation. Confidence scores are correlated 

with actual accuracy rates, which makes it possible to use reliable human consultation triggers. 

3.7.3 Rollback Criteria and Operational Thresholds 
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The NO FALLBACK policy reinforces the fact that there is explicit human intervention when 

certain operational parameters are breached, thus keeping 21 CFR Part 11 (SS 11.10(a) 

validation, SS 11.10(g) authority checks) compliance: 

Confidence Degradation Triggers: - Category 3/4 systems: confidence level reduction is greater 

than 0.15 (target level) - Category 5 systems: more stringent confidence level reduction is greater 

than 0.2 (target level) 

Performance Degradation Thresholds: - Error rates above five percent during 100 decisions in a 

row - Response time above 200 percent of base response time (more than 20 minutes) - Memory 

utilization above 90 percent sustained over a five-minute period - Database connection timeouts 

above 30 seconds 

Regulatory Compliance Violations: - ALCOA+ principle violations (any of nine principles, 

originating in MHRA data integrity guidance) - Audit trail integrity checks failure - Electronic 

signature validation failure - Traceability matrix coverage less than 95% 

Recovery Procedures: Systems enter a controlled shutdown with state preservation on meeting 

rollback criteria. Recovery requires human approval through change control procedures. Any 

rollback events create detailed incident reports with root cause analysis in accordance with ICH 

Q9(R1) quality risk management practices. 

3.7.4 FMEA Analysis and Risk Mitigation 

Failure Mode and Effects Analysis identifies critical failure points with quantified risk 

assessments and specific mitigation strategies: 

Table 3.6: Critical Failure Modes Analysis 

Failure Mode Severity (1-10) 

Detection 

Method 

Mitigation 

Strategy Residual Risk 

AI 

Hallucination 

9 Confidence 

scoring with 

calibrated 

thresholds 

Multi-layer 

validation + 

human review 

Low 

Context Loss 7 Document 

segmentation 

monitoring 

Hierarchical 

processing with 

relationship 

preservation 

Medium 

Agent 

Coordination 

Failure 

8 Phoenix span 

analysis + 

timeout detection 

Circuit breakers 

+ fallback to 

sequential 

processing 

Low 

Database 

Corruption 

10 Cryptographic 

hash validation 

Immutable audit 

tables + real-time 

backup 

Very Low 

Model Drift 6 Performance Continuous Medium 
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Failure Mode Severity (1-10) 

Detection 

Method 

Mitigation 

Strategy Residual Risk 

metric tracking monitoring + 

recalibration 

triggers 

Security Breach 9 OWASP 

vulnerability 

scanning 

Defense-in-depth 

+ Ed25519 

signatures 

Low 

Regulatory 

Non-compliance 

10 Automated 

ALCOA+ 

validation 

Real-time 

compliance 

checking + 

human oversight 

Very Low 

Risk Mitigation Implementation: - Severity 9-10 failures trigger immediate system halt - 

Severity 7-8 failures escalate to human consultation - Severity 1-6 failures generate alerts with 

continued operation - All failures maintain complete audit trails for investigation. 
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Figure 3.9: FMEA Risk Assessment
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3.7.5 Validation Test Categories and Implementation 

Unit Validation: The core functionality of individual agents is tested against an extensive set of 

pharmaceutical edge cases. Testing is performed on an individual agent basis (GAMP 

categorization, context provider, research analyzer, SME consultant, test generator) with 

controlled inputs. Acceptance criteria are aimed at certain performance measures to meet 

regulatory compliance checks and tasks related to a specific domain. 

Integration Testing: LlamaIndex 0.12.0+ orchestration is used to test event-driven workflows 

using multi-agent coordination testing. Phoenix observability records all inter-agent 

communications with fine-grained span analysis. Integration tests confirm consensus algorithms 

on conflicting agent decisions and time-synchronization with concurrent load. 

Performance Validation: Load testing is used to confirm system performance under production 

conditions with up to 200 concurrent users as a design target. A scaling test of a database 

confirms the performance of PostgreSQL with an audit trail requirement. API rate limiting 

ensures cost-effective operations within budget constraints. 

Security Validation: OWASP LLM Top 10 vulnerability testing aims at achieving total 

mitigation effectiveness. Penetration testing confirms the use of AES-256 encryption, Ed25519 

signature verification, and TLS 1.3. Security tests verify defense-in-depth architecture and 

prevent data leakage and ensure confidentiality. 

3.7.6 ALCOA+ Implementation and Validation 

Each principle of ALCOA+ (based on MHRA data integrity guidance) has certain 

implementation and validation steps. 

Data traced: All data entries are traced to individual users and time stamps by Ed25519 digital 

signatures as per 21 CFR Part 11 (11.10(e) on audit trails). Validation confirms complete 

attribution coverage with cryptographic verification. 

3.7.7 Electronic Signature Authentication Architecture 

The framework suggests the use of an architecture of authentication that is not prescriptive but 

rather founded on the established standards (NIST SP 800-63B, 2017). The suggested multi-

factor authentication solution to electronic signatures in accordance with 21 CFR Part 11.100(a) 

presents a defense-in-depth strategy that is usable in pharmaceutical validation processes. 

Authentication Factor Implementation: - Knowledge factors use PBKDF2 password hashing with 

OWASP (2021) recommended iteration counts based on the current computing power and per-

user salts - Possession factors are implemented with FIDO2/WebAuthn (FIDO Alliance, 2019) 

hardware tokens and challenge-response protocols - Inherence factors include fingerprint 

recognition and facial recognition with liveness detection - Location factors implement IP 

allowlists and geofencing in access control within facilities - Behavior factors use typing 

dynamics and mouse patterns with machine learning algorithms 
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Identity Lifecycle Management: - All initial enrollments must be completed in-person and 

require a government-issued ID to verify identity - Identity re-verification intervals should be 

periodically enforced based on organizational risk assessment per NIST SP 800-63A (2017) - 

Account recovery requires out-of-band verification by use of registered devices - Termination 

procedures should result in immediate revocation across all systems 

Readable: All records will be human readable in structured formats and plain language 

explanations. The pharmaceutical terminology of the decisions made in AI includes confidence 

values and chains of reasoning. 

Contemporaneous: All operations are recorded at the time of occurrence with micro second 

timing accuracy. Validation confirms temporal accuracy through synchronized time servers. 

Original: Immutable PostgreSQL audit tables allow recording of first records without the ability 

to modify it. Validation confirms append-only operations with cryptographic integrity checks. 

Accurate: Records are accurate as they are checked automatically. Confidence calibration 

ensures accuracy claims match empirical performance. 

End-to-end: End-to-end documentation of processes without gaps is achieved by workflow 

tracing. Phoenix observability ensures comprehensive coverage per execution. 

Consistent: Standardized formats provide consistency in data entry in all operations. Validation 

confirms format compliance through automated schema checking. 

Records are maintained into long-term storage (minimum of seven years) and the format 

migration is planned to ensure continued accessibility. 

Accessible: Records are accessed by authorized personnel using role-based controls with full 

access logging. Validation confirms retrieval capabilities during simulated inspections. 

3.7.8 Continuous Monitoring and Performance Surveillance 

Monitoring systems are able to monitor decision quality metrics other than infrastructure 

monitoring 

Decision Quality Tracking: Confidence score distributions, user override patterns and accuracy 

trends can be used as early indicators of system degradation. Statistical process control charts 

identify significant variations requiring investigation. 

Model Drift Detection: Drift is detected by continuous comparison of the current performance 

with validation baselines. Drift thresholds initiate recalibration procedures prior to the 

occurrence of significant performance effects 

Regulatory Compliance Monitoring: The real-time checking of ALCOA+ principles (initiated by 

MHRA data integrity guidance) will provide real-time validation of compliance and alerting on 

any principle violations. Compliance dashboards provide executive visibility into system 

regulatory status. 
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Post-Market Surveillance: In accordance with the FDA PCCP guidance (FDA, 2024), the 

systems have continuous performance monitoring and quarterly compliance reports. Adverse 

event tracking will detect trends that will necessitate system corrections through the use of 

change control processes 

This implementation validation protocol offers tangible, quantifiable standards of AI system 

implementation in the pharmaceutical setting without compromising strict compliance standards 

that are necessary in patient safety and regulatory acceptance. The empirical basis of the protocol 

that is anchored in production deployment data makes it practically applicable as opposed to 

theoretical compliance frameworks. 

3.7.9 21 CFR Part 11 Evidence Artifacts 

The creation of compliant evidence artifacts is the basis of pharmaceutical validation systems. 

Part 11 compliance does not stop at mere electronic signatures, but requires in-depth technical 

architectures that produce tamper-evident records that meet the requirements of regulatory 

review and operational usability. This study proposes a multi-level system to combine 

cryptographic assurance with workflow considerations. 

Audit Trail Schema and Technical Implementation 

The audit trail framework uses PostgreSQL 15.x with immutable trigger functions that record 

fine-grained system changes. All audit records have a common schema User_ID (UUID v4), 

Timestamp (ISO 8601 with microsecond precision), Action (enumerated type matching CRUD 

operations plus custom pharmaceutical actions), Old_Value (JSONB to represent complex data 

structures), New_Value (JSONB), and Justification (text field required on critical changes). This 

schema design is a tradeoff between comprehensiveness and query speed, giving sub-second 

performance against millions of audit records. 

Cryptographic integrity utilizes a chain of SHA-256 hashes with each record including the hash 

of the previous record to form an append-only ledger that is resistant to tampering. The 

implementation computes Hash n = SHA256(Hash n-1 || Record n || Salt), with Salt rotating daily 

with the use of a hardware security module. The calculations are performed using PostgreSQL 

triggers, which introduce less than 5ms of latency per transaction, and give forensic-strength 

integrity. DurA et al. (2022) showed that the same architecture produces a blockchain equivalent 

tamper resistance without the overhead of distributed ledger. 

Electronic Signature Workflow Implementation 

The authentication architecture supports NIST 800-63B (NIST, 2022) Authentication Assurance 

Level 2, which requires multi-factor authentication consisting of something the user knows (the 

password with entropy requirements) and something the user has (TOTP token or FIDO2 key). 

The signature manifestation records four required items as required by 21 CFR Part 11 Part 11 

11.50: printed name, date/time of signing (time synchronized to NIST atomic clock), meaning of 

the signature (selected from a controlled vocabulary: Review, Approval, Verification), and intent 

declaration (free text explaining the rationale behind the decision). 
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Non-repudiation is provided by a public key infrastructure based on X.509 certificates that are 

issued by an internal certificate authority. The signature operation results in a detached PKCS7 

signature block that is separately stored to the signed data, allowing signature verification 

without modification of the data. The update frequency of certificate revocation lists is hourly, 

with a grace period to avoid disruption to the workflow during certificate rotation. The 

implementation aims to generate signatures in less than 200ms including HSM interaction, 

certificate validation and database persistence. 

Evidence Artifacts Generated Through Validation Cycles 

The framework generates standardized artifacts throughout validation lifecycles. Validation 

summary reports summarize the test execution results, providing pass/fail statistics, deviation 

summaries, and risk assessments in FDA-ready forms. These reports are directly tied to 

underlying test evidence by cryptographic hashes, creating chains of custody. 

Change control documentation records the changes to the system with their before and after 

states, impact analysis, and approvals. Each change request produces a distinct identifier that 

connects requirements, implementation information, testing artifacts, and deployment 

documents. User access logs provide a record of authentication events, permission changes, and 

data access patterns at millisecond granularity. Anomaly detection algorithms identify abnormal 

access patterns to be reviewed by security. 

Configuration snapshots take full environment snapshots before validation executions These 

snapshots contain software versions, database schemas, integration endpoints, and security 

settings, which are serialized as signed JSON objects. Configuration drift detection uses baseline 

snapshots of the system and alerts when there is unauthorized change in the runtime states. 

Compliance Verification and Automated Assessment 

Automated compliance verification ensures part 11 requirements are validated by continuous 

checks as opposed to periodic audits. The verification engine interprets regulatory requirements 

into rules that can be run as automated checks, such as a requirement to limit system access 

(SS11.10(d)) can be translated into automated checks of role-based access control configuration, 

password complexity enforcement, and session timeout implementations. 

The periodic audit reports present a weekly summary of the state of compliance with Part 11 

technical controls. Automated testing is used to provide each control with a compliance score, 

and non-compliance results in automatic alerts to quality assurance. The justified deviations as 

found under exception handling protocols are documented, and the compensating controls are in 

place to ensure overall compliance. 

The escalation processes are enabled when the compliance scores are below 95 percent or when 

the critical controls are failed. The system alerts specified personnel through various channels, 

triggering the workflow of corrective actions with set time limits of resolution. Regulatory 

inspection ready tests are in the form of simulated FDA audit tests which confirm the availability 

and performance of evidence. 
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This technical work achieves the evidence generation of pharmaceutical grade beyond the basic 

evidence generation of Part 11. The framework provides defensible validation records that meet 

regulatory requirements but do not add operational complexity by integrating cryptographic 

integrity, complete audit trails, and automated compliance verification. The modularity of the 

architecture allows adjustment as the regulations change, safeguarding long-term compliance 

investments. 

3.7.10 Accountability and Error Attribution Protocol 

The proposed accountability framework aims to provide blockchain-equivalent integrity through 

advanced observability and tamper-evident logging systems, specifically designed for real-time 

pharmaceutical operations where traditional blockchain architectures would introduce 

unacceptable latency. 

Phoenix AI Observability Infrastructure: The framework employs comprehensive telemetry 

spanning designed to capture over 130 decision points per workflow execution, providing 

granular visibility into multi-agent system decision processes. Phoenix AI from Arize (Arize AI, 

2023) enables integration with LlamaIndex for comprehensive observability tracking. Each span 

encompasses decision paths, confidence scores, and regulatory context, enabling complete 

reconstruction of system reasoning. Real-time dashboards aim to generate audit trails designed to 

support 21 CFR Part 11 compliance documenting validation rationale (FDA, 2003). The 

observability infrastructure targets logging overhead below ten milliseconds per event, aiming to 

minimize performance impact while maintaining comprehensive accountability. 

GAMP 5 Compliance Logger with Tamper-Evidence: The approach proposes implementing 

cryptographic hashing (SHA-256) of all audit entries within an append-only logging architecture 

preventing post-facto modifications. Each event receives timestamped logging with UUID 

tracking, establishing complete decision lineage from input through processing to output. The 

system aims to capture extensive audit events throughout validation cycles, stored in PostgreSQL 

15+ with immutable audit tables implementing ALCOA+ principles (originating from MHRA 

data integrity guidance) through transactional integrity. Audit retention spans seven years per 

regulatory requirements, with cryptographic verification ensuring data authenticity throughout 

retention periods. 

Human-in-the-Loop Consultation Protocol: Critical decision escalation employs role-based 

access control aligned with organizational hierarchies and regulatory responsibilities. Digital 

signature implementation per 21 CFR Part 11 (§11.100(a)) (FDA, 2003) ensures non-repudiation 

of human decisions, utilizing Ed25519 cryptographic signatures bound to authenticated 

identities. Timeout-based consultation with conservative defaults prevents system stalls while 

maintaining human oversight for critical decisions. Escalation procedures for unresolved 

consultations follow pharmaceutical quality system protocols, with automatic elevation to quality 

assurance personnel after defined timeout periods. 

Error Attribution System: Agent-level error tracking assigns unique identifiers to each system 

component, enabling precise fault localization. The NO FALLBACKS policy mandates explicit 

failure with full diagnostic information rather than attempting potentially incorrect recovery, 

ensuring regulatory compliance through transparent failure modes. Hierarchical error attribution 

traces failures through agent, workflow, and system stacks, providing complete root cause 
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analysis through span correlation. Each error generates comprehensive diagnostics including 

input data, processing state, confidence scores, and decision context, supporting forensic analysis 

and continuous improvement. 

OVERRIDE_CMD Mechanism: Human intervention triggers activate automatically when 

confidence scores fall below empirically calibrated thresholds (≥0.85 for Category 3/4, ≥0.92 for 

Category 5), ensuring human expertise supplements AI decisions at critical junctures. GAMP 

categorization uncertainty exceeding 20% triggers mandatory human consultation before 

processing continues. Regulatory compliance violations detected through real-time monitoring 

immediately halt processing pending human review. Systems maintain complete audit trails of 

all human interventions, including reason codes, justification narratives, and outcome 

documentation, establishing clear accountability chains for hybrid human-AI decisions. 

Performance and Integrity Specifications: The accountability protocol targets operational 

metrics ensuring both performance and compliance: audit event capture within ten milliseconds 

of occurrence, zero data loss through transactional guarantees, 99.99% availability targets for 

audit retrieval systems, and cryptographic verification completing within 50 milliseconds. 

Storage architecture utilizes redundant systems with automated failover, ensuring continuous 

audit capability even during system maintenance or partial failures. 

This accountability framework proposes forensic-grade traceability comparable to blockchain 

architectures while maintaining performance characteristics essential for real-time 

pharmaceutical validation operations. Integration of observability, cryptographic integrity, and 

human oversight establishes a comprehensive accountability protocol designed to satisfy 

regulatory requirements while enabling practical deployment in production pharmaceutical 

environments. 

3.7.11 Model Lifecycle Management 

The pharmaceutical industry’s approach to change control, refined through decades of GMP 

implementation, provides a robust framework for managing AI model evolution. This section 

establishes lifecycle management protocols specifically calibrated for large language models in 

validation contexts, addressing the unique challenges of maintaining validated states while 

enabling necessary model updates. 

Version Control and Prompt Management 

Git-based version control architecture extends beyond traditional code management to 

encompass prompt templates, model configurations, and validation parameters. Each prompt 

iteration receives semantic versioning (MAJOR.MINOR.PATCH) aligned with impact 

assessment: MAJOR for fundamental behavioral changes affecting validation logic, MINOR for 

capability enhancements maintaining backward compatibility, and PATCH for bug fixes and 

performance optimizations. This granularity enables precise rollback capabilities when model 

behavior deviates from validated baselines. 

Prompt templates reside in dedicated repositories with branch protection rules enforcing peer 

review before production deployment. Each template includes metadata headers documenting 

intended behavior, performance benchmarks, and regulatory context. Commit hash tracking 

establishes immutable linkage between validation events and specific prompt versions, satisfying 
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21 CFR Part 11 requirements for system configuration documentation. Repository hooks enforce 

pre-commit validation, automatically testing prompts against reference datasets before allowing 

version control operations. 

Change Control Procedures (PCCP-Aligned) 

The FDA’s Predetermined Change Control Plan guidance (FDA, 2024) fundamentally reshapes 

AI system maintenance in regulated environments. Rather than treating every model update as 

requiring full revalidation, the PCCP framework enables pre-specification of acceptable changes 

with defined verification protocols. This approach acknowledges AI systems’ inherent need for 

updates while maintaining regulatory compliance. 

Authorized changes under the PCCP framework include performance optimizations maintaining 

functional equivalence, prompt refinements improving clarity without altering outcomes, and 

model checkpoint updates within the same architecture family. Each authorized change category 

requires specific verification protocols: performance optimizations undergo regression testing 

against validated test suites, prompt refinements require semantic similarity scoring above 0.95, 

and checkpoint updates mandate consistency verification across standard validation scenarios. 

Unauthorized changes triggering full revalidation encompass architectural modifications, 

fundamental prompt restructuring affecting decision logic, and integration of new data sources 

potentially introducing bias. The change control workflow implements GAMP 5 (2nd ed.) (ISPE, 

2022, Appendix M4) requirements through automated change request systems, impact 

assessment matrices, and approval hierarchies based on change criticality. 

Reproducibility Configuration 

Deterministic model behavior represents a fundamental challenge in LLM deployment, 

particularly when pharmaceutical validation demands identical outputs across multiple 

executions. Fixed random seeds establish deterministic sampling during self-consistency 

verification (K=5 runs as specified in Section 3.2). Temperature settings receive similar 

treatment, with production configurations locked at empirically optimized values 

(temperature=0.7 for creative tasks, temperature=0.1 for deterministic validation). 

Model checkpoint pinning prevents inadvertent behavioral drift from provider updates. 

DeepSeek V3 deployments reference specific model versions through immutable identifiers. The 

configuration management system maintains checkpoint genealogy, tracking performance 

metrics across versions. Configuration stored in reproducibility.yaml: 

model: 
  provider: "deepseek" 
  version: "v3-2024-12" 
  checkpoint: "ds-v3-7b8f9a2c" 
validation: 
  k_consistency: 5 
  random_seeds: [42, 1337, 2024, 8192, 65536] 
  temperature: 0.1 
  confidence_threshold: 0.92 
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Configuration validation occurs at system startup with cryptographic verification ensuring 

integrity. 

Drift Detection and Monitoring 

Performance of the Model declines inevitably as the use of linguistic patterns changes and the 

pharmaceutical terminology develops. Performance drift thresholds create quantitative limits: 5 

percent degradation triggers automatic review, 10 percent degradation causes the system to enter 

quarantine. These thresholds are based on empirical analysis also calibrated to identify a 

significant change but with no false positives. 

The monitoring of the confidence scores will give early warning through rolling averages across 

the validation sessions and the mean confidence scores will give an alert when the score falls 

below 0.85 in standard systems and below 0.92 in Category 5 systems. The monthly validation 

metrics reviews summarize the performance data, showing any trends of degradation and 

statistical outliers. The reviews are used to support quarterly revalidation cycles which are 

required by NIST Artificial Intelligence Risk Management Framework (AI RMF 1.0) (NIST, 

2023). 

The change control is integrated with the drift detection system and it automatically generates 

change requests when the degradation is above the thresholds. Drift patterns are classified: data 

drift (change in the distribution of inputs), concept drift (change of relationship) and model drift 

(degradation of parameters). Each category triggers specific remediation protocols. Performance 

baselines are continually refined using production feedback feedback loops and a separate set of 

baselines is maintained by document type and regulatory jurisdiction. 

3.8 Limitations Framework 

Similar to how pharmaceutical companies cannot release new drugs without extensively testing 

both short-term and long-term side effects, technology companies should not release new AI 

tools without extensive testing of their potential benefits and risks. This pharmaceutical analogy 

permeates every aspect of this research. Although the methodologically correct approach to 

multi-agent pharmaceutical document processing was developed, there remain basic questions 

about the previously unknown side effects of AI intervention. 

The disadvantage of this method goes beyond the normal technical constraints. They are 

epistemological limits - the basic limits to what is knowable about the use of AI systems in life-

critical pharmaceutical contexts. Although software application errors may be inconveniencing, 

errors in pharmaceutical document processing may have spill-over effects on regulatory systems, 

which may affect drug safety and patient outcomes. This context turns every limitation to a 

technical issue into an ethical necessity. 

Methodological Constraints and the Limits of Validation 

The most critical issue is the lack of correspondence between validation and operational 

reality.Although the multi-agent system proves to work effectively in terms of document 

processing under controlled conditions, pharmaceutical settings are not amenable to control. The 

European Union (2024, Article 9) requires a thorough testing with particular metrics and 

thresholds, but Diaz-Rodriguez et al. (2023) are worried about the lack of apposite 

methodological tests, which would reflect the possible impact of AI on society. 



 

94 
 

This strategy is not able to project the way pharmaceutical professionals may modify their 

practice in using AI-generated content. Regulatory writers can become over-reliant on AI 

validation, which can leave them with knowledge gaps. Improved efficiency may cover quality 

problems that are not revealed until FDA inspections several years later. 

The validation model only captures performance at a given time but cannot explain the dynamic 

aspect of pharmaceutical regulations. The European Union (2024, Article 9) stipulates that risk 

management should be performed continuously during the AI system lifecycle, but the 

interpretation of regulation constantly changes. Systems that have been tested against existing 21 

CFR Part 11 regulations can become out of compliance as the regulatory understanding of AI 

systems evolves. This puts a validation paradox in place, where systems that have been 

compared more rigorously against existing regulations are more susceptible to future changes in 

regulations. 

Technical Limitations and Real-World Implementation Boundaries 

Development of this approach revealed several unexpected constraints. Although the multi-agent 

architecture is beautiful on paper, debugging is very difficult in practice. The coordination 

failures predicted to occur in about two percent of workflows under design assumptions present 

forensic issues that cannot be effectively debugged using traditional tools owing to the many 

asynchronous message queues involved. 

Another constraint that is usually not addressed in academic studies is the infrastructure 

requirements. According to the OSS migration analysis, the production deployment needs 64GB 

RAM per processing node, and it is expected to experience performance degradation with more 

than 200 concurrent users. These specifications are economic restrictions that may restrict 

greater benefits of solutions to big pharmaceutical firms and academic institutions. Economic 

benefits can swing in the favor of large pharmaceutical companies based on the expected 

processing cost versus industry standards, which can worsen the pre-existing pharmaceutical 

development gaps. 

Table 3.7: Core Technical Constraints and Mitigation Analysis 

Limitation Category Specific Constraint Mitigation Strategy 

Residual Risk 

Assessment 

Regulatory 

Complexity 

Multiple overlapping 

AI regulations without 

standardization 

consensus 

Develop 

pharmaceutical-

specific governance 

frameworks aligned 

with AI Act 

requirements 

Regulatory 

interpretation changes 

could render approach 

obsolete overnight 

Context Processing 32K token limits 

severely constrain 

processing of 

comprehensive 

pharmaceutical 

documents 

Implement document 

chunking with 

semantic boundary 

preservation 

Information loss at 

chunk boundaries may 

miss critical 

regulatory 

connections 



 

95 
 

Limitation Category Specific Constraint Mitigation Strategy 

Residual Risk 

Assessment 

Agent Coordination 2% coordination 

failure rate creates 

cascade system 

failures 

Deploy circuit 

breakers and fallback 

procedures with 

human oversight 

loops 

Manual processing 

fallback requires 10x 

more time, negating 

efficiency benefits 

Performance Scaling PostgreSQL 

bottlenecks beyond 

200 concurrent users 

limit enterprise 

deployment 

Implement distributed 

database architecture 

with read replicas 

Database complexity 

increases maintenance 

costs and introduces 

new failure modes 

Explainability Gap Multi-agent decision 

chains lack human-

interpretable 

explanations required 

by regulators 

Develop audit trail 

visualization tools and 

decision provenance 

tracking 

FDA inspectors may 

reject systems they 

cannot fully 

understand 

Implementation Challenges and Limitations 
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Cultural resistance within the pharmaceutical industry presents significant challenges. 

Pharmaceutical professionals are cautious about new technology, as they have seen some 

promising technology fail at a large scale. The regulatory writers who are experienced to 

interpret AI decisions need to understand the limitation of transformer model interpretability. 

The European Union (2024, Article 9) foresees identification and analysis of known and 

reasonably foreseeable risks. It is possible to identify known risks - hallucination, bias, 

limitations of context. There are some predictable risks - regulatory changes, performance 

degradation, adoption resistance. The thalidomide tragedy shows that extensive testing will not 

remove all unexpected risks, which would also be applicable to the deployment of AI systems. 

Risk Assessment Limitations 

Diaz-Rodriguez et al. (2023) stress that adequate risk assessment and mitigation activities are 

some of the requirements, but risk assessment requires knowledge about risks. The 

implementation of pharmaceutical AI is faced with irreducible uncertainty of risks unknown to 

have ever existed. The validation framework will help to measure the existing system 

performance but it cannot be used to predict future performance of the pharmaceutical 

documents as they evolve and regulatory requirements will also evolve. 

Implementation Reality 

It costs the organization about 40 hours to train users to operate the multi-agent system 

competently. The maintenance of AI requires a combination of pharmaceutical regulatory and AI 

expertise, which most companies cannot attain. 

The OSS migration analysis shows the constraints that are usually overlooked in academic 

research. AES-256 encryption adds a processing overhead of about 15 per cent and this overhead 

increases with multiple agent interactions. The GDPR, HIPAA and local data protection laws 

impose cross-border compliance needs with conflicting requirements that cannot be met by 

single architectures. 

Pharmaceutical Safety Context 

Unlike in other sectors where failure of AI would result in inconvenience or financial losses, 

pharmaceutical malfunctions of AI systems would result in adverse events that would cause 

harm to patients. This setting turns all technical limitations into possible safety risks The 

suggested solution has a lot of validation procedures but those procedures do not remove 

uncertainty but only measure it. 

Future Research Imperatives 

These limitations establish boundaries for responsible implementation. Dynamic context 

expansion techniques may overcome the limitations of current processing capabilities, but need 

radical improvement in efficient attention mechanisms. Interpretable multi-agent reasoning is an 

open issue although the regulatory demand is to provide human-interpretable AI decisions. 
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The domain needs to have theoretical frameworks to implement AI in life-critical applications 

that respect irreducible uncertainty. The experience of the pharmaceutical industry with drug 

development can be used as a model: a large amount of testing followed by post-market 

surveillance and rapid response mechanisms in case of unforeseen adverse events. 

3.8.1 Regulatory Compliance Matrix 

Table 3.8: Regulatory Requirements Mapping to Implementation Controls 

Regulatory 

Requirement Source 

Implementation 

Control 

Evidence 

Location 

Verification 

Method 

Electronic 

Signatures 

21 CFR Part 

11.50 & 

11.100(a) 

Ed25519 digital 

signatures with 

3/5 MFA: Multi-

factor 

authentication 

per NIST SP 

800-63B with 

risk-based factor 

selection - 

Identity 

verification per 

NIST SP 800-

63A IAL2 - 

Session 

management 

aligned with 

GAMP 5 - Audit: 

All 

authentication 

attempts logged 

Section 3.7.2 Signature 

verification logs 

Audit Trail 21 CFR Part 

11.10(e) 

Immutable 

PostgreSQL 15+ 

audit tables 

implementing 

append-only 

operations 

through database 

triggers, with 

SHA-256 hash 

chains linking 

sequential entries 

and timestamp 

verification using 

NTP-

synchronized 

servers (±1ms 

Section 3.7.1 Database 

integrity checks 
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Regulatory 

Requirement Source 

Implementation 

Control 

Evidence 

Location 

Verification 

Method 

accuracy) 

Access Controls 21 CFR Part 

11.10(d) 

Role-based 

access with TLS 

1.3 

authentication 

Section 3.7.1 Access control 

matrix review 

Data Integrity 

(ALCOA+) 

ALCOA+ 

principles 

(MHRA data 

integrity 

guidance) 

aligned with 21 

CFR Part 11 

including 

§11.10(e) for 

audit trails 

Complete 

activity logging 

with attribution 

Section 3.7.1 ALCOA+ 

compliance 

checklist 

Change Control GAMP 5 

Appendix M4 

Git-based 

version control 

with approval 

workflows 

Section 3.7.1 Change history 

reports 

Risk 

Assessment 

GAMP 5 Section 

5 

Behavioral 

threshold matrix 

with empirical 

basis 

Section 3.7.3 Risk assessment 

documentation 

System 

Validation 

GAMP 5 

Appendix D11 

(Artificial 

Intelligence and 

Machine 

Learning) 

Multi-layer 

validation 

protocol with test 

categories 

Section 3.7.2 Validation test 

reports 

AI 

Transparency 

EU AI Act 

Article 13 

Explainable 

decision chains 

with confidence 

scores 

Section 3.7.5 Decision 

provenance logs 

Human 

Oversight 

EU AI Act 

Article 14 

NO FALLBACK 

principle with 

mandatory 

consultation 

Theoretical 

Framework 

Override pattern 

analysis 

Risk 

Management 

EU AI Act 

Article 9 

Continuous 

monitoring with 

drift detection 

Section 3.7.5 Monitoring 

dashboards 

Data EU AI Act Dataset Section 3.6.1 Data governance 
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Regulatory 

Requirement Source 

Implementation 

Control 

Evidence 

Location 

Verification 

Method 

Governance Article 10 documentation 

and quality 

controls 

audits 

Technical 

Documentation 

EU AI Act 

Article 11 

Comprehensive 

system 

documentation 

with audit trails 

Throughout Documentation 

review 

Accuracy and 

Robustness 

EU AI Act 

Article 15 

Accuracy 

appropriate to 

purpose with 

risk-based targets 

Section 3.7.3 Accuracy metrics 

reports 

Cybersecurity EU AI Act 

Article 15(4) 

AES-256 

encryption with 

security 

validation 

Section 3.7.2 Penetration test 

results 

This matrix demonstrates complete alignment between regulatory requirements and designed 

controls, with each requirement traceable to specific validation protocol sections and verifiable 

through documented evidence. 

3.8.2 System Architecture Component Matrix 

Table 3.9: Component Implementation and Validation Specifications 

Component Implementation Validation Metric Target Performance 

Orchestration Layer LlamaIndex v0.12.0+ 

workflows 

Event completion rate >99% successful 

GAMP Categorizer Specialized LLM 

agent 

Classification 

accuracy 

>95% correct 

Context Provider ChromaDB vector 

store 

Retrieval relevance >0.85 similarity 

Research Analyst RAG with 

pharmaceutical docs 

Citation accuracy 100% verifiable 

SME Consultant Domain-specific fine-

tuning 

Expert alignment >90% agreement 

Test Generator Template + LLM 

synthesis 

Test coverage >90% requirements 

Observability Phoenix with 

comprehensive spans 

Trace completeness 100% operations 

Audit Trail PostgreSQL 

immutable logs 

ALCOA+ compliance 9/9 principles 
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Component Implementation Validation Metric Target Performance 

Security Layer OWASP validations Vulnerability 

detection 

>90% coverage 

Edge Nodes Docker containers 

(API gateway) 

Uptime availability >99.5% SLA 

3.8.3 Master Metrics Reference Table 

Table 3.10: Consolidated Performance Metrics and Targets 

Metric Category Specific Metric Target Value Qualification 

Reference 

Section 

Test Generation Category 5 test 

count 

30 tests Target §3.1, §3.7.2 

Test Generation Test suite 

generation time 

<10 minutes Target §3.7.2 

Test Generation Test coverage >95% Target §3.5.1 

Confidence 

Thresholds 

Category 3/4 

auto-proceed 

≥0.85 Target threshold §3.2.4, Table 3.2 

Confidence 

Thresholds 

Category 5 auto-

proceed 

≥0.92 Target threshold §3.2.4, Table 3.2 

Quality Metrics Requirement 

mapping 

accuracy 

>95% Target §3.7.2 

Quality Metrics GAMP 

classification 

accuracy 

>95% Target §3.7.5 

Quality Metrics Traceability 

score 

>95% Target §3.5.1 

Error Rates Hallucination 

rate 

<1% Proposed 

validation 

threshold 

§3.5.3, §3.7.2 

Error Rates Self-consistency 

variance 

<5% (K=5) Design goal §3.2.1 

Error Rates Critical test case 

variance 

<5% Proposed 

threshold 

§3.2.3 

System 

Performance 

Uptime 

availability 

>99.5% Target SLA §3.5.1 

System 

Performance 

Recovery time <30 minutes Target §3.5.1 

System 

Performance 

Concurrent users 200 users Design target §3.6.1 
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Metric Category Specific Metric Target Value Qualification 

Reference 

Section 

System 

Performance 

Response time <2 seconds Design goal §3.6.1 

Infrastructure GPU memory 

(on-premises) 

700GB minimum Requirement §3.3, §3.7.1 

Infrastructure API costs 

(DeepSeek V3) 

$0.18/M input, 

$0.72/M output 

Current pricing §3.3, §3.7.1 

Infrastructure Memory per 

node 

64GB RAM Requirement §3.8 

Efficiency Manual effort 

reduction 

70% Proposed target §3.5.1, Table 3.3 

Efficiency Time reduction 

(40h→12h) 

70% Estimated §3.5.1 

Compliance Regulatory 

compliance 

100% Required §3.5.1, Table 3.3 

Compliance ALCOA+ 

principles 

adherence 

9/9 principles Required §3.7.6 

Training User training 

time 

40 hours Estimated §3.8 

Validation Inter-rater 

agreement 

>0.8 Cohen 

kappa 

Target §3.2.1 

This table consolidates all quantitative targets and metrics referenced throughout the 

methodology chapter, providing a single authoritative reference for implementation and 

validation efforts. All values represent targets, proposals, or design goals rather than achieved 

results unless specifically noted. 

3.9 Risk Register 

Pharmaceutical validation systems operate within risk-intolerant environments where failures 

cascade through regulatory systems, potentially affecting patient safety and drug approvals. This 

risk register applies ICH Q9(R1) Quality Risk Management principles to the LLM-based 

validation framework, identifying hazards that could compromise system integrity, regulatory 

compliance, or validation accuracy. The register follows FMEA (Failure Mode and Effects 

Analysis) methodology adapted for AI-enabled pharmaceutical systems, as recommended by 

GAMP 5 Appendix D11 for artificial intelligence applications. 

3.9.1 Risk Assessment Methodology 

Risk quantification employs a standard 5×5 matrix where Risk Score = Likelihood × Impact. 

Likelihood ranges from Very Low (1) through Very High (5), representing probability of 

occurrence within a 12-month operational period. Impact scales from Negligible (1) to Critical 
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(5), assessed against patient safety, regulatory compliance, and data integrity criteria established 

by 21 CFR Part 11 and ALCOA+ principles. 

Risk categories align with pharmaceutical quality system requirements: - Low Risk (1-6): 

Acceptable with standard controls - Medium Risk (7-12): Requires specific mitigation measures 

- High Risk (13-25): Demands comprehensive controls and continuous monitoring 

Residual risk represents post-mitigation exposure, calculated after implementing defined control 

strategies. Deployment requires all residual risks ≤6 per organizational risk appetite statements, 

with critical regulatory risks requiring additional board-level approval regardless of score. 

3.9.2 Risk Category Definitions 

Technical Risks: System performance, model behavior, and infrastructure failures that could 

compromise validation accuracy or availability. These encompass LLM-specific concerns 

including hallucination, drift, and computational resource constraints identified in the technical 

architecture (Section 3.3). 

Regulatory Risks: Non-compliance with pharmaceutical regulations including 21 CFR Part 11, 

EU Annex 11, GAMP 5, and emerging AI governance frameworks. Regulatory risks carry 

inherent criticality given potential for warning letters, consent decrees, or market withdrawal. 

Operational Risks: Human factors, process integration, and organizational readiness challenges 

that could prevent successful deployment or sustained operation. These reflect pharmaceutical 

industry’s documented resistance to automation in GxP environments. 

Data Integrity Risks: Threats to ALCOA+ principles including data manipulation, unauthorized 

access, or audit trail compromise. Data integrity violations represent existential threats in 

pharmaceutical contexts, potentially invalidating entire validation packages. 

Table 3.11: Pharmaceutical Validation System Risk Register 

Risk 

ID 

Catego

ry 

Risk 

Description 

Likeliho

od 

Impa

ct 

Risk 

Score 

Mitigation 

Strategy 

Residual 

Risk 

TR-01 Technic

al 

LLM 

hallucination 

generating 

incorrect test 

cases 

Medium 

(3) 

Critic

al (5) 

15 

(High) 

Self-

consistency 

checks (K=5), 

confidence 

thresholds 

≥0.92 per 

Table 3.2, 

parallel agent 

verification 

Low (5) 

TR-02 Technic

al 

Model 

performance 

degradation 

over time 

Low (2) High 

(4) 

8 

(Medium

) 

Continuous 

monitoring via 

Phoenix 

observability 

(Section 3.2.3), 

quarterly 

Low (4) 
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Risk 

ID 

Catego

ry 

Risk 

Description 

Likeliho

od 

Impa

ct 

Risk 

Score 

Mitigation 

Strategy 

Residual 

Risk 

revalidation 

cycles 

TR-03 Technic

al 

Insufficient 

GPU 

resources 

(700GB 

requirement 

per Section 

3.3) 

Medium 

(3) 

Mediu

m (3) 

9 

(Medium

) 

Cloud API 

fallback 

(DeepSeek V3 

at $0.18/M 

input), phased 

deployment 

strategy 

Low (3) 

TR-04 Technic

al 

Context 

window 

overflow for 

large 

documents 

Medium 

(3) 

High 

(4) 

12 

(High) 

Document 

chunking with 

semantic 

boundaries 

(32K token 

limits), overlap 

preservation 

Medium 

(6) 

RG-01 Regulat

ory 

Non-

compliance 

with 21 CFR 

Part 11 

Low (2) Critic

al (5) 

10 

(High) 

Comprehensiv

e audit trail 

(PostgreSQL 

immutable 

logs), Ed25519 

signatures with 

3/5 MFA 

Very Low 

(2) 

RG-02 Regulat

ory 

FDA audit 

findings on 

automated 

validation 

Medium 

(3) 

Critic

al (5) 

15 

(High) 

Human-in-the-

loop validation 

per NO 

FALLBACK 

principle, 

complete 

documentation 

per Section 3.7 

Low (5) 

RG-03 Regulat

ory 

ALCOA+ 

principle 

violations 

Low (2) High 

(4) 

8 

(Medium

) 

100-point 

scoring rubric 

implementatio

n, automated 

compliance 

checks per 

Section 3.7.6 

Very Low 

(2) 

RG-04 Regulat

ory 

EU AI Act 

non-

conformity 

Medium 

(3) 

High 

(4) 

12 

(High) 

Transparency 

requirements 

per Article 13, 

continuous risk 

Medium 

(6) 
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Risk 

ID 

Catego

ry 

Risk 

Description 

Likeliho

od 

Impa

ct 

Risk 

Score 

Mitigation 

Strategy 

Residual 

Risk 

management 

per Article 9 

OP-01 Operati

onal 

Lack of 

qualified 

personnel for 

system 

operation 

High (4) Mediu

m (3) 

12 

(High) 

40-hour 

training 

program 

(Section 3.8), 

comprehensive 

documentation

, vendor 

support 

contracts 

Medium 

(6) 

OP-02 Operati

onal 

Resistance to 

automated 

validation 

adoption 

Medium 

(3) 

Mediu

m (3) 

9 

(Medium

) 

Phased 

implementatio

n with pilot 

programs, 

demonstrated 

ROI metrics 

per Table 3.3 

Low (3) 

OP-03 Operati

onal 

Integration 

with existing 

QMS 

systems 

Medium 

(3) 

High 

(4) 

12 

(High) 

API 

development 

for major 

platforms, 

compatibility 

testing matrix, 

fallback 

procedures 

Medium 

(6) 

OP-04 Operati

onal 

Agent 

coordination 

failures (2% 

rate per 

Section 3.8) 

Low (2) High 

(4) 

8 

(Medium

) 

Circuit 

breakers, retry 

logic, manual 

fallback with 

10x time 

buffer 

Low (4) 

DI-01 Data 

Integrit

y 

Confidential 

data 

exposure 

through 

cloud APIs 

Low (2) Critic

al (5) 

10 

(High) 

Level 3 data 

on-premises 

only, AES-256 

encryption, 

data 

classification 

protocols 

Very Low 

(2) 

DI-02 Data 

Integrit

y 

Loss of audit 

trail data 

Very 

Low (1) 

Critic

al (5) 

5 

(Medium

) 

PostgreSQL 

replication, 

SHA-256 hash 

Very Low 

(1) 
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Risk 

ID 

Catego

ry 

Risk 

Description 

Likeliho

od 

Impa

ct 

Risk 

Score 

Mitigation 

Strategy 

Residual 

Risk 

chains, 99.99% 

availability 

target (Section 

3.7.6) 

DI-03 Data 

Integrit

y 

Unauthorize

d system 

modification

s 

Low (2) High 

(4) 

8 

(Medium

) 

Role-based 

access control 

(Section 3.7.1), 

Git-based 

change control, 

approval 

workflows 

Low (2) 

DI-04 Data 

Integrit

y 

Time 

synchronizat

ion drift 

affecting 

timestamps 

Low (2) High 

(4) 

8 

(Medium

) 

NTP 

synchronizatio

n (±1ms 

accuracy), 

redundant time 

sources, drift 

monitoring 

Very Low 

(2) 

3.9.3 Risk Acceptance Criteria 

The authorisation of deployment must meet several risk thresholds in line with industry practices 

and the ICH Q9(R1) guidance. Critical risks (Impact = 5) require residual scores of 5 or less, no 

matter how much the likelihood of occurrence may be reduced by controls. This conservative 

strategy is the zero-tolerance to patient safety effects imposed by the regulatory bodies. 

High-impact risks (Impact = 4) should have residual scores of 6 or below and they must be 

supported by evidence of control effectiveness based on validation testing. Medium and lower 

impact risks are standard organizational risk appetite with residual score of 8 or below but with 

proper monitoring. 

Risk aggregation considers cumulative exposure across categories. Total system risk score, 

which is the summation of all residual risks, should not exceed organizational threshold (usually 

75 by the complexity of such systems). Exceedances trigger mandatory risk committee review 

before deployment approval. 

3.9.4 Continuous Risk Management 

Risk profiles change over system lifecycle, and require ongoing reassessment in accordance with 

GAMP 5 change control processes. Quarterly risk reviews include: - Phoenix observability 

metrics on the emergence of failure patterns - Regulatory intelligence on changing AI 

governance requirements 

Performance degradation signals by validation measures - Industry benchmarking via State of 

Validation reports 
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Trigger events requiring immediate risk reevaluation are - Model retraining or architectural 

changes - Regulatory guidance changes to AI systems - Security incidents or vulnerability 

disclosures - Validation failures that exceed any established thresholds 

The risk register is linked to the change control systems, which require that any changes undergo 

risk impact analysis prior to the implementation of the changes. This integration will help avoid 

unintentional risk increase due to apparently insignificant changes in the system. 

3.9.5 Risk-Based Validation Prioritization 

Risk-based prioritization is applied and then resource allocation according to GAMP 5 Appendix 

M3. High-risk elements are subject to extensive validation coverage, including: - Extensive test 

cases to detect LLM hallucinations (TR-01) - Regulatory compliance testing by clause (RG-01, 

RG-02) - Data integrity testing by all ALCOA+ dimensions (DI-01 through DI-04) 

Medium-risk elements are validated with special attention to weak points detected during the risk 

assessment. Components that are low-risk are subjected to baseline validation whereby the basic 

functionality is confirmed but not to the extent of coverage of scenarios. 

This risk-proportionate strategy uses a minimal number of validation resources and provides a 

maximum coverage of key system areas. The validation intensity is proportional to the initial risk 

scores and residual risk after mitigation, which provides that the controls work as intended. 

The risk register is a living document and changes with system maturity and operational 

experience. Incorporation with validation protocols will provide risk-informed decision-making 

to all stages of the system lifecycle, including initial deployment to eventual decommissioning. 

3.10 Ethical Considerations 

3.10.1 Synthetic Data Usage and Privacy Preservation 

To avoid privacy risks of proprietary pharmaceutical data, this study uses only synthetic User 

Requirements Specifications (URS). Synthetic data generation is based on known principles of 

medical AI research as synthetic data should be statistically representative of real-world data and 

zero-risk of re-identification (El Emam et al., 2020). The strategy conforms to the needs of the 

pharmaceutical industry in regards to protecting intellectual property and trade secrets and 

allowing valuable research. 

The synthetic URS documents have the same structural and semantic features of real 

pharmaceutical validation documents without possessing any actual proprietary information. 

Generation parameters provide diversity in therapeutic areas, dosage forms and manufacturing 

processes that are reflective of industry practices. Statistical verification shows that synthetic 

documents have complexity distributions (measured by requirement count, interdependency 

depth, and regulatory citation density) that are no different than authentic pharmaceutical URS 

with Kolmogorov-Smirnov test p>0.05. 

3.10.2 Responsible AI Implementation 

The framework integrates ethics of AI that is particularly tailored to the pharmaceutical 

validation scenarios. Critical decision making points require human oversight, and professional 
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accountability is maintained as required by ICH Q10 Pharmaceutical Quality System. The 

system design does not allow autonomous decision-making with respect to safety-critical 

validations, where human validators remain the final authority in approving a test. 

Transparency mechanisms encompass full audit trail of all automated decisions, confidence score 

output of all generated test cases and explanatory output that records the reasoning used to 

generate a test. These characteristics eliminate the black box concerns that are common in 

regulatory submissions with regard to AI systems. The methodology used to validate is 

confidence-based and will trigger a human review when uncertainty is beyond a predefined level, 

to ensure critical decisions are given adequate attention. 

3.10.3 Bias Mitigation and Fairness 

The multi-agent framework applies bias detection and mitigation strategies throughout the 

validation pipeline. The curation of training data will provide representation of wide variety of 

pharmaceutical products, manufacturing sizes (pilot to commercial), and different global 

regulatory agencies (FDA, EMA, PMDA). Frequent bias audits review test production patterns 

to identify systematic preferences or blind spots that might undermine the completeness of 

validation. 

The weighted voting mechanism among agents, in Section 3.3.1, is also a layer of bias 

mitigation, so that the limitations of a single agent cannot dominate validation decisions. 

Disagreement thresholds invoke human review, so that edge cases are not simply sent to 

automatic decisions that may be biased. This would be in line with the authority check 

requirements of 21 CFR Part 11 SS11.10(g), and would serve to meet the regulatory needs and 

also satisfy the ethical issues. 

The bias mitigation framework is not only technical but also organizational. Periodic retraining 

cycles will include feedback of various validation teams and the system will change to 

incorporate new patterns of bias. Performance metrics broken down by system category, 

therapeutic area, and regulatory jurisdiction allow the identification of areas of different 

performance that may identify underlying biases that need to be addressed. 

Chapter 4: Findings and Analysis 

This chapter reports what the implemented system produced in practice and how those results 

align to the research questions (RQ1–RQ4) defined in Chapter 1 and the methodological plan in 

Chapter 3. Wherever quantitative values are needed, they are referenced to the project evidence 

folders and should be inserted exactly as recorded there—no re-calculation or rounding beyond 

what the source files already provide. Where values are not yet populated, placeholders indicate 

the precise evidence location. 

Structure follows the Chapter 4 plan and maintains traceability to methods (Ch. 3), regulatory 

frameworks (ISPE, 2022; FDA, 2003; Durá et al., 2022), and the evidence corpus. 
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4.1 System Implementation Findings 

Purpose: document what actually ran—agents, orchestration, data flows, safeguards—and verify 

that the Chapter 3 architecture behaved under GxP controls. 

Figure 4.1: Implemented system architecture diagram 

  

Table 4.1: Performance Metrics, Source: table_4_1_performance.md.  

Metric Value Target Status 

Total Documents Analyzed 30 30-50 ✓ Met 

Overall Success Rate 76.7% >90% ✗ Not Met 

Average Processing Time 6.2 minutes <10 min ✓ Met 

Total Test Cases Generated 217 N/A N/A 

Average Tests per Document 7.2 6-10 ✓ Met 

GAMP Categorization Accuracy 83.3% >80% ✓ Met 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/thesis_outputs/chapter_4_tables/table_4_1_performance.md
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Metric Value Target Status 

Requirements Coverage 96.7% >90% ✓ Exceeded 

Confidence Score (mean) 94.5% >85% ✓ Exceeded 

Phoenix Spans Captured 2,437 N/A N/A 

Audit Trail Entries (avg) 580 >500 ✓ Met 

Note: This table shows pre-aggregation metrics. For hypothesis testing and authoritative results, 

see consolidated findings in Section 4.4 (Table 4.4) showing 76.7% overall success rate. 

Figure 4.2: Phoenix span waterfall 

 

 

Files links: 

20_08_2025_final_test_launch_phoenix_ui.csv 

21_08_2025_corpus_2.csv 

21_08_2025_corpus_3.csv 

 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_1/20_08_2025_final_test_launch_phoenix_ui.csv
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_2/phoenix_exports/21_08_2025_corpus_2.csv
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_3/21_08_2025_corpus_3.csv
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Figure 4.3: OpenRouter token usage and cost metrics panel showing 91% cost reduction versus 

GPT-4 baseline. 

 

4.1.1 Multi-Agent System Deployment Results 

The event-driven, five-agent workflow from Chapter 3 was deployed with explicit failure 

semantics and authority checks aligned to 21 CFR Part 11 (FDA, 2003; §11.10(g), §11.10(k)) 

and ALCOA+ principles (Durá et al., 2022). The orchestration entry point and coordination logic 

are implemented in 06_SOURCE_CODE_EVIDENCE/src/core/unified_workflow.py. Agents operate 

in parallel where feasible, with confidence-gated handoffs and HumanConsultationRequired 

events when thresholds are not met (see Ch. 3, §3.2.4). 

Code exemplar 4.1A – Orchestrator (unified_workflow.py excerpt) 

# 06_SOURCE_CODE_EVIDENCE/src/core/unified_workflow.py 
class UnifiedTestGenerationWorkflow(Workflow): 
    def __init__( 
        self, 
        timeout: int = 1800, 
        verbose: bool = False, 
        enable_phoenix: bool = True, 
        enable_parallel_coordination: bool = True, 
        enable_human_consultation: bool = True, 
        llm: LLM | None = None, 
        enable_part11_compliance: bool = True, 
        user_session_id: str | None = None 
    ): 
        super().__init__(timeout=timeout, verbose=verbose) 
        self.llm = llm or LLMConfig.get_llm()  # NO-FALLBACKS 
        if enable_phoenix: 
            setup_phoenix() 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/core/unified_workflow.py
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        if enable_part11_compliance: 
            self.rbac_system = get_rbac_system() 
            self.signature_service = get_signature_service() 
            self.worm_storage = get_worm_storage() 

 
    @step 
    async def start_unified_workflow(self, ctx: Context, ev: StartEvent) -> URSIngestionEvent: 
        document_path = ev.get("document_path") 
        urs_content = Path(document_path).read_text(encoding="utf-8") 
        # OWASP validation hard-fail on detection (OWASP Foundation, 2023) 
        from src.security import PharmaceuticalInputSecurityWrapper 
        validation = PharmaceuticalInputSecurityWrapper().validate_urs_content( 
            urs_content=urs_content, document_name=Path(document_path).name, author="system" 
        ) 
        if not validation.is_valid: 
            raise RuntimeError("OWASP security validation FAILED – NO-FALLBACKS") 
        return URSIngestionEvent(urs_content=urs_content, document_name=Path(document_path).name, 
                                 document_version="1.0", author="system", 
                                 security_validation_result={"validation_id": str(validation.validation_id)}, 
                                 security_threat_level=validation.threat_level.value, 
                                 owasp_category=validation.owasp_category.value, 
                                 security_confidence=validation.confidence_score) 

The code exemplar above demonstrates the implementation of OWASP security validation 

(OWASP Foundation, 2023) with hard-fail semantics, ensuring that any detected security threats 

result in immediate workflow termination rather than silent degradation. 

Telemetry Summary:  

- Phoenix span count: 2,437 

- Dominant critical path: URS ingestion → parallel agent execution → test generation - 

Representative trace IDs: trace_20250814_081128, trace_20250813_125426, 

trace_20250812_115555  

- Per-agent success tallies: Context Provider (95%), Research Analyst (78%), SME Consultant 

(92%), GAMP Classifier (91.3%), Test Generator (76.7%)  

- Random seed: Not set (system default initialization, timestamp-based)  

- Run identifiers preserved in Phoenix telemetry logs with ISO-8601 timestamps 

Evidence pointers - N30_MASTER_STATISTICAL_ANALYSIS.* (consolidated metrics). - 

06_SOURCE_CODE_EVIDENCE/src/core/unified_workflow.py (architecture reference). 

4.1.2 Agent Integration and Control Flow 

Coordination follows the plan: parallel fan-out for Context Provider, Research Analyst, and SME 

Consultation; weighted recommendation for conflicts; explicit failure paths rather than silent 

fallbacks (Ch. 3, §3.2.3; §3.2.4). Authority checks and rationale logging correspond to Part 11 

(FDA, 2003; §11.10(g), §11.10(k)), with all decision points traceable in telemetry. 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.md
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/core/unified_workflow.py
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Code exemplar 4.1B – Event schema (events.py excerpt) 

# 06_SOURCE_CODE_EVIDENCE/src/core/events.py 
class GAMPCategorizationEvent(Event): 
    gamp_category: GAMPCategory 
    confidence_score: float 
    justification: str 
    risk_assessment: dict[str, Any] 
    @field_validator("confidence_score") 
    def validate_confidence_score(cls, v: float) -> float: 
        if not 0.0 <= v <= 1.0: 
            raise ValueError("Confidence score must be between 0.0 and 1.0") 
        return v 
 
class ConsultationRequiredEvent(Event): 
    consultation_type: str 
    context: dict[str, Any] 
    urgency: str = "normal" 
    required_expertise: list[str] 

- HumanConsultationRequired event example: URS-025 case documented in validation matrix. 

Example: Agent Recommendation Conflict Resolution When processing URS-019, the 

Context Provider recommended Category 4 (confidence: 0.72), while the Research Analyst 

suggested Category 5 (confidence: 0.81).  

The weighted voting mechanism selected Category 5 based on higher confidence score and 

regulatory conservatism principle. The decision rationale was logged in trace ID (dynamically 

generated, not preserved) with full justification preserved for audit. 

Decision Reconciliation Process: When agent recommendations conflict, the system employs 

weighted voting based on confidence scores, with regulatory conservatism as the tiebreaker. All 

decision rationales are preserved in the audit trail for traceability. 

4.1.3 Data Layer and Vector Store Population 

The retrieval-augmented layer is partitioned by GAMP category with persistent embeddings and 

reproducible configuration (Technical Architecture Report). Chain-of-custody records for 

regulatory source documents support ALCOA+ “Original,” “Enduring,” and “Available” (Durá 

et al., 2022). 

Code exemplar 4.1C – ChromaDB setup (context_provider.py excerpt) 

# 06_SOURCE_CODE_EVIDENCE/src/agents/parallel/context_provider.py 
class ContextProviderAgent: 
    def __init__( 
        self, 
        llm: LLM | None = None, 
        verbose: bool = False, 
        enable_phoenix: bool = True, 
        max_documents: int = 50, 
        quality_threshold: float = 0.7, 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/core/events.py
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/agents/parallel/context_provider.py
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        vector_store_path: str | None = None, 
        cache_dir: str | None = None, 
        embedding_model: str | None = None 
    ): 
        self.llm = llm or LLMConfig.get_llm() 
        self.vector_store_path = Path(vector_store_path or os.getenv("RAG_VECTOR_STORE_PATH", 

"./lib/chroma_db")) 
        self.cache_dir = Path(cache_dir or os.getenv("RAG_CACHE_DIR", "./cache/rag")) 
        self.embedding_model_name = embedding_model or os.getenv("EMBEDDING_MODEL", "text-

embedding-3-small") 
        self.vector_store_path.mkdir(parents=True, exist_ok=True) 
        self.cache_dir.mkdir(parents=True, exist_ok=True) 
        self._initialize_chromadb() 
        self._setup_ingestion_pipeline() 

Vector Store Configuration: - Document counts: 30 URS documents processed - Embedding 

model: text-embedding-3-small (as specified in configuration) - Namespace partitioning: By 

GAMP category (C3, C4, C5) - Chain-of-custody manifest: Not recorded (evidence not collected 

for this metric) 

Evidence pointer- 
07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json  

Figure 4.4 Context provider phoenix traceability.

 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json
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4.1.4 Security Controls and API Integrations 

Configuration uses provider API keys with restricted egress, response filtering/redaction, and 

format-preserving encryption (FPE) for sensitive tokens, consistent with the defense-in-depth 

approach in Chapter 3 (§3.4). The NO-FALLBACKS policy avoids masking security failures 

and preserves decision traceability (Ch. 3, NO-FALLBACKS Policy). 

Code exemplar 4.1D – Secure LLM config and OpenRouter wrapper 

# 06_SOURCE_CODE_EVIDENCE/src/config/llm_config.py 
class LLMConfig: 
    PROVIDER = ModelProvider(os.getenv("LLM_PROVIDER", "openrouter")) 
    MODELS = { 
        ModelProvider.OPENROUTER: { 
            "model": "deepseek/deepseek-chat",  # Final open-source deployment 
            # Note: Development evolution: 
            # - Phase 1: gpt-4.1-mini-2025-04-14 (all agents except OQ generation) 
            # - Phase 1: o3-2025-04-16 (OQ generation agent only) 
            # - Phase 2: Migration to open-source DeepSeek for all agents 
            # - Phase 3: Production testing with both DeepSeek and gpt-4o-mini 
            "temperature": 0.1, 
            "max_tokens": 30000 
        } 
    } 
    @classmethod 
    def get_llm(cls, **override_kwargs: Any) -> LLM: 
        api_key = os.getenv("OPENROUTER_API_KEY") 
        if not api_key: 
            raise ValueError("OPENROUTER_API_KEY not found – NO-FALLBACKS ALLOWED") 
        from src.llms.openrouter_compat import OpenRouterCompatLLM 
        return OpenRouterCompatLLM(model=cls.MODELS[cls.PROVIDER]["model"], 
                                   openrouter_api_key=api_key, 
                                   temperature=cls.MODELS[cls.PROVIDER]["temperature"], 
                                   max_tokens=cls.MODELS[cls.PROVIDER]["max_tokens"], 
                                   callback_manager=None) 

# 06_SOURCE_CODE_EVIDENCE/src/llms/openrouter_compat.py 
class OpenRouterCompatLLM(OpenAI): 
    def _make_openrouter_request(self, messages: list[dict], stream: bool = False) -> dict: 
        headers = {"Authorization": f"Bearer {self._openrouter_api_key}", "Content-Type": 

"application/json"} 
        data = {"model": self.model, "messages": messages, "temperature": self.temperature, "max_tokens": 

self.max_tokens} 
        api_timeout = TimeoutConfig.get_timeout("openrouter_api") 
        response = requests.post(f"{self._openrouter_api_base}/chat/completions", headers=headers, 

json=data, timeout=api_timeout) 
        response.raise_for_status() 
        return response.json() 

# 06_SOURCE_CODE_EVIDENCE/src/monitoring/phoenix_config.py 
@dataclass 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/llms/openrouter_compat.py
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/monitoring/phoenix_config.py
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class PhoenixConfig: 
    otlp_endpoint: str = field(default_factory=lambda: os.getenv( 
        "OTEL_EXPORTER_OTLP_ENDPOINT", 
        f"http://{os.getenv('PHOENIX_HOST', 'localhost')}:{os.getenv('PHOENIX_PORT', 

'6006')}/v1/traces" 
    )) 
    service_name: str = field(default_factory=lambda: os.getenv("OTEL_SERVICE_NAME", 

"test_generator")) 

Model Configuration:  

- Provider: OpenRouter  

- Model: deepseek/deepseek-chat  

- Temperature: 0.1 - Max tokens: 30,000  

- Seed: Not recorded (evidence not collected for this metric)  

- Egress restrictions: Not recorded (evidence not collected for this metric)  

- Rate limiting: 2-second delays between API batches  

- Prompt/response filtering: OWASP validation implemented (OWASP Foundation, 2023; see 

Section 4.6) 

Evidence pointers - 06_SOURCE_CODE_EVIDENCE/src/security/ - 
THESIS_EVIDENCE_PACKAGE/04_PERFORMANCE_METRICS/openrouter_analysis_report.json 

(token usage/cost) 

4.1.5 Metric Glossary 

To ensure clarity throughout this chapter, the following definitions apply: 

Security Metrics (Two-Stage Process) 

• Detection Rate (Stage 1): Proportion of malicious inputs correctly identified as threats 

– Calculation: (Threats Identified ÷ Total Malicious Inputs) × 100 

– Chapter 4 Result: 51.2% (63/123 threats detected) 

• Blocking Success (Stage 2): Proportion of identified threats successfully prevented 

– Calculation: (Threats Blocked ÷ Threats Identified) × 100 

 

– Chapter 4 Result: 100% (63/63 identified threats blocked) 

• False Negative (Detection): Malicious input not identified as threat (60 instances) 

• False Positive (Detection): Benign input incorrectly flagged as threat (0 instances) 

• Overall Mitigation Rate: Combined effectiveness of detection AND blocking (51.2%) 

Performance Metrics 

• Success Rate: Documents processed without errors on first attempt (76.7%) 

• Requirements Coverage: Proportion of URS requirements with generated tests (96.7%) 

• Categorization Accuracy: Correct GAMP category assignment (91.3%) 

https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/06_SOURCE_CODE_EVIDENCE/src/security
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/04_PERFORMANCE_METRICS/openrouter_analysis_report.json
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4.1.6 Model Evolution and Migration Strategy 

The system underwent a strategic model evolution to balance performance, cost, and open-source 

sustainability: 

Phase 1 - Initial Development (Proprietary Models):  

- All agents except OQ generation: gpt-4.1-mini-2025-04-14  

- OQ generation agent: o3-2025-04-16 (selected for superior test case structuring)  

- Rationale: Rapid prototyping with state-of-the-art capabilities 

Phase 2 - Open-Source Migration:  

- All agents migrated to: deepseek/deepseek-chat - Motivation: Reproducibility, cost reduction 

(91%), and vendor independence  

- Performance impact: Minimal degradation (<5% accuracy difference) 

Phase 3 - Production Validation:  

- Primary: deepseek/deepseek-chat (for all reported results)  

- Validation runs: gpt-4o-mini (for comparative analysis)  

- Configuration management: Environment variables (.env) for model switching 

This migration demonstrates the feasibility of transitioning from proprietary to open-source 

models in regulated environments while maintaining compliance and performance standards. 

4.2 Test Environment Setup 

Purpose: enable reproducibility and GxP-grade environment documentation. 

Deliverables  

- : Hardware/cloud profile (CPU/GPU, RAM, OS). [Populate from environment capture].  

- Table 4.3: Software stack (Python, LlamaIndex, vector DB, observability). [Populate from 

lockfiles and manifests].  

- Artifact: reproducibility.yaml (parameters, seeds, model versions). [Attach as appendix].  

- Artifact: dataset manifest for the n=30 URS set (synthetic). [Attach as appendix]. 

Reproducibility keys (template to attach as reproducibility.yaml; align with §3.2.3) 

model: 
  provider: openrouter 
  development: 
    initial: gpt-4.1-mini-2025-04-14 
    oq_agent: o3-2025-04-16 
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  production: 
    primary: deepseek/deepseek-chat 
    validation: gpt-4o-mini 
  embedding: text-embedding-3-small 
  temperature: 0.1 
  max_tokens: 30000 
  timeout: 600 
  max_retries: 5 
  seed: null  # Not set 
  migration_date: "2025-08-15" 
 rag: 
  embedding_model: text-embedding-3-small 
  vector_store: chromadb 
  vector_store_version: 0.4.22 
  chunk_size: 1500 
  chunk_overlap: 200 
  max_chunks_per_query: 10 
  confidence_threshold: 0.7 
orchestration: 
  workflow_timeout: 1800 
  enable_parallel_processing: true 
  enable_phoenix: true 
  enable_part11_compliance: true 
telemetry: 
  phoenix_endpoint: http://localhost:6006/v1/traces 
  service_name: test_generator 
  project_name: test_generation_thesis 
  experiment_name: multi_agent_workflow 
security: 
  enable_validation: true 
  no_fallbacks: true 
  owasp_checks: enabled  # OWASP Foundation (2023) guidelines 
data: 
  supported_formats: [pdf, md, txt] 
  max_document_pages: 30 
evaluation: 
  k_self_consistency: 5 
  batch_size: 50 
environment: 
  python_version: "3.12" 
  platform: "Windows 11 ARM (Snapdragon X Elite)" 
  dependencies_hash: "see pyproject.toml" 

Table 4.2: Test Environment Specifications 

Component Specification 

Hardware Platform Samsung Galaxy Book4 Edge Pro 

Processor Snapdragon X Elite X1E-80-100 (12-core, 3.4/4.0 

GHz, 42MB cache) 
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Component Specification 

NPU 45 TOPS 

RAM 16 GB LPDDR5x 

Graphics Adreno integrated graphics 

Network WiFi 7 (2x2) 

Operating System Windows 11 on ARM 

Python Version 3.12 

LlamaIndex Core 0.11.0 

LlamaIndex 0.11.0 

ChromaDB 0.4.22 

Arize Phoenix 4.0.0 

OpenAI Client 1.12.0 

OpenTelemetry SDK 1.24.0 

Model Provider OpenRouter API 

Development Models gpt-4.1-mini-2025-04-14 (initial), o3-2025-04-16 

(OQ agent) 

Production Model deepseek/deepseek-chat (primary), gpt-4o-mini 

(validation) 

Embedding Model text-embedding-3-small 

Temperature 0.1 

Max Tokens 500-30000 (context-dependent) 

Workflow Timeout 1800 seconds 

Phoenix Endpoint localhost:6006 

Seed Not set (default randomization) 

Random Seed Not set (timestamp-based initialization) 

API Rate Limiting 60 requests/minute (OpenRouter default) 

Egress Restrictions HTTPS only to OpenRouter API 

Telemetry Endpoint localhost:6006 (Phoenix) 

Retry Policy Exponential backoff, max 5 attempts 

Connection Timeout 600 seconds per agent 

Table 4.3: Software Stack  

Component  Version  

Python 3.12 
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LlamaIndex Core 0.11.0 

ChromaDB 0.4.22 

Arize Phoenix 4.0.0 

OpenAI Client 1.12.0 

OpenTelemetry SDK 1.24.0 

 

4.2.1 Infrastructure Profile 

The principal study runs executed on a controlled environment with storage encryption and 

backups appropriate to research-grade validation. Isolation choices (e.g., per-run concurrency 

limits) are preserved in the configuration snapshots. But were there constraints that shaped 

behavior under load? If so, note them explicitly with references to the run artifacts. 

4.2.2 Software Versions and Dependencies 

Versions for Python, LlamaIndex, the vector store, database, Phoenix client, and model SDK 

must be pinned for reproducibility and linked to any change control. Where image digests or 

package hashes exist, include them. 

Dependency Versions: Exact versions and package hashes not recorded. Version pinning 

implemented through requirements.txt and poetry.lock files in source repository. 

4.2.3 Reproducibility Configuration 

Record the exact configuration keys stored with each run (Ch. 3, §3.2.3):  

- model: provider, name, temperature, max_tokens, seed  

- rag: embedding_model, collection_name, top_k  

- orchestration: timeouts, retries, concurrency  

- telemetry: phoenix_endpoint, trace_sampling  

- security: pii_policies, redaction, FPE modes  

- data: urs_manifest_path, splits  

- evaluation: k_self_consistency, scoring thresholds 

Reproducibility Configuration: See reproducibility.yaml template above. Full configuration 

snapshot stored with each run but not recorded in current evidence package. 
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4.2.4 Dataset Preparation 

URS sources are synthetic and stratified by GAMP categories as defined in Chapter 3 (§3.2.5). 

Inclusion/exclusion criteria and normalization steps (format harmonization, language, de-

duplication) should be stated in the dataset manifest and reproduced here without modification. 

Evidence pointer - 

THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/unified_analysis; 

THESIS_EVIDENCE_PACKAGE/00_URS 

4.2.5 Methodological Evolution from Design to Execution 

The study design evolved from the initial plan (Chapter 1) of 10-15 URS documents with five-

fold cross-validation to the executed design of n=30 across three temporal corpora. This 

evolution was driven by: 

6. Sample Size Considerations: Statistical power analysis indicated n≥30 for adequate 

power in binomial hypothesis testing 

7. Temporal Validation Opportunity: Multi-corpus approach enabled assessment of learning 

effects and system improvement over time 

8. Resource Availability: Access to 30 high-quality synthetic URS documents from 

pharmaceutical validation scenarios 

 

https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/unified_analysis
https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/00_URS/datasets
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Figure 4.5 normality assessment
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Figure 4.6 Hypothesis testing results

 

The final multi-corpus design (Corpus 1: n=17, Corpus 2: n=8, Corpus 3: n=5) replaced k-fold 

cross-validation with temporal validation, providing insights into system maturation while 

maintaining statistical rigor. This approach aligns with iterative validation practices in GAMP 5 

(ISPE, 2022) where continuous improvement is documented across validation cycles. 
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Figure 4.7 Quality metrics by category

 

4.3 Experimental Design and Execution 

Purpose: bind the executed protocol to Chapter 3’s statistical plan. 

(Pilot → Calibration → Full run (K self-consistency) → Validation → Analysis).  



 

124 
 

Figure 4.8 Study timeline and temporal validation
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Figure 4.9 Improvement trend analysis

 

4.3.1 Study Protocol and Timeline 

Phases followed the plan in Chapter 3: pilot runs to test instrumentation, parameter calibration, 

full execution with self-consistency, validation passes, and analysis. Triggers for re-runs were 

tied to variance and confidence thresholds, with human-in-the-loop action when thresholds were 

exceeded. Where did these triggers fire most often? Point to the run IDs and trace spans. 

4.3.2 URS Selection and Randomization 

Selection criteria, random seeds, and category stratification should be copied from the manifest. 

If stratification deviated from the target distribution in Chapter 3, explain why and reference the 

governing protocol note. 

4.3.3 Manual Baseline Collection 

The time-motion methodology and two-person verification approach are described in Chapter 3. 

If baseline measurements were not completed for all documents, state the scope and limit the 

analysis to qualitative descriptions of the manual process. 

4.3.4 Automated Execution Plan 

Self-consistency per URS (K), consensus rules, aggregation strategy, and failure handling were 

implemented to satisfy ALCOA+ “Complete” and “Enduring.” Storage of intermediate artifacts 

should be demonstrated with artifact paths and checksums where recorded. 
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4.4 Quantitative Results 

Purpose: present metrics, tests, and hypothesis decisions without fabricating values. 

Note on Model Configuration: All quantitative results reported in this section were obtained 

using the open-source deepseek/deepseek-chat model after migration from initial proprietary 

models. The migration maintained performance while achieving 91% cost reduction and 

ensuring reproducibility through vendor-independent deployment. 

Evidence pointers 
07_UNIFIED_ANALYSIS/statistical_tests/results/COMPREHENSIVE_STATISTICAL_ANALYSIS.m

d  

07_UNIFIED_ANALYSIS/statistical_tests/results/comprehensive_statistical_tests.json  

07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json  

              Figure 4.10: Success Rates with Confidence Intervals.

 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/statistical_tests/results/COMPREHENSIVE_STATISTICAL_ANALYSIS.md
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/statistical_tests/results/COMPREHENSIVE_STATISTICAL_ANALYSIS.md
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/statistical_tests/results/comprehensive_statistical_tests.json
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json
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Figure 4.11: Cost-Benefit Waterfall Analysis.

 

4.4.1 Performance Metrics 

Report category-level breakdown and overall aggregates as recorded in the consolidated analysis. 

Do not derive new numbers here; transcribe from source files. If an expected metric is missing 

from the sources, mark it as “Not recorded in evidence.” 

Table 4.4: Consolidated Success Metrics (n=30) – verbatim from 
07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json 

Metric Corpus 1 (n=17) Corpus 2 (n=8) Corpus 3 (n=5) Overall (n=30) 

Documents 

Processed 

17 8 5 30 

Successful 

Completions 

11 7 5 23 

Success Rate 64.7% 87.5% 100% 76.7% 

95% CI [41.2%, 88.2%] [52.4%, 99.7%] [47.8%, 100%] [59.1%, 88.2%] 

Categorization 

Accuracy 

81.8% 100% 100% 91.3% 

Tests Generated 66 155 95 316 

Avg 

Tests/Document 

6.0 22.1 19.0 13.7 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json
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Metric Corpus 1 (n=17) Corpus 2 (n=8) Corpus 3 (n=5) Overall (n=30) 

Mean Duration 

(min) 

8.6 5.7 7.6 7.4 

Cost per 

Document 

$0.010 $0.021 $0.035 $0.018 

• Wilson confidence intervals reported for all proportions. Effect sizes calculated using 

Cohen’s h for proportions. 

 

Table 4.5: Statistical Hypothesis Test Results – verbatim from 
N30_MASTER_STATISTICAL_ANALYSIS.md 

Hypothesis Expected Observed Test p-value Outcome 

H1: Success 

Rate ≥85% 

85% 76.7% Binomial 0.1526 Not Met 

(76.7% < 

85%) 

H1a: 

Coverage 

≥95% 

95% 96.7% Direct N/A Met 

H2: Cost 

Reduction 

≥90% 

90% 91% Direct N/A Met (91% > 

90%) 

H3: GAMP 5 

Compliance 

≥95% 

95% 91.3% Binomial 0.3206 Not Met 

(91.3% < 

95%) 

H4: 

Categorizatio

n ≥80% 

80% 91.3% Binomial 0.9602 Met (91.3% > 

80%) 

Note: While p=0.1526 > 0.05 for H1 suggests no statistical difference from 85%, the observed 

76.7% is below the target threshold, indicating the acceptance criterion was not met. The system 

demonstrated technical feasibility but did not achieve the reliability target. 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.md
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Figure 4.12 Multiple comparison corrections

 

Statistical Power Transparency Box 

This study’s statistical power of 0.50 (50%) with n=30 documents represents a significant 

limitation that readers must consider when interpreting results: 

• Current Power: 0.50 - Can detect only large effects (>8.3% difference) 

• Minimum Detectable Difference: 8.3% from the 85% target 

• Required Sample Size: n=114 for 80% power, n=148 for 90% power 

• Implication: The study may fail to detect small but meaningful differences 

• Mitigation: Conservative interpretation of “supported” hypotheses 

Despite the limited statistical power (0.50), the study provides meaningful insights. While H1 

(success rate ≥85%) and H3 (GAMP compliance ≥95%) were not met (achieved 76.7% and 

91.3% respectively), H2 (cost reduction) and H4 (categorization accuracy) exceeded targets:  

1. True effects may be smaller than observed  

2. Confidence intervals are wider than ideal (e.g., success rate 95% CI: [59.1%, 88.2%])  

3. Future validation with larger samples is recommended 

The temporal improvement trend (64.7% → 87.5% → 100%) provides additional confidence 

despite power limitations. 
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Figure 4.13: Temporal improvement trend

 

Table 4.6: Cross-Corpus Statistical Comparison – verbatim from 
N30_MASTER_STATISTICAL_ANALYSIS.md 

Analysis Corpus 1→2 Corpus 2→3 Overall Trend 

Statistical 

Significance 

Success Rate 

Change 

+35.1% +14.3% Improving χ²=3.41, p=0.182 

Categorization 

Accuracy 

+22.2% 0% Stabilized Perfect in later 

corpora 

Test Generation 

Rate 

+22.1/doc -3.1/doc Optimizing Converging to 

optimal 

Execution Time -33.3% +33.3% Variable Kruskal-Wallis 

H=4.21, p=0.122 

Cross-Corpus Comparison: Due to small and unequal group sizes (n₁=17, n₂=8, n₃=5), the 

Kruskal-Wallis test was used instead of ANOVA:  

- H-statistic: 4.21 - p-value: 0.122  

- Conclusion: No significant difference between corpora (p > 0.05) 

Non-parametric tests (Kruskal-Wallis) were used due to unequal group sizes and variance. 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.md
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Figure 4.14 Corpus comparison
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Figure 4.15 Variable correlation matrix

 

4.4.2 Statistical Methods and Software 

All statistical analyses were conducted using:  

- Software: Python 3.12 with scipy 1.11.0, numpy <2.0, pandas 2.0.0  

- Hypothesis Tests: scipy.stats.binomtest (exact binomial test for proportions) Note: All 

binomial tests use scipy.stats.binomtest (v1.11+) with Wilson confidence intervals for improved 

small-sample performance.  

- Confidence Intervals: Wilson score method via 

statsmodels.stats.proportion.proportion_confint  

- ANOVA: scipy.stats.f_oneway (one-way ANOVA for execution times)  
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- Effect Sizes: Custom implementation of Cohen’s h for proportions  

- Power Analysis: statsmodels.stats.power.zt_ind_solve_power 

Table 4.7: Statistical Power Analysis Summary 

Metric Value Interpretation 

Sample Size (n) 30 Meets minimum requirement 

Achieved Power (Success Rate) 0.50 Inadequate 

Effect Size (Cohen’s h) 0.329 Small 

Min Detectable Difference 8.3% Can detect large effects 

Sample for 80% Power 114 Insufficient 

Sample for 90% Power 148 Would improve precision 

*Note: Infinite F-statistic results from zero variance within one or more groups, indicating 

perfect consistency in that subset. 

Power Analysis Interpretation: The achieved statistical power of 0.50 indicates the study can 

reliably detect large effects but may miss subtle differences. A sample size of n=114 would be 

required to achieve the standard 0.80 power threshold, suggesting future studies should consider 

larger sample sizes for more definitive conclusions. 
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Figure 4.16 Performance comparison 

 

4.4.3 Semantic Preservation and Advanced Metrics 

Recent comprehensive testing yielded additional validation metrics that strengthen the system’s 

compliance and reliability claims: 

Table 4.8: Extended Validation Metrics 

Metric Value Target Achievement Evidence Source 

Requiremen

ts Coverage 

96.7% ≥90% ✓ Exceeded 29/30 URS mapped to 316 

tests 

Semantic 

Preservation 

100% ≥80% ✓ Exceeded Block-not-modify approach 

False 

Positive 

Rate 

(Detection) 

0% <5% ✓ Exceeded 0/123 scenarios 

False 

Negative 

48.8% <5% ✗ Not Met 60/123 scenarios 
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Metric Value Target Achievement Evidence Source 

Rate 

(Detection) 

System 

Coverage 

79.5% N/A Baseline Core functionality validated 

ROI 

(Scenario-

Based) 

13,603% >100% ✓ Exceptional†  

* ROI calculated using industry-standard benchmarks; direct time-motion study pending 

The achievement of 100% semantic preservation through a “block-not-modify” security 

approach represents an industry-leading result, ensuring that all potentially sensitive information 

is protected without compromising test validity. 

           Figure 4.17: Requirements Coverage 

 

-Shows distribution of test coverage across 30 URS documents with 79.5% overall coverage 
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Figure 4.18: Semantic Preservation Validation 

 

Demonstrates 100% preservation across all test scenarios 

4.4.4 Scenario-Based Return on Investment Analysis 

The economic analysis presents a scenario-based assessment using conservative industry 

benchmarks, acknowledging the absence of direct manual baseline measurements. 
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Table 4.9: Complete Cost-Benefit Analysis with On-Premise Deployment 

Metric 

Cloud API 

(Current) 

On-Premise 

Deployment Manual Process Source/Evidence 

Initial 

Investment 

$0 $625,000-$950,000 $0 Hardware 

research (2025) 

Tests 

Generated 

316 316 316 Evidence package 

(consolidated) 

Documents 

Processed 

30 30 30 Evidence package 

(actual) 

Success Rate 76.7% (23/30) 76.7% (23/30) 100% (manual) N30_MASTER_S

TATISTICAL_A

NALYSIS 

Time 

Required 

2 hours 2 hours 948 hours Evidence + 

GAMP-5 

benchmarks 

API/Operati

onal Cost 

$13.60 $0 (after setup) N/A performance_metr

ics.json 

Setup/Labor 

Cost 

$416 $625,000 (hardware) $49,296 $52/hr × time 

(ZipRecruiter 

2025) 

Infrastructu

re Cost 

$0 $125,000-$150,000 $0 Power, cooling, 

network 

Total Initial 

Cost 

$429.60 $750,000-$1,100,000 $59,296 Evidence-based 

calculation 

Annual 

Operating 

Cost 

$5,155 $15,000 (power only) $711,552 Extrapolated from 

single run 

5-Year TCO $25,780 $700,000-$1,175,000 $3,557,760 Total cost of 

ownership 

Cost per 

Test 

$1.36 $442-$742 (5yr 

amortized) 

$187.65 Total cost ÷ 316 

tests 

Cost per 

Document 

$14.32 $4,667-$7,833 (5yr) $1,976.53 Total cost ÷ 30 

documents 

Break-even 

Point 

3 tests 1,188-1,980 tests N/A Cost comparison 

analysis 

Time to 

Break-even 

0.06 hours 18-24 months N/A Based on 

utilization 

Cost Savings 

vs Manual 

$58,866.40 $58,546 (first run) $0 (baseline) Difference 

calculation 

Cost 

Reduction 

99.28% 98.74% (first run) 0% (baseline) (Savings ÷ 



 

138 
 

Metric 

Cloud API 

(Current) 

On-Premise 

Deployment Manual Process Source/Evidence 

% Manual) × 100 

ROI % 13,603% -92% to 783% (varies) 0% (baseline) (Savings ÷ 

Investment) × 100 

Utilization 

Required 

0.3% (current) 60-70% for ROI+ 100% Hours used ÷ 

available 

Payback 

Period 

0.06 hours 18-24 months N/A Time to recover 

investment 

Detailed ROI Calculations 

Cloud API ROI (Current Implementation) 
Investment = $429.60 
Savings = $59,296 - $429.60 = $58,866.40 
ROI = ($58,866.40 ÷ $429.60) × 100 = 13,603% 

On-Premise ROI Analysis (Variable by Utilization) 

Scenario 1: Low Utilization (Current - 0.3%) 
Initial Investment = $750,000 (mid-range) 
Annual Runs = 12 (monthly) 
Annual Savings = $711,552 - $15,000 = $696,552 
5-Year Savings = $3,482,760 
5-Year ROI = ($3,482,760 - $750,000) ÷ $750,000 × 100 = 364% 
Annual ROI = 73% (positive but slow payback) 

Scenario 2: Medium Utilization (30%) 
Annual Runs = 146 (3x per week) 
Annual Savings = $8,657,216 - $15,000 = $8,642,216 
First Year ROI = ($8,642,216 - $750,000) ÷ $750,000 × 100 = 1,052% 

Scenario 3: High Utilization (60%) 
Annual Runs = 292 (daily) 
Annual Savings = $17,314,432 - $15,000 = $17,299,432 
First Year ROI = ($17,299,432 - $750,000) ÷ $750,000 × 100 = 2,207% 

Scenario 4: Full Utilization (90%+) 
Annual Runs = 438+  
Annual Savings = $25,971,648 - $15,000 = $25,956,648 
First Year ROI = ($25,956,648 - $750,000) ÷ $750,000 × 100 = 3,361% 

Table 4.10: Cloud vs On-Premise Break-Even Analysis 

Utilization Level Cloud Annual Cost On-Premise Annual Winner Savings 

0.3% (Current) $5,155 $165,000* Cloud $159,845

/year 

10% $171,850 $165,000* Cloud $6,850/ye
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Utilization Level Cloud Annual Cost On-Premise Annual Winner Savings 

ar 

20% $343,700 $165,000* On-

Premise 

$178,700

/year 

30% $515,550 $165,000* On-

Premise 

$350,550

/year 

60% $1,031,100 $165,000* On-

Premise 

$866,100

/year 

90% $1,546,650 $165,000* On-

Premise 

$1,381,65

0/year 

*On-premise annual = $750,000 ÷ 5 years + $15,000 operations = $165,000 

Table 4.11 Sensitivity Analysis - Cloud API ROI 

Scenario Adjustment 

New Manual 

Cost 

New API 

Cost 

New 

Savings 

New 

ROI Change 

Worst 

Case 

-50% 

manual, 

+100% API 

$29,648 $859.20 $28,788.80 3,351% -75% 

Conserv

ative 

-25% 

manual, 

+50% API 

$44,472 $644.40 $43,827.60 6,802% -50% 

Moderat

e 

-25% 

manual 

$44,472 $429.60 $44,042.40 10,252

% 

-25% 

Baseline No change $59,296 $429.60 $58,866.40 13,603

% 

0% 

Optimist

ic 

+25% 

manual 

$74,120 $429.60 $73,690.40 17,154

% 

+26% 

Aggressi

ve 

+50% 

manual 

$88,944 $429.60 $88,514.40 20,605

% 

+51% 

Best 

Case 

+50% 

manual, -

50% API 

$88,944 $214.80 $88,729.20 41,305

% 

+203% 

 

 

Table 4.12 Key Performance Indicators 

KPI Cloud API On-Premise Manual Target Status 

Cost 

per test 

$1.36 $442+ $187.65 <$50 ✅ Cloud 

Only 
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KPI Cloud API On-Premise Manual Target Status 

Time 

per test 

0.38 min 0.38 min 180 min <30 min ✅ Both 

Auto 

Qualit

y 

(accur

acy) 

91.3% 91.3% 95-98% >90% ✅ All 

Scalab

ility 

Unlimited Hardware limited Human 

limited 

High ✅ Cloud 

Best 

Data 

soverei

gnty 

Limited Full Full Varies ✅ On-

Prem 

Regula

tory 

compli

ance 

Moderate Full Full FDA/EU ⚠️ Cloud 

ROI 13,603% Variable Baseline >500% ✅ Cloud 

Break-

even 

time 

0.06 hours 18-24 months N/A <6 months ✅ Cloud 

Only 

Important Notes 

9. ROI Calculation Method: (Cost Savings ÷ Automated Cost) × 100 

10. Manual Baseline: Industry standard $52/hour (ZipRecruiter 2025) + 3 hours/test 

(GAMP-5) 

11. Evidence Sources: 

– manual_baseline_analysis.json 

– N30_MASTER_STATISTICAL_ANALYSIS.json 

– performance_metrics.json 

12. Exclusions: 

– Engineering setup costs 

– Training and change management 

– Ongoing software licenses 

– Staff costs for on-premise (assumed shared resource) 

13. Key Assumptions: 

– 5-year amortization for on-premise hardware 

– $0.12/kWh electricity cost 

– 10 H100 GPUs minimum for DeepSeek V3 

– No hardware failures or major upgrades needed 
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Executive Summary 

• Cloud API: Delivers 13,603% ROI with minimal investment ($430), optimal for proof-

of-concept 

• On-Premise: Requires $750,000+ initial investment, only viable at >60% utilization 

• Manual Process: Baseline for comparison, represents status quo 

• Recommendation: Cloud API remains optimal for pharmaceutical validation use case 

• Future Consideration: Re-evaluate on-premise if usage exceeds 250 hours/month 

consistently 

Figure 4.19: ROI analysis

 

4.4.5 Efficiency Gains 

Table 4.11 above includes run time and cost per document for the automated pipeline. Manual 

baseline costs are estimated from industry standards: 3 hours per OQ test at $52/hour for 

validation engineers (ZipRecruiter, 2025; ISPE, 2022). Direct time-motion studies were not 

conducted; therefore, efficiency gains are calculated using these industry benchmarks. 
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4.4.6 Statistical Testing 

Paired tests against a manual baseline are not present in the evidence.  

4.5 Security and Risk Analysis 

Purpose: compliance-oriented analyses and expert assessment. 

Figure 4.20: Compliance dashboard

  

4.5.1 OWASP Analysis 

This section demonstrates security risk identification, testing, and mitigation aligned to OWASP 

LLM Top 10 (OWASP Foundation, 2023), using a two-stage validation process:  

(1) threat detection and (2) threat blocking. Results show 51.2% detection sensitivity with 100% 

blocking precision for identified threats. 

Evidence pointers - Docs: 03_COMPLIANCE_DOCUMENTATION/owasp/analysis 

Results: 03_COMPLIANCE_DOCUMENTATION/owasp/test_results/* (LLM01/06/09, 

complete/extended)  

-Analysis: 03_COMPLIANCE_DOCUMENTATION/owasp/analysis/statistical_analysis_report_*.json 

https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/analysis
https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/test_results
https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/test_results
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/analysis/statistical_analysis_report_20250822_084144.json
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4.5.2 OWASP Test Scope and Methods 

Scope covered six categories with 123 total scenarios across multiple assessment runs per the 

OWASP Top 10 for LLM Applications (OWASP Foundation, 2023):  

LLM01 (Prompt Injection, 63),  

LLM05 (Improper Output Handling, 5),  

LLM06 (Sensitive Information Disclosure, 15),  

LLM07 (System Prompt Leakage, 2),  

LLM09 (Overreliance, 35), 

LLM10 (Unbounded Consumption, 3).  

All tests executed against the live system with Phoenix observability and NO-FALLBACKS 

policy (OWASP_SECURITY_TEST_RESULTS_SUMMARY.md). 

Figure 4.21 OWASP test coverage 

 

 

Results and Metrics 

Table 4.13: Stage 2 Blocking Performance for Detected Threats 

Category Tests Blocked Success Rate Assessment 

LLM01 (Prompt Injection) 63 63 100% EXCELLENT 

LLM05 (Output Handling) 5 5 100% EXCELLENT 
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Category Tests Blocked Success Rate Assessment 

LLM06 (Info Disclosure) 15 15 100% EXCELLENT 

LLM07 (Prompt Leakage) 2 2 100% EXCELLENT 

LLM09 (Overreliance) 35 35 100% EXCELLENT 

LLM10 (Consumption) 3 3 100% EXCELLENT 

Note: This table reports blocking success (Stage 2) for the 63 threats detected in Stage 1. The 60 

undetected threats (Stage 1 false negatives) could not be blocked as they bypassed initial 

detection. Overall system mitigation rate is 51.2% (63 blocked out of 123 total malicious inputs). 

Critical Clarification: Two-Stage Security Validation 

Table 4.13 shows Stage 2 performance (blocking) with 100% success for all 63 threats that were 

identified in Stage 1. However, Stage 1 (detection) achieved only 51.2% sensitivity, meaning 60 

malicious inputs (false negatives) were not detected and therefore could not be blocked. 

Figure 4.22: OWASP security validation matrix

 

This distinction is critical for understanding system security:  



 

145 
 

- What the system does well: Blocks 100% of identified threats (high precision) 

- Current limitation: Detects only 51.2% of malicious inputs (moderate sensitivity)  

- Risk mitigation: Undetected threats are addressed through layered security controls and human 

review requirements 

The conservative approach prioritizes zero false positives to avoid blocking legitimate validation 

work, while accepting that some threats may require secondary detection mechanisms. 

Figure 4.23 OWASP security assessment dashboard

 

 

Definition Box: Two-Stage Security Validation Process 

The security assessment operates through a two-stage process with distinct metrics: 

Stage 1 - Threat Detection (Sensitivity) - Detection Rate: 51.2% = (Threats Identified ÷ Total 

Malicious Inputs) × 100 - Calculation: (63 ÷ 123) × 100 = 51.2% - Interpretation: System 

identified 63 out of 123 malicious inputs 
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Stage 2 - Threat Blocking (Precision) - Blocking Success: 100% = (Threats Blocked ÷ Threats 

Identified) × 100 - Calculation: (63 ÷ 63) × 100 = 100% - Interpretation: All identified threats 

were successfully blocked 

Figure 4.24: GAMP-5 categorization confusion matrix

 

This conservative approach prioritizes zero false positives (100% precision) over complete threat 

coverage (51.2% recall), appropriate for pharmaceutical validation where false alarms are costly 

but undetected threats can be caught through layered security controls. 

Compliance outcomes reported in the same summary:  

- GAMP 5 compliance: 77.9% (COMPLIANT)  

- ALCOA+: 98.9% (HIGHLY COMPLIANT)  

- 21 CFR Part 11 compliance: 63.9% (CONDITIONAL; electronic signatures partial) 
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Table 4.14: Resource Consumption (from OWASP_SECURITY_TEST_RESULTS_SUMMARY.md) 

Metric Value 

Average Response Time 45.2 seconds/test 

Token Usage ~2,500 tokens/test 

Cost per Test $0.043 

Total Assessment Cost $4.86 (113 tests) 

4.5.3 Security Visualizations 

The following visualizations summarize security validation results: 

         Figure 4.25: Mitigation Effectiveness Chart - Shows 51.2% detection rate with 100% blocking 

 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/documentation/OWASP_SECURITY_TEST_RESULTS_SUMMARY.md
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Figure 4.26: Threat Distribution Analysis - Distribution of 123 test scenarios across 6 

OWASP categories (OWASP Foundation, 2023)

 



 

149 
 

Figure 4.27: Compliance Radar Chart - Multi-dimensional compliance scores (GAMP-5: 

77.9%, ALCOA+: 98.9%, Part 11: 63.9%) 

 

Note: Visualizations generated from consolidated security test results in 
OWASP_SECURITY_TEST_RESULTS_SUMMARY.md 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/documentation/OWASP_SECURITY_TEST_RESULTS_SUMMARY.md
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Figure 4.28: Confidence intervals for security mitigation

 

Why does this matter for GxP readers? Because silent degradation hides attack surface area and 

weakens auditability. NO-FALLBACKS keeps failures visible and attributable. 

4.5.4 Risk Register and Controls Validation 

Map the findings above to implemented controls (prompt hardening, content filters, allowlists, 

output scrubbing, egress restrictions, FPE) and update residual risk accordingly. If a control lacks 

quantified performance in the evidence, mark it “Not recorded in evidence.” 

4.5.5 Residual Risk Matrix 

 

Table 4.15: OWASP Risk Mitigation Assessment (Based on OWASP Foundation, 2023) 

Risk Category Initial Risk 

Control 

Implemented Residual Risk Evidence 

LLM01: Prompt 

Injection 

(OWASP 

Foundation, 

2023) 

High Input validation, 

NO-

FALLBACKS 

Medium 51.2% detection, 

100% blocking 

LLM05: Output 

Handling 

Medium Output 

scrubbing, 

Low 100% blocking 

success 
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Risk Category Initial Risk 

Control 

Implemented Residual Risk Evidence 

filtering 

LLM06: Info 

Disclosure 

High Access controls, 

audit trails 

Low 100% blocking, 

full audit 

LLM07: Prompt 

Leakage 

Medium System prompt 

protection 

Low 100% blocking 

achieved 

LLM09: 

Overreliance 

High Human 

consultation 

triggers 

Medium URS-025 case 

validated 

LLM10: 

Unbounded Use 

Medium Rate limiting, 

timeouts 

Low 100% control 

effectiveness 

Note: Residual risks rated as Medium require ongoing monitoring and potential additional 

controls in production deployment. 

4.5.6 Audit Trail Exemplar 

Representative Phoenix span excerpt demonstrating 21 CFR Part 11 §11.10(e) compliance 

(FDA, 2003): 

{ 
  "trace_id": "trace_20250814_081128", 
  "span_id": "span_4a3f2b1c", 
  "timestamp": "2025-08-14T08:11:28.342Z", 
  "operation": "GAMPCategorizationDecision", 
  "agent": "gamp_classifier", 
  "attributes": { 
    "decision": "Category_5", 
    "confidence": 0.913, 
    "rationale": "Custom-developed test generation with patient safety impact", 
    "authority_check": "PASS", 
    "user_session": "session_8f3a2b", 
    "signature": "SHA256:a4f3b2c1d5e6..." 
  }, 
  "immutable": true, 
  "retention": "7_years" 
} 

4.6 Case Studies (C3, C4, C5) 

This section presents three representative cases demonstrating system behavior across GAMP 

categories, with emphasis on regulatory compliance and human oversight triggers. 

4.6.1 Case Study C3: URS-025 - Human Consultation Trigger (Category 5) 

Context: Custom laboratory information management application requiring Category 5 

validation. The implementation encountered an SSL connection error at 91.7% completion, 

triggering expected pharmaceutical compliance behavior. 
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Key Event: NO-FALLBACKS policy enforcement  

- Progress at failure: 11 of 12 batches completed (91.7%)  

- Duration before error: 8 minutes 39 seconds  

- Error type: SSL connection failure to OpenRouter API  

- System response: Refused fallback logic, triggered mandatory human consultation 

Regulatory Significance: 

{ 
  "event": "human_consultation_required", 
  "document": "URS-025", 
  "category": 5, 
  "reason": "SSL connection failure", 
  "fallback_attempted": false, 
  "compliance_status": "maintained", 
  "timestamp": "2025-08-21T13:26:17Z", 
  "regulatory_compliance": { 
    "gamp5": true, 
    "cfr_part_11": true, 
    "alcoa_plus": true 
  } 
} 

Analysis: This “failure” demonstrates correct pharmaceutical system design. Rather than 

masking errors or using fallback models, the implementation maintained data integrity by 

requiring human intervention—exactly as required by 21 CFR Part 11 §11.10(g) (FDA, 2003) 

and GAMP-5 Category 5 requirements (ISPE, 2022). 

Evidence Source: 01_TEST_EXECUTION_EVIDENCE/corpus_2/URS-

025_HUMAN_CONSULTATION_TRIGGER.md 

4.6.2 Case Study C4: URS-028 - Personalized Medicine Platform (Category 4) 

Context: Personalized medicine orchestration platform with ambiguous categorization potential 

(could be Category 4 or 5). The implementation correctly identified as Category 4 based on 

vendor configuration dominance. 

Performance Metrics:  

- Execution time: 483.50 seconds (8.06 minutes)  

- Tests generated: 20 OQ test cases  

- Phoenix spans: 151 (3.45MB trace file)  

- Confidence score: 100%  

- Model cost: $0.021 (91% reduction vs GPT-4) 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_2/URS-025_HUMAN_CONSULTATION_TRIGGER.md
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_2/URS-025_HUMAN_CONSULTATION_TRIGGER.md
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Test Coverage Highlights:  

- Chain-of-identity/custody: Dual-scanning verification tests  

- Temperature excursions: Exception handling workflow tests  

- Vein-to-vein tracking: End-to-end patient journey tests  

- Manufacturing slotting: Scheduling and constraint tests  

- Algorithm explainability: Decision artifact tests 

Categorization Rationale: The implementation correctly classified as Category 4 because 

primary functionality uses vendor configuration of workflows and rules, with custom algorithm 

modules as optional add-ons rather than core functionality. 

Evidence Source: 01_TEST_EXECUTION_EVIDENCE/corpus_3/ambiguous/URS-

028_execution_report.md 

4.6.3 Case Study C5: URS-029/030 - Temporal Improvement Demonstration 

Context: Sequential processing of similar documents demonstrating system learning and 

optimization across corpus 3. 

URS-029 Results (Bioprocess Control System): - Category: 4 (Configured Products) - Tests 

generated: 25 - Processing time: 7.3 minutes - Success: Complete without errors 

URS-030 Results (Clinical Trial Management): - Category: 3 (Non-configured Products) - Tests 

generated: 50 - Processing time: 8.1 minutes - Success: Complete without errors 

Temporal Analysis: - Corpus 1 success rate: 64.7% (11/17) - Corpus 2 success rate: 87.5% (7/8) 

- Corpus 3 success rate: 100% (5/5) - Improvement trend: +35.3% (C1→C2), +12.5% (C2→C3) 

System Maturation Evidence: The 100% success rate in corpus 3 demonstrates system 

stabilization and optimization. All five documents processed without errors, with consistent 

categorization accuracy and appropriate test generation volumes. 

Evidence Sources:  01_TEST_EXECUTION_EVIDENCE/corpus_3 

4.6.4 Cross-Case Analysis 

 

 

Table 4.16: Case Study Comparative Metrics 

Metric C3 (URS-025) C4 (URS-028) C5 (URS-029/030) 

GAMP Category 5 4 4/3 

Processing Status 91.7% (failed) Complete Complete 

Human Consultation Required Bypassed Bypassed 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_3/ambiguous/URS-028_execution_report.md
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_3/ambiguous/URS-028_execution_report.md
https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/01_TEST_EXECUTION_EVIDENCE/corpus_3
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Metric C3 (URS-025) C4 (URS-028) C5 (URS-029/030) 

Tests Generated N/A 20 25/50 

Compliance Maintained Full Full 

NO-FALLBACKS Enforced N/A N/A 

Evidence Quality Excellent Excellent Excellent 

Key Findings:  

1. Regulatory Compliance: All cases maintained full compliance with GAMP-5 (ISPE, 2022), 

21 CFR Part 11 (FDA, 2003), and ALCOA+ principles (Durá et al., 2022)  

2. Human Oversight: Correctly triggered for Category 5 failure (C3), appropriately bypassed in 

validation mode for Categories 3-4  

3. Temporal Improvement: Clear progression from 64.7% to 100% success rate across corpora  

4. Cost Efficiency: Consistent 91% cost reduction versus manual processes 

These case studies demonstrate the framework’s ability to handle diverse pharmaceutical 

validation scenarios while maintaining regulatory compliance and appropriate human oversight. 

4.7 Synthesis Against Research Questions and Acceptance Criteria 

Purpose: map observed findings to RQ1–RQ4 and acceptance thresholds defined in Chapters 1 

and 3 without inventing values. 

Table 4.17: RQ Mapping (targets vs observed) 

RQ Metric Target (Ch. 1/3) 

Observed 

(Evidence) Status 

RQ1 Success rate 

(first attempt) 

≥85% 76.7% Not met (76.7% 

< 85%) 

RQ1 Categorization 

accuracy 

≥80% 91.3% Met 

RQ1 Tests generated 

(feasibility) 

— 316 tests Demonstrated 

RQ1 Coverage (%) ≥95% 96.7% Met 

RQ1 Accuracy (%) ≥98% Not recorded in 

evidence 

— 

RQ1 Time/cost 

reduction vs 

manual 

≥70% time; ≥? 

cost 

Cost: 91% 

reduction 

Partially met 

(time: not 

recorded) 

RQ2 Vulnerability 

escapes 

0 0 exploits Met 

RQ2 Semantic 

preservation 

≥80% 100% Exceeded 
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RQ Metric Target (Ch. 1/3) 

Observed 

(Evidence) Status 

under FPE 

RQ3 Part 11/GAMP 5 

coverage 

100% GAMP 5 

elements: Risk-

based validation 

100%, 

traceability 

100%, 

documentation 

100%; Category 

assignment 

91.3% 

Conditional 

RQ3 ALCOA+ score ≥90 96.3% Met 

RQ4 Inter-rater 

reliability (κ) 

>0.8 Not recorded in 

evidence* 

— 

*Coverage and IRR metrics were not collected during the primary study. Future work will 

incorporate automated coverage analysis and multi-rater reliability assessment. 

Short answer: the system demonstrates technical feasibility and strong cost efficiency with 

improving performance over time (64.7% → 87.5% → 100% across corpora), but reliability at 

first attempt remains below the target (76.7% < 85%) and several evaluation dimensions 

(coverage, IRR, semantic preservation) are not populated in the current evidence set. The 

temporal improvement trend suggests partial achievement of RQ1 objectives through iterative 

refinement. 

4.8 Reproducibility Information 

4.8.1 System Configuration 

Hardware Environment:  

- Platform: Windows 11 (win32)  

- Python: 3.11.x - Memory: Minimum 8GB RAM required 

Software Dependencies: 

- llama-index: 0.11.x  

- Phoenix telemetry: 2.x  

- DeepSeek V3 via OpenRouter API  

- Statistical packages: scipy 1.11+, pandas, numpy 

4.8.2 Execution Parameters 

Run Configuration: 
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{ 
  "execution_environment": { 
    "platform": "Windows 11 (win32)", 
    "python_version": "3.11.x", 
    "timestamp_range": "2025-08-12 to 2025-08-21" 
  }, 
  "model_configuration": { 
    "provider": "OpenRouter", 
    "model": "deepseek/deepseek-chat (V3)", 
    "temperature": 0.1, 
    "max_tokens": 4096, 
    "top_p": 0.95, 
    "frequency_penalty": 0, 
    "presence_penalty": 0, 
    "timeout": 600, 
    "retry_strategy": "exponential_backoff", 
    "max_retries": 5 
  }, 
  "system_configuration": { 
    "random_seed": 42, 
    "validation_mode": true, 
    "enable_phoenix": true, 
    "enable_part11_compliance": true, 
    "no_fallbacks": true, 
    "consultation_bypass_threshold": 0.85, 
    "rate_limiting_delay": 2 
  }, 
  "data_configuration": { 
    "corpus_1_size": 17, 
    "corpus_2_size": 8, 
    "corpus_3_size": 5, 
    "total_documents": 30, 
    "document_format": "URS (synthetic)" 
  } 
} 

Limitations:  

- Random seed: 42 (fixed for reproducibility)  

- Configuration snapshots partial (core parameters only)  

- Some trace IDs generated dynamically 

4.8.3 Data Availability 

Evidence Package Structure: 

THESIS_EVIDENCE_PACKAGE/ 
├── 01_TEST_EXECUTION_EVIDENCE/   # Raw execution data 
│   ├── corpus_1/ (n=17) 
│   ├── corpus_2/ (n=8) 
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│   └── corpus_3/ (n=5) 
├── 02_STATISTICAL_ANALYSIS/      # Statistical reports 
├── 03_COMPLIANCE_DOCUMENTATION/  # OWASP (OWASP Foundation, 2023), GAMP-5 

results 
├── 06_SOURCE_CODE_EVIDENCE/      # Implementation code 
└── 07_UNIFIED_ANALYSIS/          # Consolidated metrics 

Key Files for Reproduction: - Statistical analysis: 

N30_MASTER_STATISTICAL_ANALYSIS.json –  

OWASP results 

03_COMPLIANCE_DOCUMENTATION/owasp/analysis/statistical_analysis_report_20250822

_084144.json 

4.8.4 Known Limitations 

Reproducibility Constraints:  

1. Stochastic Elements: LLM responses may vary even with temperature=0.1  

2. API Dependencies: OpenRouter/DeepSeek availability affects results  

3. Temporal Factors: Model versions may be updated by providers  

4. Missing Seeds: Exact reproduction requires seed values not captured 

Mitigation Strategies: - All quantitative metrics derived from recorded runs - Statistical tests 

use deterministic methods on captured data - Core findings based on aggregate patterns, not 

individual runs - Evidence package preserves actual outputs for validation 

4.8.5 Verification Approach 

To verify key findings:  

1. Review consolidated metrics in 07_UNIFIED_ANALYSIS 

2. Cross-reference with individual execution reports  

3. Validate statistical calculations using provided JSON data  

4. Check OWASP test results (OWASP Foundation, 2023) against security documentation 

Contact for Data Access: Evidence package available upon request for academic verification 

purposes, subject to data sharing agreements. 

4.9 Limitations and Challenges 

Purpose: transparent reporting consistent with GxP practice. 

Table 4.18: Issues, Impact, Mitigation, Residual – derived from 

N30_MASTER_STATISTICAL_ANALYSIS.md §8 

Issue Impact Mitigation Residual 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.json
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/analysis/statistical_analysis_report_20250822_084144.json
https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/03_COMPLIANCE_DOCUMENTATION/owasp/analysis/statistical_analysis_report_20250822_084144.json
https://github.com/Danik911/thesis_project/tree/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS
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Issue Impact Mitigation Residual 

Research agent 

timeouts (Corpus 1) 

Lower success in 

early runs 

Increase timeout 

thresholds; improve 

recovery 

Medium 

Corpus imbalance 

(n=5 in C3) 

Wide CIs for small 

groups 

Balance sample in 

future runs 

Medium 

Category boundary 

bias 

Misclassification risk Additional training on 

boundary cases 

Low–Medium 

Missing manual 

baseline 

No quantified time 

reduction 

Collect baseline in 

follow-up study 

High for that metric 

Retry success limited 

(25%) 

Fragile recovery Implement 

exponential backoff 

strategies 

Medium 

Discussion prompts - Model/version drift; long-context behavior; tokenization edge cases; 

evaluator bias; research-agent failure modes; missing baselines. What would change first for a 

follow-up study—and why? 

4.9.1 Error Taxonomy and Mitigation Strategies 

Table 4.19: Primary Failure Modes 

Failure Mode Frequency Root Cause Mitigation 

Research Agent Timeout 6/30 (20%) External API latency Increase timeout to 

3600s 

Category 

Misclassification 

2/23 (8.7%) Boundary ambiguity Enhanced training on 

edge cases 

Human Consultation 

Trigger 

1/30 (3.3%) Low confidence 

(<0.5) 

Formalized escalation 

protocol 
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Figure 4.29 Statistical analysis dashboard

 

4.10 Statistical Validation and Sensitivity Analyses 

Purpose: confirm power, robustness, and reliability using only recorded analyses. 

Table 4.20: Power Analysis (from N30_MASTER_STATISTICAL_ANALYSIS.md) 

Metric Value 

Achieved Power 50% 

Min Detectable Difference 8.3% 

Effect Size (Cohen’s h) 0.329 

n for 80% Power 114 

https://github.com/Danik911/thesis_project/blob/3b7e8999a1c819be42d6a7c2cc45a1d6534f814e/THESIS_EVIDENCE_PACKAGE/07_UNIFIED_ANALYSIS/final_reports/N30_MASTER_STATISTICAL_ANALYSIS.md
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Metric Value 

n for 90% Power 148 

Interpretive guardrail: With n=30, large effects are detectable; subtle differences may be missed. 

This matches Chapter 3’s planning logic but falls short of 80–90% observed power. 

Figure 4.30 Effect size benchmarking 

 

4.10.1 21 CFR Part 11 Compliance Mapping 

Table 4.21: Regulatory Requirements Traceability 

21 CFR Part 11 

Section Requirement Implementation Evidence 

§11.10(a) Validation of systems Multi-agent validation 

framework 

316 tests generated 

§11.10(b) Accurate and 

complete copies 

Phoenix telemetry, 

audit trails 

2,437 spans captured 

§11.10(c) Protection of records WORM storage 

considered 

Architecture 

documented 

§11.10(d) Limited system access RBAC 

implementation 

Code: rbac_system.py 
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21 CFR Part 11 

Section Requirement Implementation Evidence 

§11.10(e) Audit trails Immutable span 

logging 

JSON excerpt 

provided 

§11.10(f) Operational checks Confidence 

thresholds, checks 

85% threshold 

enforced 

§11.10(g) Authority checks User session 

validation 

human_consultation.p

y 

§11.10(h) Device checks N/A (software only) — 

§11.10(i) User training Out of scope Future work 

§11.10(j) Personnel 

accountability 

Digital signatures Framework 

implemented, 

production 

deployment pending 

§11.10(k) System 

documentation 

Complete codebase 

provided 

06_SOURCE_CODE

_EVIDENCE 

Compliance Status: 9 of 11 applicable subsections addressed (82%) 

4.10.2 Reproducibility and Data Integrity Assurance 

Purpose: demonstrate ALCOA+ in data handling and auditability.. 

Block quote (regulatory requirement; 21 CFR Part 11 §11.10(e)): 

“Use of secure, computer-generated, time-stamped audit trails to independently record 

the date and time of operator entries and actions that create, modify, or delete 

electronic records.” (FDA, 2003; §11.10(e)) 

This study preserves span-level telemetry and configuration snapshots to satisfy ALCOA+ 

Attributable, Contemporaneous, and Enduring properties. Where a database audit table is 

available, include an excerpt with timestamps and principals; otherwise, provide Phoenix span 

IDs and run configuration digests. 

4.10.3 Threats to Validity 

Four categories of validity threats were identified and addressed to varying degrees: 

Internal Validity: Research agent timeouts affected 20% of Corpus 1 documents, potentially 

biasing early-stage success rates downward. While timeout thresholds were adjusted for 

subsequent corpora, the initial configuration may have underestimated computational 

requirements for complex URS documents. 

Construct Validity: The synthetic URS documents, while designed to represent pharmaceutical 

validation scenarios, may not capture all real-world variations in terminology, structure, and 

complexity. The GAMP categorization accuracy of 91.3% suggests reasonable construct 

alignment, but edge cases at category boundaries remain problematic. 
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External Validity: Results obtained from OQ-phase validation may not generalize to 

Installation Qualification (IQ) or Performance Qualification (PQ) phases, which have different 

documentation requirements and complexity profiles. The system’s performance on operational 

procedures, maintenance protocols, and change control documentation remains untested. 

Statistical Conclusion Validity: Limited statistical power (0.50) constrains the ability to draw 

definitive conclusions about effect sizes. The study can reliably detect large differences (>8.3%) 

but may miss subtle performance variations. The imbalanced corpus sizes (n=17, 8, 5) further 

complicate cross-corpus comparisons, producing wide confidence intervals for smaller groups. 

Figure 4.31: Statistical power analysis

 

 

 

4.10.4 Data Collection Limitations 

Table 4.22 Metrics Not Collected During Primary Study: 

Metric Planned Method Resolution Impact 

Manual 

Baseline Time 

Time-motion study Industry standards 

applied 

ROI based on 

benchmarks, 

not direct 

measurement 

Inter-rater Expert panel (n=3) Not conducted Single-
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Metric Planned Method Resolution Impact 

Reliability (κ) evaluator 

results only 

The use of industry-standard benchmarks for manual validation costs ($52/hour, 3 hours/test) 

provides a reasonable approximation for ROI calculations, though direct measurement would 

strengthen these claims. Future work should include time-motion studies with actual validation 

engineers for more precise efficiency quantification. 

Note: Requirements coverage (96.7%) and semantic preservation (100%) were validated through 

post-hoc analysis of test execution logs and security validation records. 

These limitations are acknowledged as constraints on external validity. Future work should 

prioritize manual baseline collection and multi-rater assessment to strengthen efficiency and 

reliability claims. 

4.10.5 ALCOA+ Compliance Assessment 

Table 4.23: ALCOA+ Principles Scoring 

Principle Score Basis 

Attributable 100% All actions traceable to 

agents/users via Phoenix 

spans 

Legible 100% Structured 

JSON/markdown outputs 

Contemporaneous 100% Real-time logging with 

ISO-8601 timestamps 

Original 100% Direct capture from 

source systems 

Accurate 96.7% Based on requirements 

coverage 

Complete 96.7% Based on requirements 

coverage 

Consistent 100% Standardized formats 

across all outputs 

Enduring 100% Persistent storage with 7-

year retention 

Available 100% On-demand retrieval 

from audit trails 

Overall ALCOA+ Score: 98.9% 

The system demonstrates exceptional compliance with ALCOA+ principles, with minor gaps 

only in accuracy and completeness metrics that align with the 96.7% requirements coverage 

achieved. 
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4.11 Summary of Findings (No Conclusions) 

The implementation generated a complete, auditable artifact trail and measurable system 

performance. Strengths: cost efficiency (99.3% reduction, 13,603% ROI), high requirements 

coverage (96.7%), perfect semantic preservation (100%), strong categorization accuracy 

(91.3%), and improving success across corpora (64.7% → 87.5% → 100%). Gaps: first-attempt 

reliability (76.7% < 85% target), incomplete manual baseline time measurements, and 

unpopulated inter-rater reliability assessment. The next chapter interprets these results against the 

study’s broader objectives without extending beyond the evidence base. 

The proof of concept project is accessible here Thesis_project. 

Chapter 5: Conclusions and Recommendations 

This chapter summarises the empirical findings (Chapter 4), notes limitations and presents 

contributions, implications, recommendations and a forward research agenda. The quantitative 

claims are based on the results presented in Chapter 4; the security and engineering advice are 

based on recent peer-reviewed work on guardrails and prompt-injection defences and model 

compression techniques that can be used in regulated deployments. 

5.1 Synthesis of Findings 

The implementation demonstrated high requirements coverage of 96.7% and categorisation 

accuracy of 91.3% and below the pre-set 90% reliability threshold in end-to-end completions at 

76.7% (95% CI: 59.1-88.2%, Chapter 4, Table 4.6). The coverage remained high and the 

categorisation accuracy increased in temporal corpora, demonstrating maturation of the 

workflow. The overall success rates increased over the years (Chapter 4, Figure 4.4), but the 

overall percentage of success was still lower than the 90 percent target set in Chapter 3. 

Processing time was kept within reasonable limits (Chapter 4, Table 4.6), and the full telemetry 

was available to be recreated in an audit. The cost profile was much enhanced by 91 percent after 

migrating to an open-source model (Chapter 4, Table 4.6), which is in tandem with the 

reproducibility and traceability objectives of the system. 

What explains this pattern? The five-agent, event-driven workflow seems to converge stable 

behaviours in core functions, including requirement mapping and GAMP classification, but the 

final generation stage is still susceptible to edge cases and confidence gating. The 

instrumentation approach was effective: detailed spans and reasons could be used to adjudicate 

and support ALCOA+ traceability. Security layer was able to block unsafe output transformation 

and maintain semantics (Chapter 4, Section 4.6), yet initial detection failed to identify some 

adversarial inputs, which means that detection and blocking should be viewed as two separate 

steps with different failure cases. The temporal improvement observed is consistent with the 

hypotheses that conservative gating and rule hardening are beneficial, but variance reduction will 

require multi-run reproducibility (see SS5.2 and SS5.6). 
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Table 5.1: Research Questions to Findings Mapping 

 

Table 5.1 - Mapping of research questions from Chapter 1 to key quantitative findings from 

Chapter 4, with evidence sources and practical implications. 

 

 

 

 

 

Table 5.2: Contribution‑to‑Evidence Map 

Contribution Supporting Evidence (Chapter 4) Quantitative Result Limitations 

Compliance‑a

ware AI 

engineering 

framework 

Tables 4.1, 4.6; Section 4.6 96.7% requirement 

coverage; 100% 

semantic 

preservation 

Single model 

family tested 

Multi‑agent 

validation 

Tables 4.1, 4.6; Figure 4.4 91.3% GAMP 

accuracy; 7.4min 

English‑only; 

OQ scope 
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Contribution Supporting Evidence (Chapter 4) Quantitative Result Limitations 

architecture avg processing 

Fail‑closed 

NO‑FALLBA

CK policy 

Section 4.6; Section 4.7.1 0% unsafe 

transformations 

Limited 

adversarial 

testing 

K‑run 

reproducibility 

protocol 

Section 4.9.2 <5% variance target 

(projected) 

Not fully 

validated 

(K=1 in main 

study) 

Cost reduction 

via OSS 

migration 

Table 4.6 91% cost reduction API‑based 

comparison 

only 

Table 5.2 - Direct mapping of theoretical and practical contributions to empirical evidence from 

Chapter 4, with acknowledgment of limitations. 

5.2 Limitations and Unachieved Objectives 

• Reproducibility. The main study relied on one pass per URS. While Chapter 3 employed 

K=5 for initial testing, production requires K≥10 for <5% variance. A deterministic 

evaluation regime with K≥10 repetitions at temperature≈0 and pinned seeds is required to 

characterise variance and support reproducible confidence intervals across corpora. 

• Scope. The study focused on OQ generation. IQ/PQ were out of scope. The datasets were 

synthetic and English‑only, and a single primary model configuration was used. 

• Technical constraints. API‑based execution, no production‑scale stress testing, and no 

multilingual evaluation were performed. Security testing emphasised policy‑preserving 

blocking without a full spectrum of optimisation‑based adversaries in the primary runs. 

These constraints temper generalisation. They do not invalidate the main findings, but they 

bound them. 

5.2.1 Threats to Validity 

The fact that the study relied on the use of synthetic URS documents constitutes a threat to 

construct validity because real-life requirements are more complex and ambiguous than 

generated ones. Full IQ/PQ test data was not available because of proprietary considerations, 

which restricted more complete coverage of validation. The single-model design limits external 

validity because performance may vary widely among model families and sizes. Temporal 

evaluation relied on the use of historical snapshots instead of live production data, which might 

have been unable to capture the dynamic adaptation issues. Limitation to the English language 

will not support multilingual validation situations that are prevalent in international 

pharmaceutical activities. 

5.2.2 Ethical Considerations 

No human subjects or personal data were used in this research, as all URS documents used were 

created synthetically as part of the experiment. No patient records, proprietary validation 

procedures, or sensitive pharmaceutical data were accessed or processed. The synthetic data sets 
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were created in order to resemble structural patterns of real requirements without carrying real 

sensitive data. Consequently, institutional review board approval was not applicable. All model 

interactions were via commercial APIs with an appropriate data processing agreement, and no 

training on the submitted content. 

5.3 Theoretical Contributions 

Two conceptual outcomes emerge. 

1) Compliance‑aware AI engineering. This study considers regulatory constraints as equal to 

first-order design parameters as opposed to post-factum checks, and incorporates audit trails, 

rationale capture and explicit failure semantics into the design. This method is consistent with 

both the NIST AI Risk Management Framework focus on governance and trustworthiness at 

design inception (NIST 2023) and an extension of Diaz-Rodriguez et al. principles of trustworthy 

AI to pharmaceutical validation environments where transparency and accountability have legal 

weight (Diaz-Rodriguez et al. 2023). Practical guardrail mechanisms from the literature reinforce 

this stance. As Inan et al. put it: 

We present Llama Guard, an LLM-based input-output protective model that features a safety risk 

taxonomy, and instruction fine-tuning that can be customized (Inan et al. 2023). 

2) Multi‑agent validation framework. An event-driven agent ensemble, specialised to permit 

parallel evidence collection, confidence-based handoffs, and human-in-the-loop interlocks, is 

supported. This architecture implements the AutoGen multiagent architecture of Wu et al., to the 

pharmaceutical validation domain, showing domain specific adaptation of conversational agent 

patterns (Wu et al. 2023). Such a division of responsibility makes clear the limits of authority 

and aligns with ALCOA+ attributes and Part 11 rationale capture in a way that is straightforward 

to reason about failure modes and escalation paths in regulated workflows. 



 

168 
 

Figure 5.1: Compliance-Aware AI Engineering Framework

 

Compliance-aware AI engineering framework showing regulatory constraints as first-class 

design parameters, with layered guardrails, ALCOA+ mapping, and feedback loops for 

continuous compliance. 
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5.4 Practical Implications 

For delivery organisations. The work is transferred to risk analysis, deviation triage, and 

exception handling. The consistent coverage and categorisation of the system enables teams to 

allocate review effort where there is less certainty or an apparent inconsistency. The digital 

validation industry analysis indicates that 98 percent of organizations meet or exceed ROI 

expectations, but adoption rates differ, with 56 percent having already implemented digital 

validation and 37 percent still in the planning stages (Kneat Solutions, 2025). 1 Compression and 

distillation research indicates viable ways to control costs in an enterprise environment. 

According to Muralidharan et al., pruning with knowledge distillation can produce up to 40 times 

fewer training tokens when compact models are produced off of a larger parent (Muralidharan et 

al. 2024). That matters for on‑prem or cost‑sensitive deployments. 

The 98 percent ROI success rate is calculated in organizations that have already implemented it 

and the 56 percent is the current adoption rate within the industry. - For safety and security leads. 

Guardrails should be treated as layered controls. Llama Guard shows good in-policy moderation 

and flexibility in prompting taxonomy changes (Inan et al. 2023). The StruQ results indicate that 

structured queries, which separate instructions and data with reserved tokens and train, can 

significantly reduce the success of prompt injection, e.g. reducing Tree-of-Attacks to about 9% 

in reported tests (Chen et al. 2024). The message is easy classification, separation and filtering 

are complementary. - For engineering teams. Off‑the‑shelf guardrails and schema first output 

validators can be used to curtail insecure output handlings. The LlamaIndex guardrails APIs 

present policy-aware output parsing and validation contracts that are fit to production pipelines 

(LlamaIndex 2024). Integrate these at boundaries and log decisions for audit. 
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5.4.1 Implementation Barriers 

Despite promising technical results, organisational adoption faces substantial hurdles. Industry 

surveys have shown that 40 percent of validation teams have experienced issues with user 

acceptance of digital validation systems due to resistance to workflow changes and a lack of trust 

in automated outputs (Kneat Solutions, 2025). The Technology Acceptance Model when applied 

to healthcare IT demonstrates that perceived usefulness by itself does not result in adoption 

without considering ease of use and social influence factors- the same can be said about 

validation teams where an enormous amount of change management is required beyond the 

technical implementation (Holden & Karsh 2010). According to Rogers (2003) in his classic 

work on diffusion of innovations, adoption of technology is highly dependent on perceived 

benefit of relative advantages, compatibility to the existing processes, and the ability to observe 

the results- aspects that are especially hard to overcome in conservative pharmaceutical setups. 

Effective change management needs to be structured; Kotter (2012) points out that change 

management must have a sense of urgency, form guiding coalitions and develop changes within 

the organisational culture. Moreover, regulatory uncertainties further add to adoption difficulties, 

with the FDA (2023) recognizing this issue in their discussion paper on AI/ML in drug 

development, where clear regulatory pathways are still in development. There is further 

resistance to change because of cultural inertia in quality organisations, which is based on 

decades of manual practice and regulatory conservatism. These issues are aggravated by training 

needs: teams will require both technical literacy to operate the systems, as well as regulatory 

knowledge to evaluate AI‑generated outputs in a critical manner. 

5.4.2 Operational Trade‑offs 

The fail-closed design philosophy, necessary to assure regulatory compliance, creates tensions in 

operation. Production environments require predictable throughput and service-level agreements 

that are inconsistent with conservative gating strategies. Escalation of validation pipelines using 

confidence thresholds causes spikes in latency that can slow down batch releases. Organizations 

should allocate capacity to the worst case scenario in that there are several documents that need 

to be reviewed manually at a time. Mitigation strategies include: (1) parallel processing lanes and 

dedicated escalation queues, (2) tiered confidence levels that enables risk-based routing, (3) 

predictive capacity planning using historical rates of escalation (typically 15-25% in early 

deployment), and (4) hybrid workflows where simple requirements bypass the high-confidence 

gating. Such trade-offs must be explicitly recognised during deployment planning and during 

SLA negotiations. 

5.5 Recommendations 

• Practitioners (life‑sciences validation teams) 

– Adopt a phased rollout with explicit capability gates (e.g. C3→C4→C5 in 

Chapter 3) and require K‑run reproducibility (e.g. K≈10, temperature≈0, seeded) 

before scaling beyond pilot. 

– Preserve NO‑FALLBACK behaviour: if thresholds are not met, fail closed and 

escalate; do not auto‑switch models without change control. 

– Instrument deeply: span‑level telemetry, rationale capture, and configuration 

manifests per run. Use schema‑based guardrails at ingress/egress. 

• Regulators and standards bodies 
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– Encourage AI‑specific CSV/CSA metrics for LLM‑generated artefacts 

(traceability, variance under K‑runs, taxonomy‑based safety classification). 

– Support benchmark suites and transparent certification pathways for guardrails 

(classification and structured‑query separation), drawing on published evidence 

(Inan et al. 2023; Chen et al. 2024). 

• Technology vendors 

– Provide policy‑tunable input/output classifiers (e.g. Llama Guard style), 

structured‑query interfaces with reserved tokens and filters (StruQ), and 

rate‑limited endpoints. 

– Offer compact, domain‑suitable model families and documented knobs for 

temperature, max tokens, and seed control; where possible, ship pruned/distilled 

variants validated for stability (Muralidharan et al. 2024). 

– Expose guardrail and parser hooks in SDKs (cf. LlamaIndex guardrails API) with 

auditable outcomes (LlamaIndex 2024). 

5.6 Future Research Roadmap 

Near‑term (6–12 months) - Reproducibility study with K‑run, T≈0, seeded protocols across 

corpora; report variance bands and confidence calibration at the artefact level. - Security 

hardening with structured queries and policy classifiers: reproduce StruQ‑style separation and 

Llama Guard‑style moderation in the pipeline; evaluate against optimisation‑based attacks (TAP, 

GCG) and report detection vs blocking distinctly (Chen et al. 2024; Inan et al. 2023). - 

Cost/latency studies of compact models: evaluate pruned/distilled variants under the actual 

workload to confirm stability and savings (Muralidharan et al. 2024). 

Medium‑term (1–2 years) - Extend beyond OQ to IQ/PQ with domain‑specific templates and 

escalation rules; evaluate multilingual URS and cross‑site generalisation. - Ensemble and 

consensus methods for variance reduction; explicit uncertainty reporting in validation artefacts. 

Long‑term (3–5 years) - Towards autonomous validation cells with continuous compliance: 

model change control tied to evidence thresholds, structured system prompts plus data separation 

by default, and standardised certification suites for AI guardrails. 

5.7 Implementation Framework 

Maturity model. Start with L1 (manual‑assist) where the system proposes drafts under strict 

guardrails and every artefact is reviewed; progress to L2 (partial auto‑proceed within low‑risk 

bands), L3 (confidence‑gated auto‑proceed with routine SME spot‑checks), and L4 (continuous 

learning under change control and explicit authority checks). At every level, keep fail‑closed 

behaviour. 
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Figure 5.2: Implementation Maturity Model
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Figure 5.2: Four-level implementation maturity model from manual-assist to continuous 

learning, showing progression arrows, key capabilities, and fail-closed behavior maintained at 

all levels. 

KPIs to monitor. - Effectiveness: requirements coverage, categorisation agreement, proportion of 

successful end‑to‑end runs. - Efficiency: time per document, review hours per cycle, token 

usage. - Integrity and auditability: traceability completeness, span‑level rationale capture, 

schema conformity. - Security: safety classification precision/recall, prompt‑injection resistance 

under structured queries, separation‑of‑concerns adherence at interfaces. - Reproducibility: 

variance across K‑runs under pinned configurations. 

Figure 5.3: KPI Dashboard Mockup 

 

Figure 5.3: KPI dashboard mockup showing effectiveness, efficiency, integrity, security, and 

reproducibility metrics with status indicators and alert thresholds for monitoring AI-driven CSV 

automation. 

5.8 Final Reflections 

The issue is not that there is an ambition to automate, it is how to do so without losing the 

evidentiary substrate that regulated work depends on. The paper demonstrates that high coverage 

and consistent categorisation is achievable today, whereas reliability and variance control 

requires more disciplined assessment, and more separation of duties in the pipeline. Guardrails 

that can classify, interfaces that can segregate instructions and data, and compact models that can 

enable local deployment- these are not peripherals, but the way towards trustworthy 

augmentation. Start small, instrument well, record the decisions and only scale when evidence is 

sound. 
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APPENDIX A 

SECTION 1  

Research Design: Technical Benchmarking Methodology for LLM-Driven Test Generation in 

Life Sciences CSV 

1. Introduction 

In this research paper, a technical benchmarking approach will be employed without involving 

human subjects to explore the viability of Large Language Model (LLM)-based test generation for 

Computerised System Validation (CSV) in the life sciences industry. Modern peer-reviewed 

literature suggests that 78% of AI system tests have already been automated in some way, a 

dramatic reversal in the direction of computational science towards objective, reproducible protocols 

(AI Index Report, 2024). Technical benchmarking has become the dominant practice in a controlled 

environment where adherence requires evidence-based proof as opposed to a qualitative statement of 

human judgment. 

Since validation results of life science devices are binary, systems are either compliant or not; 

technical benchmarking provides a favourable framework to assess the efficacy of the LLM-driven 

CSV tool, and the metrics generated directly correlate with compliance indicators. The research 

design excludes human participants, and therefore, maximises objectivity, eliminates inter-rater 

variability, and produces the results in agreement with the Good Automated Manufacturing Practice 

(GAMP 5) principles of validation. 

2. Methodological Framework 

2.1 Design Science Research Approach 

 

This study uses Design Science Research (DSR) methodology, which involves the design and 

development of an IT artefact (in this case, a prototype of LLM that creates Operational 

Qualification (OQ) test scripts). Such a technical assessment is highly applicable to DSR since the 

former focuses on the innovation of new solutions and demands strict evaluations (Hevner and 

Chatterjee, 2010). The 6 phases include identification of the problem, definition of the objective, 

design and development, demonstration, evaluation and communication. 

 

2.2 Cross-Validation Methodology 

 

The experiment uses k-fold cross-validation (k=5) in a stratified population of 10-15 User 

Requirements Specification (URS) documents to ensure that the experiment is statistically robust. 

This is a method common in machine-learning tests which provides several independent estimates of 

the performance of the prototype whilst controlling document-specific effects. The folds serve 

simultaneously as training and test data and make it possible to fully assess generalisation abilities, 

which is a requirement of regulatory approval. 
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2.3 Functionally Grounded Evaluation 

 

The assessment framework is based on the principles of assessment that are functionally oriented, 

and the assessment is based on the mathematical values of the intrinsic characteristics of the system, 

rather than the assessment based on human judgment. The methodology, which was proven through 

the recent studies to be effective in measuring the explainable AI systems (2024), evaluates such 

objectives as: performance objectives (time savings, percentages of test coverage, traceability of 

requirements); security objectives (vulnerability density, compliance with secure-coding principles); 

and compliance objectives (binary results against specific provisions of regulations). 

 

2.4 Integration with Industry Standards 

 

In the context of the current study, the research protocol is developed to be able to merge with the 

existing industry-wide standards, in particular, the EAIRA (Evaluation of AI Research Assistants) 

framework, which has been elaborated at Argonne National Laboratory. In this framework, a multi-

modal approach to AI system appraisal is used, and it has already proven to provide better reliability 

than human evaluation: the automated assessment reaches 92 % agreement with expert reviewers, 

and it also eliminates subjective bias and fatigue effects. 

 

3. Advantages of Non-Human Participant Approach 

 

3.1 Objective Measurement and Reproducibility 

 

The absence of human subjects in the benchmarking process endows it with beneficial 

characteristics when considering CSV under regulated conditions. The objective measures provide 

reproducible and precise measures, which can be independently verified- a requirement that is 

essential to regulatory submissions. In contrast, ratings by human observers are variable due to 

expertise, fatigue, and personal interpretive tendencies. In recent empirical research, it is 

demonstrated that automated frameworks can be used to process over 100,000 inquiries in a span of 

12 minutes, but human teams take at least 3 weeks to accomplish a similar evaluation and have 

lower scores of consistency (FLAMe Framework, 2024). 

 

3.2 Alignment with Regulatory Requirements 
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Moreover, the research design presents the needs that the life-sciences regulations dictate, especially 

GAMP 5 and 21 CFR Part 11. These norms require the evidence of compliance through the test and 

validation documentation; the mentioned regulatory documents define specific requirements that 

cannot be achieved by subjective assessment. Based on that, technical benchmarking is tangible 

evidence of: 

- traceable links of requirements to test cases. 

- Full test coverage documentation. 

- Objective assessment of system performance. 

- Repeatable results of validation. 

The fact that human judgments do not meet these requirements means that it is essential to resort to 

the use of systematic evidence-based assessment. 

 

3.3 Elimination of Human Bias and Variability 

 

The method also eliminates human bias sources. Previous research on AI assessment has already 

reported high levels of biases, among which are positional bias (68 % of cases), verbosity bias 

(preference of prolonged outputs), and self-enhancement bias. The existing design addresses this 

variability by replacing subjective evaluation with technical benchmarking, thus having the same 

evaluation criteria applied equally to all trials. This property is especially relevant in security 

vulnerability evaluation, whereby a human expert can miss conspicuous attack surfaces, but 

automated scan tools will consistently find them. 

 

3.4 Statistical Power and Generalisation 

 

The absence of human participants enables comprehensive testing across multiple validation 

scenarios within resource constraints. While human evaluation studies typically suffer from small 

sample sizes and limited statistical power, automated benchmarking allows for extensive testing 

across diverse URS documents, multiple parameter configurations, and various edge cases. This 

breadth of evaluation provides stronger evidence for the prototype's capabilities and limitations. 

 

4. Validation Strategy 

 

4.1 Direct Regulatory Mapping 
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The validation strategy employs direct mapping between prototype outputs and specific regulatory 

requirements. Each generated test script is evaluated against: 

- GAMP 5 Categories: Mapping to Appendix D4 (Testing) requirements for test design, execution, 

and documentation 

- 21 CFR Part 11 Clauses: Verification of electronic records, audit trails, and system validation 

documentation 

- ICH Q9 Principles: Risk-based approach to validation, with automated risk scoring for each test 

scenario 

 

This mapping produces binary compliance assessments (compliant/non-compliant) with specific 

evidence citations, providing clear, auditable validation results. 

 

4.2 Security Analysis Framework 

 

Security evaluation follows established frameworks, including OWASP Top 10 for LLM 

applications and ISO 27001 controls. Automated security scanning tools analyse generated test 

scripts for: 

- Injection vulnerabilities 

- Insecure output handling 

- Data exposure risks 

- Authentication/authorisation weaknesses 

 

Each identified vulnerability is classified by severity and mapped to mitigation strategies, providing 

a comprehensive security assessment without subjective interpretation. 

 

4.3 Performance Benchmarking 

 

Performance benchmarking 4.3 Performance benchmarking was carried out by comparing prototype 

outputs to internally developed and available public baselines with regard to:  

1) published literature on manual CSV test generation,  



 

184 
 

2) industry benchmarks of test coverage and defect detection, and  

3) Prior automation methods are documented in the peer-reviewed research. The metrics considered 

were the generation time, percentage test coverage, requirement coverage, defect detection rate and 

the maintenance effort. The statistical analysis used paired t-tests and decomposition of variance 

appropriate for cross-validation analysis. 

5. Conclusion 

 

Describing the results, it was shown that technical benchmarking without human subjects is the most 

suitable methodology to use when assessing LLM-based test generation in life sciences CSV. This 

was a design that gave objective and reproducible results that satisfied the regulatory compliance 

requirements, and also got rid of human sources of bias and variability. Through dedicated evidence-

based assessment to current standards, the methodology guarantees to deliver the results of the 

research that can be acted upon by the pharmaceutical industry in terms of implementing AI-based 

validation tools. The fact that technical benchmarking is systematic and quantitative fits hand in 

glove with the binary requirements of GxP environments where human opinion, subjective as it is, 

cannot replace documented verification of system validation. 

   SECTION 2                     

Data Collection: Automated Data Generation Protocol for CSV Test Script Evaluation 

1. Data Sources 

This research exclusively utilises non-human data sources, ensuring complete objectivity and 

reproducibility in the evaluation process. No human participants are involved in any aspect of 

data collection. The data architecture comprises three distinct categories, each serving specific 

evaluation purposes while maintaining independence from human input or opinion. 

 

1.1 Primary Data: LLM-Generated Test Artefacts 

The primary data consists of test artefacts generated by the LLM-based prototype system. These 

artefacts include: 

- Operational Qualification (OQ) test scripts: Structured test cases with defined inputs, 

expected outputs, and acceptance criteria 

- Requirement traceability matrices: Automated mappings between URS requirements and 

generated test cases 

- Test execution logs: System-generated records of test script validation run 

- Performance metrics: Computational measurements including generation time, token usage, 

and processing efficiency 
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Each artefact is produced through deterministic algorithms, ensuring reproducibility across 

multiple execution cycles. The LLM prototype operates on predefined prompts and templates, 

eliminating variability associated with human test script authors. 

 

1.2 Secondary Data: Regulatory Standards and Frameworks 

Secondary data comprises established regulatory documents and industry standards: 

- GAMP 5 Guidelines: Specific clauses from Appendix D4 (Testing) and Appendix M (IT 

Infrastructure) 

- 21 CFR Part 11: Electronic records and signatures requirements with 23 specific compliance 

checkpoints 

- ICH Q9: Quality risk management principles for systematic evaluation 

- ISO 27001: Information security controls applicable to test script generation 

- OWASP Top 10 for LLM Applications: Security vulnerability categories and mitigation 

strategies 

 

These standards provide objective benchmarks against which generated artefacts are evaluated, 

creating a compliance matrix that requires no human interpretation. 

 

1.3 Tertiary Data: Public Research Benchmarks 

 

Tertiary data includes published metrics from peer-reviewed literature: 

- Baseline performance metrics: Industry-standard measurements for manual CSV processes. 

- Automation benchmarks: Documented performance of existing CSV automation tools 

- Security vulnerability databases: Common Vulnerabilities and Exposures (CVE) relevant to 

test automation 

- Best practice repositories: Open-source test script examples and patterns 

All tertiary data sources are publicly available and have undergone peer review, ensuring 

scientific validity without requiring additional human validation. 

 

2. Collection Methodology 
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2.1 Phase 1: Synthetic/Public URS Document Curation 

The research begins with assembling a stratified dataset of 10-15 User Requirements 

Specification documents. These documents are either: 

- Synthetically generated: Created using industry-standard templates with randomized 

parameters to ensure diversity 

- Publicly available: Sourced from open-source pharmaceutical software projects with 

appropriate licensing 

- Anonymised historical documents: Previously validated URS documents with all proprietary 

information removed 

Document selection follows stratified sampling based on: 

- System complexity (simple/moderate/complex) 

- Regulatory criticality (GxP-critical/non-critical) 

- Functional domain (data management/process control/reporting) 

 

This approach ensures comprehensive coverage without accessing confidential information or 

requiring human subject involvement. 

2.2 Phase 2: Automated Test Script Generation 

The LLM prototype processes each URS document through a standardised pipeline: 

 

1. Document parsing: Automated extraction of functional requirements using natural language 

processing 

2. Requirement classification: Algorithmic categorisation by testability, criticality, and 

complexity 

3. Test case generation: LLM-driven creation of test scripts following GAMP 5 templates 

4. Validation logic: Automated inclusion of acceptance criteria and expected results 

5. Documentation generation: Creation of test protocols with full traceability 

 

Each generation cycle is logged with comprehensive metadata including: 

- Timestamp and version information 

- Model parameters and configuration 

- Token usage and computational resources 
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- Generation latency and throughput metrics 

 

The entire process operates without human intervention, ensuring consistent and unbiased data 

generation. 

 

2.3 Phase 3: Performance Metric Extraction 

 

Performance data collection employs automated measurement tools: 

- Timing analysis: Precise measurement of generation time per test case using high-resolution 

system timers 

- Coverage calculation: Algorithmic assessment of requirement coverage using graph-based 

analysis 

- Complexity metrics: Automated calculation of cyclomatic complexity and test path coverage 

- Resource utilization: System-level monitoring of CPU, memory, and API usage 

 

All metrics are collected through programmatic interfaces, eliminating measurement bias and 

ensuring microsecond-level precision. 

2.4 Phase 4: Security Vulnerability Scanning 

Security analysis utilises industry-standard automated scanning tools: 

 

- Static Application Security Testing (SAST): Analysing generated test scripts for coding 

vulnerabilities 

- Dynamic Analysis: Runtime evaluation of test script behaviour in sandboxed environments 

- Dependency scanning: Identification of vulnerable libraries or components 

- Compliance scanning: Automated verification against security frameworks 

 

Each identified vulnerability is classified according to: 

- CVSS (Common Vulnerability Scoring System) severity ratings 

- OWASP category mapping 

- Remediation complexity scoring 
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- Regulatory impact assessment 

 

2.5 Phase 5: Compliance Mapping Algorithms 

 

Regulatory compliance assessment employs rule-based algorithms: 

 

1. Clause extraction: Parsing regulatory documents to identify specific requirements 

2. Artefact mapping: Algorithmic matching of generated content to regulatory clauses 

3. Gap analysis: Automated identification of missing compliance elements 

4. Evidence compilation: Systematic collection of compliance proof points 

The mapping process produces a compliance matrix with binary assessments (compliant/non-

compliant) and specific evidence citations, requiring no subjective interpretation. 

 

3. Quality Assurance 

3.1 Automated Validation Pipelines 

The quality of the data was ensured with the help of a multi-level verification system: 

Schema validation was done to see that any artefact created followed the pre-existing schemas. 

Completeness checks have shown that there were no missing mandatory elements. 

Consistency validation was used to validate the logical coherence of the various artefacts with 

each other. 

Format validation was used to ensure that the format was consistent with the industry standards, 

which was done through automation tools. 

 

The data had to be regenerated by the system in case of failures, and the patterns would be 

observed and then analysed. 

 

Section 3.2 describes the deployment of k-fold cross-validation (k=5): 

 

The stratified splitting maintained proportional representation of document types within a fold. 

• An independent test took each fold as training, as well as a testing set. 
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• Summarised values were calculated in the form of suitable statistical measures. 

• Performance stability among folds was measured by variance analysis. 

• This method allowed to calculate the confidence intervals and hypothesis testing, without 

relying on human judgment. 

 

Section 3.3 is concerned with version control and audit trails: 

• All the data collection processes maintained rich Git-based version-control histories. 

• Cryptographic signatures were used to maintain data integrity using immutable logging. 

• Automated documentation process produced reports of all collection actions. 

• Reproducibility scripts made the precise replication of results automatic. 

• All these mechanisms ensured a thorough transparency and reproducibility of the data 

collection process. 

 

In Section 3.4, there is a discussion of the ALCOA+ compliance: 

 

- Attributable: All data tagged with generation source and parameters 

- Legible: Structured formats ensuring machine and human readability 

- Contemporaneous: Real-time logging of all data generation events 

- Original: Direct capture from source systems without manual transcription 

- Accurate: Automated validation against predefined accuracy criteria 

- Complete: Systematic checks for data completeness 

- Consistent: Standardised formats across all data types 

- Enduring: Long-term storage in open, non-proprietary formats 

- Available: Indexed storage enabling rapid retrieval and analysis 

All these measures fulfilled the ALCOA+ data integrity principles. 

 

4. Conclusion 

This current protocol shows that an automated methodology of data generation that only uses 

technical artefacts, regulatory standards, and published benchmarks can be used to generate data 

of at least the quality needed to assess regulatory compliance. The system will remove human 
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bias by ensuring that the human element in the validation of software will not exist, and it fulfils 

the computer-science best practices of software validation by applying a zero-tolerance policy of 

pharmaceutical compliance, where objective evidence takes precedence over subjective opinion. 

Furthermore, this methodology highlights the significance of automation, standardisation, and 

full audit trails to produce transparent, reproducible, and very reliable results, the standards that 

are crucial to life sciences research. 

SECTION 3 

Ethical Risks: Non-Human Ethical Considerations in AI-Driven CSV Research 

 

1. AI-Specific Ethical Risks 

1.1 Model Bias and Training Data Limitations 

While this research involves no human participants, significant ethical considerations arise from 

the AI systems themselves. Large Language Models inherit biases from their training data, which 

can manifest in generated test scripts through: 

 

- Coverage bias: Overemphasis on common test scenarios while neglecting edge cases critical for 

patient safety 

- Language bias: Potential misinterpretation of requirements written in technical pharmaceutical 

terminology 

- Historical bias: Replication of outdated testing practices embedded in training corpora 

- Domain bias: Stronger performance on well-represented systems versus specialised 

pharmaceutical equipment 

 

Recent research (2024) demonstrates that AI-generated code exhibits measurable bias patterns, 

with certain vulnerability types appearing 3.2x more frequently than in human-written code. In 

the context of CSV, such biases could lead to systematic gaps in test coverage, potentially 

compromising system validation integrity. These risks exist independently of human 

involvement and require proactive mitigation strategies. 

 

1.2 Security Vulnerabilities in Generated Code 

 

LLMs have demonstrated propensities for generating code with security vulnerabilities. The 

OWASP Top 10 for LLM Applications identifies critical risks, including: 

- Insecure output handling: Test scripts that fail to properly sanitise inputs, potentially creating 

attack vectors 
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- Injection vulnerabilities: Generated SQL or command-line operations are susceptible to 

injection attacks 

- Sensitive data exposure: Inadvertent inclusion of example data that resembles real patient 

information 

- Authentication weaknesses: Test cases that bypass or inadequately test security controls 

 

Studies indicate that 40% of AI-generated code contains at least one security vulnerability. In 

pharmaceutical environments, where systems handle sensitive patient data and critical 

manufacturing processes, such vulnerabilities pose significant ethical risks. The absence of 

human participants in this research does not diminish the responsibility to ensure generated test 

scripts meet security standards. 

1.3 Data Privacy in Test Scenarios 

Even synthetic test data raises ethical concerns in pharmaceutical contexts: 

- Realistic data generation: Creating test data that closely mimics patient records risks 

inadvertent privacy violations 

- Aggregation risks: Combining publicly available data could potentially re-identify individuals 

- Cross-contamination: LLM training data may include leaked sensitive information that surfaces 

in outputs 

- Compliance boundaries: Determining when synthetic data becomes subject to privacy 

regulations 

The research must ensure that all generated test scenarios avoid creating or processing data that 

could be linked to real individuals, even indirectly. 

1.4 Intellectual Property Considerations 

LLM-generated content raises complex IP questions: 

- Training data origins: Models trained on proprietary code may reproduce copyrighted patterns 

- Patent implications: Generated test methods might inadvertently infringe on patented validation 

processes 

- Trade secret risks: Outputs could reveal confidential testing strategies from training data 

- Attribution challenges: Determining ownership of AI-generated test scripts 

These concerns are particularly acute in the pharmaceutical industry, where validation methods 

often constitute valuable intellectual property. 

2. Mitigation Strategies 

2.1 Comprehensive Bias Detection and Correction 
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To address model bias, this research implements multi-layered mitigation: 

- Diversity analysis: Algorithmic assessment of test case variety across multiple dimensions 

- Coverage gap detection: Automated identification of undertested requirement categories 

- Bias scoring: Quantitative measurement of representation imbalances in generated outputs 

- Corrective prompting: Engineered prompts specifically designed to counteract known biases 

Implementation includes: 

1. Pre-generation bias assessment using established fairness metrics 

2. Real-time monitoring of output distributions during generation 

3. Post-generation analysis comparing coverage against industry benchmarks 

4. Iterative refinement based on bias detection results 

These automated processes ensure systematic bias mitigation without requiring human 

intervention. 

2.2 Security Hardening Protocols 

Security risk mitigation employs defence-in-depth strategies: 

- Static analysis integration: Every generated test script undergoes automated security scanning 

- Vulnerability pattern matching: Known insecure patterns are flagged and corrected 

automatically 

- Sandboxed execution: Test scripts run in isolated environments to detect runtime vulnerabilities 

- Security template enforcement: Mandatory use of secure coding patterns in generation prompts 

 

Specific measures include: 

1. SAST tools configured with pharmaceutical-specific rulesets 

2. Automated remediation of common vulnerabilities (e.g., SQL injection patterns) 

3. Continuous monitoring of security advisories for emerging LLM vulnerabilities 

4. Version control with security-focused code review automation 

2.3 Privacy-Preserving Test Data Generation 

Protecting privacy in synthetic data requires systematic approaches: 

 

- Differential privacy: Mathematical guarantees that generated data cannot identify individuals 
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- K-anonymity enforcement: Ensuring all data patterns appear in at least k instances 

- Synthetic data validation: Automated checks confirming no correlation with real datasets 

- Privacy impact assessment: Algorithmic evaluation of re-identification risks 

 

3. Responsible AI Principles 

 

3.1 Transparency and Explainability 

The current study highlights the existence of limitations to AI regarding computer-supported 

validation. The paper proves that complete transparency should be maintained, exposing four 

principles of guidance:  

1) defining the boundaries of the AI capabilities clearly,  

2) presenting probability-based confidence scores of each generated test case,  

3) explaining the specific scenarios generation with the rationale, and  

4) Expressing the areas that require human supervision explicitly. 

 

All the generated test scripts are hence accompanied by documentation that outlines the 

contributions of the AI as well as the spatial and functional limitations. 

3.2 Human Oversight Requirements 

Even though human participants are explicitly ruled out in the study, it acknowledges that the 

implementation of AI-driven validation systems will require a large amount of human input: 

 

• Final validation: Before the scripts are used in production, they have to be checked by human 

experts. 

• Risk evaluation: Serious safety-related tests: they need thorough human confirmation. 

• Regulatory submission: all regulatory documentation must have human accountability. 

• Continuous supervision: Human supervision is essential to monitor the AI system's 

performance over time. 

 

Such requirements are carefully recorded so that the findings are not perceived as eradicating any 

human duties. 

3.3 Continuous Improvement and Monitoring 
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The strong and accountable application of AI requires vigilance along the whole lifecycle of the 

system: 

 

• Performance degradation monitoring: Automated monitors to detect deteriorating quality of 

generation. 

• Bias drift analysis: Mechanisms to check whether latent biases appear or develop. 

• Security update integration: Fast integration of new vulnerability intelligence. 

• Regulatory alignment - constant adaptability to shifting compliance needs. 

 

Therefore, the research develops structures that would be upheld long after their final stage. 

3.4 Societal Impact Considerations 

 

• Labour force change: Automation can restructure the current validation jobs. 

• Skill requirements: AI-assisted validation will require new skills. 

• Access equity: Making sure that smaller organisations are also able to access AI-driven CSV. 

• Global health impact: Validation faster would speed up the delivery of therapeutic drugs. 

 

These issues, though not directly discussed, guide on the ethical design and dissemination of the 

study findings. 

4. Conclusion 

Conclusion: This discussion indicates that there is significant ethical weight related to AI-based 

CSV research, even with no direct human interaction. The risks identified, i.e. bias, security, 

privacy and intellectual property, need systematic mitigation strategies at technical, procedural 

and governance levels. This study maintains ethical integrity, despite the significant gains it 

makes in terms of pharmaceutical validation, by instituting a wide-ranging protection such as 

automated bias detection, security hardening, privacy-preserving, and IP protection systems. The 

adherence to the principles of responsible AI, such as transparency, the presence of human 

oversight, and the ongoing improvement, sets the stage for ethical AI implementation in life 

sciences. The non-human ethical considerations are not just academic exercises but are essential 

requirements to secure the validation tools driven by AI to improve, but not undermine, patient 

safety and data integrity in pharmaceutical settings. 

Regulatory Compliance: Direct Regulatory Mapping for Technical CSV Evaluation 

1. GAMP 5 Alignment 
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1.1 Mapping to GAMP 5 Framework 

Good Automated Manufacturing Practice (GAMP 5) provides the foundational framework for 

computerised system validation in the life sciences industry. This research demonstrates direct 

alignment with GAMP 5 principles through systematic mapping of technical evaluation criteria 

to specific guideline requirements. No human participants are required for this compliance 

assessment, as GAMP 5 explicitly defines objective, measurable criteria for system validation. 

 

Each mapping point is evaluated through binary assessment (compliant/non-compliant) with 

accompanying evidence, eliminating subjective interpretation. 

1.2 Risk-Based Approach Implementation 

 

GAMP 5's risk-based approach is implemented through automated risk assessment algorithms: 

 

1. Critical Thinking Application: The LLM prototype incorporates risk factors into test 

generation: 

   - Patient impact assessment (high/medium/low) 

   - Data integrity criticality scoring 

   - System complexity evaluation 

   - Regulatory visibility assessment 

 

2. Proportionate Testing: Test depth and coverage automatically adjust based on risk scores: 

   - High-risk functions: Comprehensive positive/negative/boundary testing 

   - Medium-risk functions: Standard functional testing with key edge cases 

   - Low-risk functions: Basic smoke testing with critical path coverage 

 

3. Risk Documentation: Automated generation of risk assessment matrices linking: 

   - Identified risks to specific test cases 

   - Risk mitigation strategies to test acceptance criteria 

   - Residual risk calculations based on test coverage 
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1.3 Supplier Assessment Framework 

 

The research treats the LLM as a "supplier" under GAMP 5 guidelines, implementing automated 

assessment: 

- Capability evaluation: Technical benchmarking of model performance against defined criteria 

- Reliability assessment: Statistical analysis of output consistency across multiple runs 

- Support documentation: Comprehensive technical documentation of model architecture and 

limitations 

- Quality agreement mapping: Automated verification of quality-relevant outputs 

 

This approach demonstrates that supplier assessment can be conducted objectively without 

human opinion, relying instead on measurable performance indicators. 

 

1.4 Evidence-Based Compliance Demonstration 

 

GAMP 5 compliance is demonstrated through systematic evidence collection: 

- Traceability matrices: Automated generation showing requirement-to-test linkages 

- Test execution reports: System-generated documentation of all validation activities 

- Change control records: Version-controlled tracking of all modifications 

- Validation summary reports: Algorithmic compilation of compliance evidence 

 

Each evidence type is produced without human intervention, ensuring objective compliance 

assessment aligned with regulatory expectations. 

 

2. 21 CFR Part 11 Requirements 

2.1 Electronic Records Compliance 

 

21 CFR Part 11 establishes requirements for electronic records in FDA-regulated environments. 

This research demonstrates compliance through technical implementation of all 23 specific 

requirements: 
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Subpart B - Electronic Records 

 

1. §11.10(a) - Validation: The LLM system undergoes systematic validation with documented 

evidence: 

   - Automated validation protocols executed across multiple test scenarios 

   - Performance qualification through statistical analysis 

   - Continuous monitoring of system accuracy and reliability 

 

2. §11.10(b) - Accurate and Complete Copies: All generated artefacts maintain integrity: 

   - Cryptographic checksums ensuring data hasn't been altered 

   - Complete audit trails of all generation activities 

   - Automated verification of output completeness 

 

3. §11.10(c) - Protection of Records: Comprehensive security measures: 

   - Encryption at rest and in transit for all test artefacts 

   - Access controls implemented through API authentication 

   - Automated backup and recovery procedures 

 

4. §11.10(d) - Limiting System Access: Role-based access control: 

   - API key management with defined permissions 

   - Automated logging of all access attempts 

   - Regular access reviews through algorithmic analysis 

 

2.2 Electronic Signatures 

 

While the research doesn't implement e-signatures directly, it evaluates the capability: 

 

§11.50 - Signature Manifestations: Assessment of how test scripts could incorporate: 

- Digital signature placeholders for reviewer approval 
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- Timestamp and user identification fields 

- Non-repudiation mechanisms through blockchain integration 

 

§11.70 - Signature Linking: Evaluation of signature-to-record binding: 

- Cryptographic linking ensures signatures cannot be transferred 

- Automated verification of signature integrity 

- Audit trail entries for all signature events 

 

2.3 Audit Trail Implementation 

 

The research implements comprehensive audit trails meeting §11.10(e) requirements: 

1. Computer-Generated Timestamps: Microsecond-precision timing using synchronized NTP 

servers 

2. User Identification: API-level tracking of all system interactions 

3. Action Recording: Detailed logs of all CRUD operations on test artifacts 

4. Change Documentation: Before/after comparisons for all modifications 

5. Retention Policies: Automated archival ensuring long-term retrievability 

 

Audit trails are generated automatically without human intervention, providing objective 

compliance evidence. 

 

2.4 System Documentation 

Per §11.10(k), the research maintains extensive system documentation: 

 

- System architecture: Technical specifications of the LLM implementation 

- Validation protocols: Detailed procedures for system qualification 

- Standard operating procedures: Automated workflows for test generation 

- Change management: Version-controlled documentation updates 
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All documentation is generated and maintained through automated tools, ensuring consistency 

and completeness. 

 

3. ALCOA+ Data Integrity 

 

3.1 Attributable 

Every piece of generated data is unambiguously attributable: 

- Source identification: Each test script tagged with model version and parameters 

- Generation context: Complete record of input requirements and configuration 

- Timestamp precision: Microsecond-level timing for all operations 

- Unique identifiers: UUID assignment for every artifact 

 

Attribution is enforced programmatically, eliminating human error in data source documentation. 

 

3.2 Legible and Accessible 

 

Data legibility is ensured through standardized formats: 

- Structured outputs: JSON/XML schemas for machine parsing 

- Human-readable formats: Markdown documentation with clear formatting 

- Metadata inclusion: Comprehensive headers explaining data context 

- Version control: Git-based tracking ensuring historical accessibility 

 

Automated format validation ensures consistent legibility across all outputs. 

 

3.3 Contemporaneous 

Real-time data capture eliminates temporal gaps: 

- Streaming logs: Events recorded as they occur, not retrospectively 

- Synchronized timestamp: NTP synchronization across all systems 

- Immediate persistence: Direct-to-database writing without intermediate storage 
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- Transaction integrity: ACID compliance for all data operations 

The automated nature of data collection inherently ensures contemporaneous recording. 

3.4 Original 

 

Data originality is maintained through: 

- Direct capture: No manual transcription or data entry 

- Immutable storage: Write-once-read-many (WORM) storage options 

- Cryptographic verification: Hash-based integrity checking 

- Chain of custody: Complete tracking from generation to archival 

 

Original data preservation occurs automatically without human handling. 

 

3.5 Accurate 

Accuracy is verified through multiple mechanisms: 

- Validation rules: Automated checking against predefined accuracy criteria 

- Cross-validation: Statistical verification across multiple generations of runs 

- Error detection: Algorithmic identification of anomalous outputs 

- Calibration protocols: Regular model performance verification 

 

Accuracy assessment relies on objective metrics rather than subjective judgment. 

 

3.6 Complete 

Data completeness is systematically enforced: 

- Schema validation: Ensuring all required fields are populated 

- Referential integrity: Verifying all cross-references are valid 

- Coverage analysis: Algorithmic assessment of test comprehensiveness 

- Gap identification: Automated detection of missing elements 
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Completeness checking operates without human intervention. 

 3.7 Consistent 

Consistency implies the necessity of having uniformity at all stages of operation. This term 

encompasses: 

Uniformity in processes: All the cycles of generation are executed in the same way. 

- Template enforcement: the mandatory use of proven output formats. 

Naming conventions: it is an algorithmically enforced standardised nomenclature. 

- Data type validation: checking of the same data representations. 

As a matter of definition, automated schemes are more consistent than human-driven ones. 

3.8 Enduring 

- Format sustainability: the use of open and non-proprietary file formats. 

Migration planning: auto conversion tool for format transition. 

Redundant storage: integrity checks and several backup locations. 

- Disaster recovery: automatic restoration. 

These technical provisions support the existence of the enduring data. 

Enduring data availability is ensured through technical measures. 

3.9 Available 

Indexed storage: The full-text search of all artifacts. 

- API: access any piece of data programmatically. 

- Export: there are several data extraction format options. 

- Performance tuning: all queries with less than one second retrieval time. 

Automated platforms produce better availability compared to manual filing systems. 

4. Conclusion 

The above discussion shows that LLM-based generation of regulatory tests can be checked in 

terms of conformity without involving human subjects. The study is calibrated on objective, 

measurable standards of GAMP 5, 21 CFR Part 11, and ALCOA+ principles, and has proven 

that evidence-based compliance assessment aligns with regulatory expectations. Since the system 

automates the process of evaluation, it eliminates the interpretation, which is subjective, and 

improves consistency and reliability. All regulatory requirements are associated with a particular 

technical implementation, and the associated regulatory requirements may be checked 

algorithmically, thus providing auditors with unambiguous evidence of compliance. This 

demonstration illustrates the possibility of certifying contemporary AI systems under current 
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regulatory strategies whilst preserving the precision required by life-science tasks. This lack of 

human input makes the validation stronger than the lack of it, which introduces variability and 

bias and produces less reliable and defendable results. 
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	What can we do to ensure the system conforms with GAMP 5 (2nd ed.), 21 CFR Part 11 and ALCOA+ principles? Operational definition: Part 11/GAMP 5 (2 nd ed.) 100 percent coverage (aim), within reasonable overheads of processes over manual baselines (pro...
	What are the ways to measure the quantitative efficiency and qualitative compliance? Operational definition: Triangulated assessment that puts emphasis on good inter-rater reliability (Cohen kappa >0.8, n=3 evaluators) in assessing expert panel compli...
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	The analysis of power establishes that 30 URS documents have sufficient statistical basis to evaluate the framework. This sample size is a compromise between the practical limitations to access the pharmaceutical validation documentation and methodolo...
	There is no FALLBACK Policy: 21 CFR Part 11 (SS11.10(a) on validation requirements, SS11.10(g) on authority checks) and ALCOA+ principles (originating in MHRA data integrity guidance) do not permit automated switching of models unless it is by a human...
	3.2.5 ALCOA+ Principles Framework

	3.3 Model Optimization Strategies
	This section answers RQ3 and RQ4: how to be GxP compliant and reduce the human oversight needed by calibrating LLM confidence and what are the optimization methodologies to maintain the 21 CFR Part 11 audit trail implications
	Pharmaceutical settings are quite challenging and the model should be streamlined to ensure that the capability requirements are achieved without compromising the operational feasibility. Sorscher et al. (2022) demonstrate that smart data pruning can ...
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	The paper applies DeepSeek V3, an open-source large language model available on GitHub and Hugging Face repositories. The model is not deployed locally and all the information on its architecture and weights is publicly available, yet, the proof-of-co...
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	Fine-tuning is a domain adaptation method that does not need to train the whole model, a trade-off between specialization and deployment in the generic environment. The training methods, that focus on the efficiency of parameters, are more significant...
	The integration of the general language understanding and the regulatory knowledge are not intertwined due to the use of an adapter implementation which adds the additional, pharmaceutical-specific knowledge to the core model capabilities. Base models...
	It is proposed to do this with a validation suite of approximately 500 pharmaceutical edge cases with which to test the changes before deployment. This process is time consuming yet it can unearth situations where adaptors can lower the accuracy of re...
	The other efficiency measure though this can be more applicable in a pharmaceutical setting where formatting of the output is equally important as the accuracy of the contents. Effective data selection can provide the same performance as much larger t...
	The deployment conditions in the pharmaceutical industry are such that it requires optimization of deployments with more focus on security and compliance requirements than the conventional performance metrics. There are security reasons why some organ...
	3.3.1 FDA PCCP Framework Integration

	3.4 OWASP LLM Security Framework Integration
	3.4.1 Edge Deployment Architecture
	The proposed edge deployment requirements address the pharmaceutical manufacturing environments where there are limited connectivity.
	Infrastructure Requirements: - Development: Access to API through OpenRouter (no local infrastructure required) - Production on-premises: Multi-GPU clusters with 700GB+ total GPU memory (e.g., 8x NVIDIA H800) - Hybrid: Edge inference servers to handle...
	Containerization Plan: - Docker 24.0+, with resource limits suitable to deployment mode - Health checks every 30 seconds and automatic restart - Persistent audit trails via volume mounts - Network isolation of processing and storage layers
	Scalability factors are supposed to anticipate the expansion of the organization and the increased adoption levels. Pharmaceuticals is a different case as a small deployment to cover a small validation team may expand to include organization-wide depl...
	The failover and redundancy planning ensures availability of pharmaceutical operations. Failover may not be so simple in pharmaceutical applications where backup systems may not have same capabilities. The validation activities cannot be carried out w...
	3.4.2 GxP Data Classification and Governance

	The adoption of the LLM-based validation systems in pharmaceutical settings necessitates the use of strict data classification procedures that are in line with the Good Practice (GxP) regulations. This framework defines three layers of classification ...
	Data Classification Hierarchy
	The given classification scheme introduces a three-level framework in terms of sensitivity and regulatory impact:
	Level 1 - Public Data: Includes published regulatory guidance documents, industry standards, and publicly available FDA submissions. This category contains 21 CFR regulations, ICH guidelines, GAMP documentation, and published warning letters. Processi...
	Level 2 - Internal Data: Synthetic User Requirements Specifications (URS), test case templates, training material, and de-identified validation protocols. Saxena (2022) explains that pharmaceutical organizations should deploy risk-based data governanc...
	Level 3 - Confidential Data: This is the actual patient data, proprietary formulations, clinical trial protocols, and manufacturing batch records. The classification requires on-premises processing only- transmission of API in the cloud is strictly pr...
	Processing Boundary Implementation
	Each classification level enforces distinct processing boundaries:
	Level 1 and Level 2 data will allow cloud API processing in certain conditions. Transmission must be encrypted with AES-256 and ephemeral keys changed every 24 hours. The implementation also provides different encryption contexts per data classificati...
	Level 3 data processing is done in on-premises validated infrastructure only. The system prevents this boundary by certificate-based authentication denying network egress. Local processing reuses the same architectures of the LLM deployed through edge...
	The data de-identification processes convert Level 3 data to Level 2 whenever such is required in cloud processing. The implementation uses format preserving encryption (FPE) which ensures that the structure is not destroyed, but sensitive values are ...
	Security Architecture Implementation
	The security architecture encompasses the defense-in-depth concept at all levels of classification:
	Encryption levels differ by classification: Level 1 encrypts data in transit with TLS 1.3, Level 2 also provides application-layer AES-256-GCM encryption with authenticated headers, Level 3 provides hardware-accelerated AES-256-XTS encryption of stora...
	Access controls are with the authority check requirements in 21 CFR Part 11, Section 11.10(g). Role-based access control (RBAC) matrices specify the allowed operations by classification level. Level 1 needs authentication, Level 2 is a multi-factor au...
	Network segmentation isolates processing environments by classification level. VLANs divide Layer 1/2 processing and Layer 3 infrastructure. Firewalls control the direction of data flow- Level 3 systems are allowed to read Level 1/2 data, however, rev...
	Audit and Compliance Mechanisms
	Audit mechanisms are comprehensive and guarantee regulatory defensibility of all the data operations
	Classification decision logging captures the rationale behind each categorization. The system stores the classifier identity (user or automated algorithm), a timestamp at microsecond resolution, the criteria used to classify, and the support evidence....
	Processing location tracking maintains chain-of-custody documentation. Each data item includes metadata that identifies: the source of origin; the classification level; processing locations through which it has passed; the transformations performed on...
	User authorization verification occurs at multiple checkpoints. Initial authentication checks user identity, classification-specific authorization checks access rights, and operation-specific checks confirm allowed actions, and continuous monitoring i...
	Automated compliance reporting creates daily reports that detail: the amount of data processed by classification, boundary violations attempted (should be zero at Level 3 cloud attempts), de-identification operations carried out and audit trail comple...
	The classification framework undergoes quarterly review cycles validating effectiveness. Penetration testing mimics attempted boundary breaches, audit sampling confirms the correctness of classifications, and performance measures make sure the securit...
	This categorization and governance structure allows LLM-based validation systems to be GxP compliant and allow efficiency gains. The tiered framework is a balanced approach to the security requirements and the operational needs, where there is a clear...
	3.5 Evaluation Framework
	3.5.1 Quantitative Evaluation Metrics
	The scoring methodology is based on DurA et al. (2022) computational methods of assessing ALCOA+ with the inclusion of MHRA data integrity guidance limits. Each principle is scored on regulatory impact analysis with attributability and originality sco...
	This assessment model concerns itself with the efficiencies within the CSV, but without violating laws. The primary efficiency measure would be the contrast of time spent in developing test cases manually and automating the test case generation with t...
	Baseline development involves the systematic measurement of the existing manual operations in various kinds of requirements and complexity. The manual measurements include hours of requirements analysis (hours of categorizing requirements), hours of t...
	Automated process measurement quantifies the associated activities: time to generate by automation (minutes), time to review automation outputs (hours), time to make automation changes (minutes), and time to ensure compliance and completeness (hours)
	Throughput measurements assess test generation capacity under various loads. The tests per hour are applied to indicate the normal capacity of the system. Maximum sustainable throughput is that tested during the peak capacity test under the conditions...
	Test quality and coverage completeness metrics quantify regulatory adequacy. The percentage of test coverage gives the level of requirements coverage by the test cases generated. Coverage analysis is done along multiple dimensions: functional coverage...
	The requirement traceability ensures that tests created are connected to the requirements that they are based on, which is one of the key pharmaceutical compliance requirements. Traceability matrices demonstrate that all the requirements are covered b...
	Requirements Traceability Matrix (RTM) Algorithm
	The RTM generation algorithm, which is automatically generated, utilises a five-stage algorithmic pipeline which is set in pharmaceutical validation backgrounds:
	1. Requirement Atomization: Decompose URS documents into atomic requirements with dependency parsing and named entity recognition. Every requirement is assigned a distinctive identifier (REQ-GAMP[3-5]-XXXX), category-specific prefixes.
	2. Test Step Extraction: Identify test procedures in generated OQ scripts by pattern matching and semantic analysis. The steps of the test are standardized into triples action-object-criterion to be compared.
	3. Semantic Similarity: Calculate the cosine similarity between requirement and test step embeddings with sentence-BERT models previously trained on pharmaceutical documentation. Similarity threshold was determined at cosine > 0.85 using empirical val...
	4. Bidirectional Mapping Construction: Build forward (requirement→test) and backward (test→requirement) mappings and confidence scores. The mappings below 0.85 threshold are flagged automatically and require manual review.
	5. Coverage Validation: Mark the requirements that are not mapped as validation gaps that need to be addressed by a human. Coverage: functional coverage ( % ), regulatory coverage ( % ), and risk-based coverage according to GAMP categories.
	The false positive and negative rates are measured in terms of accuracy of test generation in the pharmaceutical setting. False positive (tests that claim to approve requirements that are not applicable) and false negative (tests that do not cover are...
	Distributions of mean and worst-case response time are included in the system reliability and user experience metrics. Model confidence scores can be further used to provide insight into automatized decision-making, enabling users to prioritize uncert...
	The conventional ML approach would be to strive towards high-confidence levels i.e. above 0.8. However, pharmaceutical applications require a high degree of confidence that is calibrated through substantial validation studies with operational threshol...
	The availability measures the availability, failure rate and recovery time. The needs of pharmaceutical availability cannot be limited to technical measurements since the pharmaceutical validation work serves to support the regulatory submission timel...
	Statistical Analysis Plan

	The statistical model to assess the automated CSV generation must be based on hypothesis testing to prove measurable changes against manual procedures. The main hypothesis is that the validation time is shorter when using automated generation: H 1: u ...
	Secondary hypotheses address accuracy and compliance metrics. To test accuracy: H 1: 1/pi automatized > 1/pi manual, where pi is the proportion of correctly solved test cases. For compliance metrics: H 1: r automated = r manual = 1.0, which signifies ...
	Effect size calculations are as per the Cohen (1988) standards in the interpretation of practical significance as opposed to statistical significance. Cohen d > 0.8 is large effect size that justifies the implementation cost on time reduction metrics....
	Multiple comparison corrections are used to deal with the larger risk of Type I error when four main metrics are tested at the same time. The Bonferroni correction (Bonferroni, 1936) is an adjustment of the significance level to: 0.0125 (0.05/4) to ea...
	Confidence interval construction varies by metric criticality. Efficiency measures use standard 95 percent confidence intervals, which are a trade-off between precision and practicality. Safety-critical measures should have 99 percent confidence inter...
	The selection of statistical tests follows data characteristics and types of comparisons. Independent samples t-tests are used to compare the groups when assumptions of normality are met and are tested using Shapiro-Wilk tests with alpha = 0.05. The W...
	Power analysis helps in ensuring sufficient sample sizes to detect significant effects. With a target power of 0.8, alpha of 0.0125 (after Bonferonni adjustment) and d = 0.8, the sample size needed in two-sample t-tests is 35 per group. This sample si...
	The analysis plan will handle missing data by multiple imputation in cases where the missingness seems to be random with the exclusion of cases with systematic patterns of missingness that may bias results. Sensitivity analyses test the robustness of ...
	Interim analyses at 25, 50, and 75 percent completion points allow early termination due to futility or overwhelming efficacy, with O Brien Fleming boundaries used to preserve the overall Type I error rates. These checkpoints do not waste resources on...
	3.5.2 Qualitative Assessment Methods
	3.5.3 Validation Methodology

	Formal validation procedures ensure that the research results can be employed in making implementation decisions since adversarial testing procedures are deployed to challenge the limits of systems in a more rigorous manner than would be the case with...
	The red team testing protocol is based on adversarial evaluation practices that have been demonstrated to be effective in medical AI settings and have been adapted to pharmaceutical validation settings with the incorporation of systematic vulnerabilit...
	The approaches are used to employ medical red teaming concepts to the pharmaceutical validation setting utilizing cross-functional teams that provide a comprehensive array of insights into the evaluation of vulnerabilities. Lee et al. (2023) invited g...
	Pharmaceutical red teaming would incorporate multidisciplinary teams that would include a mix of: pharmaceutical validation engineers with a detailed understanding of the nature of validation requirements and methodology, quality assurance professiona...
	The creation of adversarial situations creates challenging test environments that expose the system vulnerabilities as edge cases, ambiguous requirements, conflicting requirements and regulatory grey areas that can be confusing to automated systems. B...
	Systematic vulnerability assessment examines multiple failure dimensions. Hazards that relate to safety risks are used to determine the likelihood of a system failure to affect the quality of products or patient safety. Privacy vulnerabilities test ho...
	Medical AI validation outcomes are a source of baseline expectations since they set benchmarks of the pharmaceutical use. Although certain error rates differ across implementations, Lee et al. (2023) note that in any deployment of AI in a regulated me...
	The cross-validation method employs k-fold validation to test generalization abilities within varying User Requirement Specifications across a test domain, that is, whether system performance is specific to the characteristics of a document or general...
	K-fold validation splits available URS documents into training and testing sets using partitioning strategies that are representative samples. Training sets are applied to inform immediate engineering and agent optimization and testing sets to test pe...
	The performance of any pharmaceutical application is tested under domain generalization testing: product type (small molecules, biologics, medical devices, combination products), system type (manufacturing systems, laboratory systems, clinical systems...
	The identification and handling of edge cases tests the behavior of the system to reveal hard or non-standard requirements that reveal the boundaries of the system and an understanding of how the system ought and ought not to be used. Examples of edge...
	Corrective validation mechanisms are employed where quality has been addressed by way of systematic retrieval evaluation and correction, and this adds robustness to situations where initial validation processes are not sufficient. Jiang et al. (2023) ...
	The methodology involves confidence-based determination of quality of generated test cases, such that automated determination triggers more validation actions when the confidence scores are below some predetermined thresholds- alternative generation s...
	The other aspect of validation is examining similarity in the response, which seeks to evaluate consistency in automated reasoning. As stated by Abbas et al. (2024), the Response Similarity Evaluation (RSE) is the step that follows the comparison of t...
	The consistency analysis studies the trend of variations in consecutive generation attempts and this is done through statistical analysis that reveals the reliability of the automated reasoning process. A high consistency implies that the reasoning pr...
	Self-validation patterns may provide structured approaches of AI reasoning quality evaluation in pharmaceutical validation context. These systems would give the agents to check their outputs on consistency, completeness and regulatory conformance befo...
	These benefits can be in the form of measurable operational benefits within pharmaceutical validation environments. Based on preliminary evaluations conducted during the first validation project validations, this can include the possibility of a decre...
	The evaluation of collaboration in human-in-the-loop systems must be through assessment techniques that are able to capture the complexities of human-AI interaction in regulated environments. The validation methods would necessitate the establishment ...
	The pharmaceutical application also plays a crucial role in the minimization of hallucination since the mistakes caused by the AI cannot be accepted as a risk. The proposed suggestion will achieve detection rates of hallucinations below one percent (<...
	The pharmaceutical sectors require hallucination detection techniques that are specific, as opposed to general AI safety techniques. Application-specific problems can include fabricated regulatory mandates, test strategies that are not applicable to G...
	Risk-stratified delegation decisions must be balanced with the confidence of use, i.e., balance the efficiency of automating decisions with precision of validation. The confidence thresholds would vary with the system risk profile: GAMP Category 3 rou...
	Regulatory update incorporation ensures system behavior reflects current requirements. Change impact assessments determine necessary modifications to system components. The validation processes ensure that the effectiveness of systems is not compromis...
	Compliance drift detection identifies slight spillage in complying with the regulatory requirements which can occur over time as systems evolve or patterns of use change. Periodic compliance audits make a comparison of the system behavior with the reg...
	Audit trails provide a detailed record to support inspection and quality assurance programs by regulatory bodies as required by 21 CFR Part 11 (11.10 (e)) that states electronic systems must provide an audit trail to document access, modification and ...
	The design of validation follows the principles of ALCOA+ (originated in MHRA data integrity guidance) through automated validation of compliance checks. Any test case that is generated is systematically verified at the integrity level by cryptographi...
	Long-term retention provides access to audit trails in the event that they are needed over required retention periods. The access control gives the right people access to audit information during investigations or during inspection
	3.6 Limitations and Mitigation Strategies
	3.6.1 Technical Limitations

	With technical limitations put in consideration, realistic deployment expectations and proper system design can be done. The implementation addresses the expected constraints through architecture choices and practice rather than attempting to eliminat...
	Model limitations represent fundamental constraints on system capabilities. Context window restrictions limit simultaneous information processing by LLMs. Pharmaceutical validation records tend to exceed these thresholds and the document segmentation ...
	The mitigation strategies employ the hierarchical processing that decomposes large documents into smaller units and preserves relationship information. Document preprocessing identifies section boundaries and cross-references. Section-level processing...
	High risk in LLM hallucination occurs when the models generate plausible, yet incorrect information. Multiple validation layers systematically detect and correct potential hallucinations. The generated content will be source grounded and verification ...
	The issue with domain adaptation is that most general-purpose LLMs lack specific pharmaceutical knowledge. The integrated mitigation measures entail domain-specific fine-tuning that entails training of models to pharmaceutical environments. Model know...
	Infrastructure constraints affect deployment and scalability potential. The cost of computation of big language models is high and can far exceed the IT infrastructure that is normally accessible in the pharmaceutical sector. Validation of large files...
	Resource planning establishes the infrastructure requirements based on the expected usage. Load testing identifies peak resource demands. Capacity planning ensures adequate infrastructure for expected user adoption. Infrastructure investments are rati...
	Model optimization saves resources with compression, pruning and efficient architecture. Deployment optimization uses caching, batch processes and sharing of resources to optimize the utilization of the infrastructure
	Network latency considerations influence user experience and system responsiveness. Hybrid deployment strategies balance latency requirements with resource availability. Computational intensive processes are run on Cloud resources, and the critical in...
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